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Summary

- LHC data challange

- Networking for WLCG
- LHCOPN
- LHCONE
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LHC data challenge
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LHC Data Challenge

40 million collisions per second

After filtering, only few hundreds of collisions of
interest per second

101° collisions recorded each year

=> more than 25 Petabytes/year of data
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LHC data production
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LHC data growth
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Run 3
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Run 4

CMS
ATLAS
ALICE

LHCb

Expecting to record
400PB/year by 2023

Compute needs expected
to be around 50x current
levels, if budget available

Credit: Ian Bird, CERN



Networks for LHC data

TO-T1s Tis-T2s Internet
network network
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WLCG

WLCG resources: Mt e

1 Tier0 (CER
13 Tierls

~170 Tier2s
>300 Tier3s
~350,000 cor
~500PB of disk
2 millions job

A
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LHCOPN - Tier0O/1 network
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Original Computing Model

CERM/outside resource ratio ~1:2
Tier 0/(F Tier 1)/(} Tier 2) ~1:1:1

Experiment
~100-1500 MB s-1

) CERM center
Tier0 +1 Petabytes of disk

Tape robot

~25-10GB s
Tier 1 s
25-10GB s~
Tier 2
~2.5-10GB s

Tier 3

Institute

0.1-10GB 5

Tier 4 l l

Work stations
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LHCOPN

Network designed to fit the TierO-Tierl LHC data
distribution:

- private network connecting TierO and Tier1s
- reserved to LHC data transfers and analysis

- dedicated, large bandwidth links from each Tierl to
the Tier0

CERN V— _
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Topology

All Tierls directly connected to CERN-Tier0

RRC-KI-T1
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Main characteristics

- High bandwidth: single and bundled long distance 10G
and 100G Ethernet links

- L3 Routing: BGP peerings managed by the connected
sites

- Secured: only packet to and from declared IP prefixes
can cross the network

14



LHCOPN Traffic

LHCOPN TOTAL Traffic (CERN - Tiers1) LHCOPHN TOTAL Traffic Flow (Tiers1 = CERN)
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Source: https://netstat.cern.ch/monitoring/network-statistics/ext/?q=LHCOPN&p=LHCOPN&mn=00-Total-Traffic&t=all
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LHCOPN evolution

- The LHCOPN is kept as the main network to exchange
data among TierO and Tierls

- Tierl-Tierl traffic and backup functionalities
progressively moving to LHCONE (the Tierl/2/3 network)

- Links being upgraded to multiple 10Gbps and 100G

16


https://netstat.cern.ch/monitoring/network-statistics/ext/?q=LHCOPN&p=LHCOPN&mn=00-Total-Traffic&t=all

LHCONE - Tierl/2/3 network
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Computing model evolution

=

Original MONARCH model
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Model evolution
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LHCONE

LHCONE is the network that serves the WLCG and
HEP sites around the world

It is the result of the effort and resources provided by
several major Research and Education network
providers

CERN o~ .
Qﬁlzg ‘ QLD Information Technology Department
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LHCONE services

L3VPN (VRF): routed Virtual Private Network -
operational

perfSONAR: monitoring infrastructure - operational

P2P: dedicated, guaranteed bandwidth, point-to-point
links — under development

CEfW
\
NS
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LHCONE L3VPN service
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LHCONE L3VPN service

Layer3 (i.e. routed) Virtual Private Network

Dedicated worldwide backbone connecting Tier1s,
Tier2s and Tier3s at high bandwidth

Reserved to HEP data distribution

\(C\E\ﬂ‘:& ‘ lT Technology Department
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Benefits
Bandwidth dedicated to HEP, no contention with other
research projects

Closed network, only trusted traffic that can bypass
perimeter firewalls

Well defined cost tag for HEP networking

CERN F - )
\(\ﬂzx ‘ P Information Technology Department
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LHCONE L3VPN architecture

- TierX sites connected to National-VRFs or Continental-VRFs
- National-VRFs interconnected via Continental-VRFs
- Continental-VRFs interconnected by trans-continental/trans-oceanic links

Acronyms: VRF = Virtual Routing Forwarding (i.e. virtual routing instance)

National National National
links links links

s s e |

Cross-Border Cross-Border Cross-Border
links links links

Continenta| Transcontinental links Continenta| Transcontinental links Continenta|

VRFs VRFs VRFs

-
CERN
/Y
> | -



Status

VRFs provided by over 15 national and international Research
Networks

VRFs interconnections at Open Exchange Points, including
NetherLight, StarLight, MANLAN, WIX, CERNIlight and others

55 end sites connected to LHCONE:
- 10 Tierls
- 45 Tier2s

More Information:

- https://indico.cern.ch/event/461511/contribution/5/attachments/1242595/1828290/2016-03-13_LHCONE_L3VPN_Update_Capone.pdf
- https://twiki.cern.ch/twiki/bin/view/LHCONE/LhcOneVRF

CERN V— _
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N

25



CERN

Current L3VPN topology

LHCONE: A global infrastructure for the High Energy Physics (LHC and Belle Il) data management
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https://indico.cern.ch/event/461511/contribution/5/attachments/1242595/1828290/2016-03-13_LHCONE_L3VPN_Update_Capone.pdf
https://twiki.cern.ch/twiki/bin/view/LHCONE/LhcOneVRF

Focusing on Asia-Pacific

ASGC (TW), KISTI (KR), TEIN
(Asia) are completing their VRFs

They will interconnect with most
of existing VRFs and among
themselves

SINET (JP), CERnet/CSTnet (CN)
and others are planning their
own VRFs

(C\E\/RWZ; ‘ @Information Technology Department
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Open to other HEP collaborations

The L3VPN is now used also by:
- Belle II experiment

’\c
\
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CERN

Acceptable Use Policy

The LHCONE AUP (Acceptable Use Policy) has been define

regulate the utilization of the L3VPN service

(https://twiki.cern.ch/twiki/bin/view/LHCONE/LhcOneAup)

LhcOneAup < LHCONE < TWiki - Mozilla Firefox

@l LhcOneAup<lHCONE<TWiki 3¢

Ll = - -] & ht t cern.ch e 2 B

* B O [Qo + 4

o e

Jump il wSearch
‘ ® LHCONE Allwabe
)

& Login TWiki > LHCOMNE Web > LhcOnefup (2015-02-20, EdoardoMARTELLI) [._| Edit | Attach PDF

LHCONE
LHCONE Acceptable Use Policy (AUP)

As agreed upon by the participants LHCOPN-ONE mesting 7 on 2015/02/10. The final deadline for comments is 2015/02/27

fxi LHCONE Web
Create New Topic

Ind.
= + LHCONE Acceptable Use Policy (AUP)
%l Search
@ Changes + Preamble
4 MNotifications L Benion
o= statistics 4 Participating Collaborations and related information
/4 Preferences b

4+ LHCONE L3VPN Acceptable Use Policy (AUP)

¥ Public webs + + Announcement of IP Prefixes for LHCOMNE Traffic (LHCOMNE Prefix)
4 Authorized source and destinations nodes (LHCOMNE Modes)
4 Eligibility for Becoming a LHCONE Site
4 Non-compliance with the AUP

4 Compromised Security

Preamble

The LHCOME is a dedicated network architecture inter-connecting participating HEP Sites and allowing those sites to pool their computing resources for a more efficient distribution,
storage, processing and analysis of HEP data.

Definitions

HEP Site: a high energy physics laboratory or university participating in and formally tied to one or more of the participating Collaborations listed in the next chapter;

HEP Service: a computing resource primarily used to distribute, store, process and analyse the data generated by HEP Sites

LHCONE Site: a HEP Site connected to the LHCOMNE L3VPNM service;

LHCONE Prefix: an IP subnet announced by a LHCOPN Site to the LHCONE L3VPN;

LHCONE Node: a device using an IP address from a LHCONE Prefix to source or receive data;

LHCOME Traffic: IP data traffic carried by the LHCOMNE L3VPN network, i.e. data traffic generated by a LHCONE Mode and sent to another LHCOMNE Node;

LHCONE Provider: National or International Network Service Provider (NSP) which provides network resources for the LHCONE L3VPHN service;

LHCONE Management Board: the Management Board of one of the Collaborations listed in the next section. Each LHCONE Management Board has ultimate jurisdiction on
its affiliated HEP/LHCOME sites.

alnformation Technology Department
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LHCONE P2P service
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https://twiki.cern.ch/twiki/bin/view/LHCONE/LhcOneAup

LHCONE P2P service

On demand point-to-point (P2P) links over a multi-
domain network

Will provide P2P links between any pair of TierX. The
P2P links have guaranteed bandwidth (protected from
any other traffic)

Accessible and configurable via software API

CERN T I -
(\ﬂzx ‘ WLl Information Technology Department
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Status

Work in progress: still in the prototyping phase

Challenges:

- multi-domain provisioning system

- Intra-TierX connectivity

- TierX-TierY routing

- integration with WLCG software

- bandwidth allocation and protection

CERN M )
({?5 ‘ P Information Technology Department
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Solution 1 based on draft-ietf-idr-rs-bfd-01
NORDUnet

Hordic Gateway for Ressarch & Education

« Simplify the BGP setup
« Only one BGP session per site

« Route server with one outgoing RIB per site,
steering using communities

s Route NS L

General IP

P2P dynamic

.........

‘ anformation Technology Department Credit: Magnus Bergmthl NORDUnet

33



Solution 2 — based on SDN Openflow

Diagram of Possible Future SDN Dev-Ops Testbed

Interfaces _ . PanDA/DaTri Agent
@ |n development "

1) Request WAN circuit
“— Currently in place

v . 1 " 2) Integrate circuit with OVS
+E_,+.+,,-‘ l, -"+" ‘ 3} Transfer on new EZE Path
: ' > A _m Site B
Site A RN NsALt NSA_ N
Agent e - giesﬁt
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_________ O S (. __Control Plane
3 | =~
o Data Plane
L 1 2
ez
- STP A

Transfer Node Transfer Node
(OVS+FDT/GridFTP

oVS tail ovVStail  (OVS+FDT/GridFTP)

(site dependent) (site dependent)
March 14. 2018 Original Slide from Ramiro/Azher, Caltech
‘ anformation Technology Department Credit: Azher Mugal and Ramiro Voicu, Caltech — Shawn McKee, Univ. of Michigan




LHCONE perfSONAR service

‘ anformationTechnology Department
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perfSONAR

- software framework

pS-Performance Node - pS-Performance Node For CERN In Geneva , Meyrin , CH - Mozilla FireFox

pS-Performance Mode - pS-Perfor... 3¢

A == € & cern.ch “Sa-c W BAa & | Q. tunnelmontblanc > ¥ | G O e =
L} - =
for active and passive iy s |
£
b Host Information
s Organization Name CERN
i City, State, Country Geneva, Meyrin, CH

network probing

Postal Code
Latitude,Longitude
Administrator Name

1217
46.232498,6.04593
Stefan Stancu

Local Services
Global Services 2

Throughput / Latency

Administrator Email

stefan.stancu@cern.ch

Communities This Host Participates In

HEPiX IPv6 testbed LHCOPN WLCG

- developed b
Tracercute Graphs gl Primary Address perfsonar-bw.cern.ch
MTU 9000
NTP Status Synced
Reverse Ping E Memory 5GE
Glebally registered No
, , Reverse Traceroute !
Reverse Tracepath & |Services Offered
Traceroute Visualization & |Bandwidth Test Controller (BWCTL)[1] Running
EA N I I l I I r « tcp://perfsonar-bw.cern.ch:4823
« Testing Ports:6001-6200(peer), 5001-5300(iperf), 5301-5600(nuttcp), 5601-5900(owamp), 5001-5900(test)
Configure Tests Regular Testing(1] Running
Administrative Information  |one-way Ping Service (OWAMP)[1] Disabled
Enabled Services
NTP » tcp://perfsonar-bw.cern.ch:861
» Testing Ports:8760-9960(test)
perfSONAR Logs (7]
BWCTL Log Analysis & |Network Diagnostic Tester (NDT)[L] Disabled
OWAMP Log Analysi (2
i = http://perfsonarbw.cern.ch:7123/ &#
) NDT Leg Analysis ) * tcp://perfsonar-bw.cern.ch:3001
esmond Measurement Archivelll Running
« http:/iperfsonar-bw.cern.chj/esmond/perfsonar/archives &
Configuration Manual (2]
Frequently Asked - Network Path and Application Diagnosis (NPAD)!L] Disabled
.
::estlons = = http://perfsonar-bw.cern.ch:8000/ &
E = tcp://perfsonar-bw.cern.ch:8001
L ]
http://www.perfsonar.net/ .

N
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LHCONE perfSONAR service

LHCONE Network monitoring infrastructure
Probes installed at:

- VRFs Interconnecting points

- Sites

Accessible by any Site for network healthiness checks
and faster problem resolution

(C\EFWES ‘ @InformationTechnology Department
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http://www.perfsonar.net/

perfSONAR pipeline

The diagram on the right provides a
high-level view of how WLCG/OSG
is managing the perfSONAR
deployments, gathering metrics and
making them available for use.

End users can get monitor the data
via the OSG MaDDash instance,
grab the data directly from the
OSG datastore or subscribe to the
ActiveMQ bus at CERN

Credit: Shawn McKee, Univ. of Michigan
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perfSONAR LHCONE MaDDash

LHCONE Mesh Config - TCP BWCTL Test Between L LHCONE Mesh Config - OWAMP Test Between LHCH

Il Throughput == 900Mbps Throughput < S00Mbps Il Throughput <= 500M

o
L5 “'-E&ﬁ& ]
e Qﬂﬁxb‘:ﬁﬂt;;qf;‘{?qgfffw e D“:\Pq_ fﬁ
e e O e
«“?{fﬁ;’“z’- F LT f{q‘ifﬁ*’ﬁ s {!:*f‘* 5
ARG LS ARS8 4
- '“-"‘Q:Q.- af:? L e g ‘:\'(c??w{cﬁw%&
ST ST SR S
e QTGOS eTg
AMS_GEANT LHCOMNE Ll 1 B 1 |

eML/ESnetperfsOnar T BB EEEEE™BE

SCINET-T2 ps-bandwidth B BEEEEREEEE™E

zch PerfSonar Bandwidth T I I [ el 0 | ol |
ESY-HH perfzonar-p=-02 T I N BEEE -

iperfsonaR Washington "™ B E BEEBEE™BE
K-LCG2 perfsonar-de-kit S I HE B - | -

mzp3-CC ccperfscnarl T HEH B B = N

mzp3-LarP lapp-p=0l MBI HEEE =8B

iternet2 WIX perfSOMAR BEEE=0F BEE B

Intermet? perfSOMNAR I e e e e . =
UMF-LCG2 ps-bandwidth "™ IIH B=HBHE™

CERN "
_ ‘ @Informatlon Technology Department

[l Loss rateis == 0

AMS GEANT LHCOME
BMHLSESnet perfSOMAR
CA-SCIMNET-T2 ps-latency
altech PerfSonar Latency
ESY-HH perfsonar-ps-01
z perfSOMAR Washington
-LCG2 perfsonar2-de-ki
IMZPZ-CC ccperfzonar2
INZPZ-LAPP lapp-ps02
sternet2 WIK perfSOMNAR
Internet? perfSOMNAR
TRIUMF-LCG2 ps-latency

=

Loss rate is == 0 Il Loss rate is == 0.01 Unatle
ﬁgﬁ
T,
i
o ¥ SrgFie o
T S SO AT e 0 O &
ﬁ%n“?g“’i‘:‘i“%'{iﬂ% e
TGN PP T IS e &
'b‘i_:'ﬁ ”‘hd;‘,‘" ?-:5 {f.,gf—'ﬂ “I.-{f ;-j-.-qq_ q:&“rq:?. e
e S L O e e
G S ST eSS
- o - ! L
T FFFL T ITIFFTFS
il EEEEEEEEEN
il EEEEEEEEE
HEE EEEEEEEN
HEEEE EEEEEEN
HEEEEE EEEEEE
HEEEEEE EEEEN
HEEEEEEE EEEEN
HEEEEEEEE EEN
N H
HEEEEEEEEEEE

39



More information on perfSONAR

Deployment
https://twiki.opensciencegrid.org/bin/view/Documentation/DeployperfSONAR

MaDDash

https://maddash.aglt2.org/maddash-webui/index.cgi?dashboard=LHCONE%20Mesh%?20Config

perfSONAR

http://www.perfsonar.net/

Latest update
https://indico.cern.ch/event/461511/contribution/0/attachments/1242565/1828189/LHCONE_perfSONAR _upda
te-Taiwan-2016.pptx

(C\E\/RWZ; ‘ olnformation Technology Department
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Conclusion
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https://twiki.opensciencegrid.org/bin/view/Documentation/DeployperfSONAR
https://maddash.aglt2.org/maddash-webui/index.cgi?dashboard=LHCONE%20Mesh%20Config
http://www.perfsonar.net/
https://indico.cern.ch/event/461511/contribution/0/attachments/1242565/1828189/LHCONE_perfSONAR_update-Taiwan-2016.pptx
https://indico.cern.ch/event/461511/contribution/0/attachments/1242565/1828189/LHCONE_perfSONAR_update-Taiwan-2016.pptx

Summary

More and more data is generated by the LHC experiments

LHCOPN, Tier0/1 Network:
- increasing capacity to cope with growing amount LHC data

LHCONE, Tier1/2/3 Network:

- increasing capacity to serve data greedy sites

- extending worldwide coverage

- now fast growing in Asia-Pacific region

- growing monitoring infrastructure to better support
operation

CERN i .
\(\ﬂzx ‘ WL Information Technology Department
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More information on LHCOPN and LHCONE

LHCOPN and LHCONE meetings:
https://indico.cern.ch/category/5793/

LHCOPN website:
https://twiki.cern.ch/twiki/bin/view/LHCOPN/WebHome

LHCONE websites:
http://Ihcone.net
https://twiki.cern.ch/twiki/bin/view/LHCONE/WebHome
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Questions?
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https://indico.cern.ch/category/5793/
https://twiki.cern.ch/twiki/bin/view/LHCOPN/WebHome
http://lhcone.net/
https://twiki.cern.ch/twiki/bin/view/LHCONE/WebHome
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