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Trends	  in	  Cyber-‐Crime	  

Profit	  

Risk	  

Interpol:	  Cyber-‐crime	  is	  
bigger	  than	  cocaine,	  
heroin	  and	  marijuana	  
trafficking	  put	  together	  
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Who	  might	  be	  a"acking	  you?	  

•  Cyber	  criminals	  	  
interested	  in	  making	  money	  through	  fraud	  or	  from	  the	  sale	  of	  valuable	  
informa5on.	  	  

•  Industrial	  compeBtors	  and	  foreign	  intelligence	  services	  	  
interested	  in	  gaining	  an	  economic	  advantage	  for	  their	  companies	  or	  
countries.	  	  

•  Hackers	  	  
who	  find	  interfering	  with	  computer	  systems	  an	  enjoyable	  challenge.	  	  

•  HackBvists	  	  
who	  wish	  to	  a<ack	  companies	  for	  poli5cal	  or	  ideological	  mo5ves.	  	  

•  Employees	  	  
or	  those	  who	  have	  legi5mate	  access,	  either	  by	  accidental	  or	  deliberate	  
misuse.	  	  

Common	  Cyber	  A+acks,	  GCHQ,	  UK[1]	  	  
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A-ackers	  

Plus,	  it	  can	  be	  
outsourced!	  
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A-acks	  

Na4on	  State	  
A"acks	  

Ransomware	  

Point-‐of-‐
sale	  a"acks	  

“Spear”	  
Phishing	  	  

Cyber-‐
crime-‐as-‐a-‐
service	  

Hack4vism	  	  

IOT	  Known	  
vulnerabili4es	  
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• Target	  execu4ve	  individuals	  
•  Access	  to	  financial	  data	  	  
•  High	  security	  clearance	  

• An4-‐phishing	  training	  courses	  are	  
sta4s4cally	  ineffec4ve	  

• A"acks	  becoming	  more	  sophis4cated	  	  

6	  

“Spear”	  Phishing	  

It	  is	  likely	  that	  the	  next	  high	  profile	  R&E	  incident	  will	  be	  the	  result	  
of	  targeted	  phishing	  

Photo	  by	  Cat	  Vinton,	  Travel	  Photographer	  of	  the	  Year	  Finalist	  
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Ransomware	  

Ransomware	  has	  caused	  an	  es5mated	  $325	  million	  in	  damages	  so	  far	  –	  Cyber	  
Threat	  Alliance	  	  

	  h<p://nakedsecurity.sophos.com/2012/02/13/metropolitan-‐police-‐malware-‐warning/,	  h<ps://en.wikipedia.org/w/index.php?curid=35026462	  

•  Social	  engineering	  

•  Easy	  profit	  

•  Take	  backups!	  
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• The	  spread	  of	  freely-‐available,	  open	  source	  
soeware	  has	  accelerated	  development	  but	  
also	  impacted	  the	  risk	  of	  including	  
vulnerabili4es	  

• Patching	  4mes	  vary…	  
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Known	  vulnerabiliBes	  

44%	  of	  2014	  breaches	  came	  from	  vulnerabili5es	  that	  are	  two	  to	  four	  years	  old	  –	  
HP	  Cyber	  Security	  Risk	  Report	  
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Cyber-‐crime-‐as-‐a-‐service	  

• Companies	  paying	  for	  0-‐
days	  	  

• Clients	  include	  
governments	  and	  
corpora4ons	  

• Organised,	  highly	  
profitable	  	  business	  	  
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• Tools	  
•  Complex	  frameworks,	  many	  years	  of	  development	  
•  Targeted	  Social	  Engineering	  
•  Undermine	  encryp4on	  and	  install	  backdoors	  

• Plausible	  deniability	  through	  outsourcing	  

• According	  to	  Symantec,	  70%	  APT	  vic4ms	  profile	  
•  Research,	  innova4on,	  IT.	  
•  “forward	  looking	  technologies”	  highly	  sellable	  

• Objec4ves	  include	  corporate	  espionage,	  poli4cal	  advantage…	  
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NaBon	  state	  a-acks	  
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NaBon	  state	  a-acks	  
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61	  na4onal	  federa4ons	  
	  
	  
	  
40	  federa4ons	  in	  eduGAIN	  
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The	  federated	  landscape	  
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Most	  of	  our	  data	  is	  public,	  plus	  we	  have	  li"le	  money…	  why	  would	  
someone	  go	  to	  all	  that	  trouble?	  
	  
Common	  known	  objec4ves	  of	  intrusions	  	  
• Poli4cs	  	  
• Strategy	  
• Trends	  in	  a	  sector,	  tender	  purchasing	  strategy	  
• Trade	  secrets,	  pricing	  discussions,	  compe4tor	  pricing	  informa4on	  	  
• Gain	  a	  compe44ve	  edge	  
•  Insider	  trading	  
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Why	  the	  interest	  in	  Research	  and	  EducaBon?	  

Besides..	  customers	  may	  not	  
know	  that	  our	  data	  is	  publicly	  

available!	  
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14	  

For	  further	  reading	  
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