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Thank you to my WISE collaborators in 2020

My sincere thanks are due to the following for their collaboration:

• Ana Afonso, Tom Barton, Vincent Brillault, Ian Collier, Linda Cornwall, Bob 
Cowles, David Crooks, Barbara Krašovec, Sven Gabriel, Baptiste Grenier, David 
Groep, Nicole Harris, Jens Jensen, Urpo Kaila, Daniel Kouril, Maarten Kremers, 
Mikael Linden, Alf Moens, Ian Neilson, Ralph Niederberger, Mischa Salle, Hannah 
Short, Uros Stevanovic, Romain Wartel, Chris Weaver, Jule Ziegler

• Colleagues in GridPP, EGI, WLCG, IRIS, GN4-3, EOSC, IGTF, REFEDs, FIM4R, 
SIG-ISM, Trusted CI

• And many others in the past

• These individuals have done the work!
• And many apologies for any I have missed

24 March 2021Kelsey/WISE Community
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The WISE Community

• Started in October 2015 – Joint - GEANT SIG-ISM & IGTF SCI

• Community members come from e-Infrastructures across the world

• WISE meetings 2019-20
• LITNET – Kaunas, Lithuania – April 2019 (joint with SIG-ISM)

• NSF Cybersecurity Summit, San Diego, USA – Oct 2019

• Two virtual meetings during COVID-19 pandemic

• April 2020 and Oct 2020

• Both joint with GEANT SIG-ISM

24 March 2021Kelsey/WISE Community
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Some WISE meetings (2018 to 2020)

24 March 2021Kelsey/WISE Community

Abingdon, UK

Feb 2018

San Diego, CA, USA – Oct 2019

All attendees at NSF Cybersecurity Summit

Alexandria, VA, USA

Aug 2018

Virtual – Oct 2020

Joint with SIG-ISM
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WISE Mission

• The WISE Community enhances best practice in information 
security for IT infrastructures for research.

• How? Through membership of working groups and attendance at 
workshops the members participate in the joint development of 
policy frameworks, guidelines, and templates. 

24 March 2021Kelsey/WISE Community



WISE Working Groups

Current Working Groups

• Trust and policy issues related to the Security for Collaborating 
Infrastructures trust framework (SCI-WG)

• Security Communications Challenge Coordination Working Group 
(SCCC-JWG) – joint with SIG-ISM

• Incident Response & Threat Intelligence Working Group (IRTI-WG)

• Risk Assessment WISE (RAW-WG) – joint with SIG-ISM

Still being considered (was proposed at last WISE meeting)

• Best Practices for handling Software Vulnerabilities
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Security Communications Challenge 
Coordination Working Group (SCCC-JWG)

24 March 2021Kelsey/WISE Community

• Many Infrastructures perform regular 

communication challenges

• & more sophisticated security challenges

• To build confidence and trust

• Can these be scheduled and coordinated?

• Strengthen Incident Response in eduGAIN

• eduGAIN security team and Sirtfi-WG

• Promote sharing of CC results

https://wiki.geant.org/display/WISE/Communications+Challenge+planning

https://wiki.geant.org/display/WISE/Communications+Challenge+planning


9

Other WISE Working Groups

• Risk Assessment Working Group (RAW-WG)
• Share experiences on risk identification, analysis and evaluation 

• effective security controls 

• Produced a WISE risk assessment template and associated guidelines

• Incident Response & Threat Intelligence Working Group (IRTI-WG)
• To better handle security incidents - protect services/data & prevent re-

occurrence

• Sharing threat intelligence is growing in importance

• Security Operations Centres (see talks on SOCs at ISGC2021)

24 March 2021Kelsey/WISE Community



Security for Collaborating Infrastructures …

• SCI Version 2, HowTo and maturity assessment
• WISE Baseline AUP (reminder)

• Developing the AARC Policy Development Kit (updating baseline templates)

24 March 2021Kelsey/WISE Community
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SCI-WG - Shared threats & shared users

• Infrastructures are subject to many of the same threats
• Shared technology, middleware, applications and users

• User communities use multiple e-Infrastructures
• Often using same federated identity credentials

• Security incidents often spread by following the user
• E.g. compromised credentials

• e-Infrastructure security teams need to collaborate

24 March 2021Kelsey/WISE Community



SCI Version 2 – published 31 May 2017
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Endorsement of SCI Version 2 at TNC17 (Linz)

• 1st June 2017

• Infrastructures endorse the governing principles and approach of SCI, as produced by 
WISE, as a medium of building trust between infrastructures, to facilitate the exchange 
of security information in the event of a cross-infrastructure incident, and the 
collaboration of e-Infrastructures to support the process. These Infrastructures welcome 
the development of an information security community for the Infrastructures, and 
underline that the present activities by the research and e-Infrastructures should be 
continued and reinforced

• Endorsements have been received from the following 
infrastructures; EGI, EUDAT, GEANT, GridPP, MYREN, PRACE, SURF, WLCG, XSEDE, HBP

• https://www.geant.org/News_and_Events/Pages/supporting-security-for-collaborating-
infrastructures.aspx

24 March 2021Kelsey/WISE Community 13
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Security for Collaboration 
among Infrastructures (SCI) 

EUGRIDPMA– 2021-02-08

Ian Neilson (STFC-RAL, UK Research and Innovation)

Uros Stevanovic (Karlsruhe Institute of Technology)

In collaboration with and co-supported by EnCo (GN4-3)

https://wise-community.org
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SCI requirements

• The document defined a series of numbered requirements in 5 areas

• Operational Security

• Incident Response

• Traceability

• Participant Responsibilities

• Data protection



SCI Assessment of maturity

• To evaluate extent to which requirements are met, we 
recommend Infrastructures to assess the maturity of their 
implementations

• According to following levels:
• Level 0: Function/feature not implemented

• Level 1: Function/feature exists, is operationally implemented but not 
documented

• Level 2: … and comprehensively documented

• Level 3: … and reviewed by independent external body



Assessment spreadsheet

• https://wiki.geant.org/download/attachments/58131190/SCIv2-Assessment-
Chart_V2-US.xlsx?version=1&modificationDate=1554550759208&api=v2

https://wiki.geant.org/download/attachments/58131190/SCIv2-Assessment-Chart_V2-US.xlsx?version=1&modificationDate=1554550759208&api=v2


SCI How-to?

• SCI is a framework

• Sometimes not detailed or prescriptive enough

• Different understanding of requirements

• Requirements may vary greatly in scope and 
complexity

The guidance is intended to assist those 
implementing SCI and, as such, is not, primarily 
scoped to ‘end users’ - members of collections of 
users. Infrastructure managers, service operators, 
security officers, the responsibles of collections of 
users, and others invested in the security of an 
infrastructure and its services, are the intended 
audience.



Security for Collaborating Infrastructures …

SCI Version 2,  HowTo and maturity assessment

WISE Baseline AUP (reminder)
Developing the AARC Policy Development Kit (updating baseline templates)

24 March 2021Kelsey/WISE Community
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https://aarc-project.eu

AARC Policy Development Kit
Acceptable Use Policy - A reminder

20

See “WISE” talk at ISGC2019 for more details about AARC PDK and AUP 
https://indico4.twgrid.org/indico/event/8/session/10/contribution/37

https://indico4.twgrid.org/indico/event/8/session/10/contribution/37


https://aarc-project.eu

An agreed Acceptable Use Policy (AUP) to act as a 
baseline policy (or template) for adoption by research 
communities

• To facilitate -

a) a more rapid community infrastructure ‘bootstrap’

b) ease the trust of users across infrastructures 

c) provide a consistent and more understandable 
enrolment for users.

• Adoption of a single policy preferred to modifying a 
template

21

A common baseline AUP
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WISE Baseline AUP v1  
https://wise-community.org/wise-baseline-aup/

AARC Guideline I044 on use of baseline AUP 
https://aarc-project.eu/guidelines/#policy

https://wise-community.org/wise-baseline-aup/
https://aarc-project.eu/guidelines/#policy


Security for Collaborating Infrastructures …

• SCI Version 2, HowTo and maturity assessment

• WISE Baseline AUP (reminder)

• Developing the AARC Policy Development Kit 
(updating baseline templates)

24 March 2021Kelsey/WISE Community
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Development of AARC PDK by WISE SCI-WG

• Involve the widest experience from many Infrastructures and policy 
groups (including AEGIS)

• https://aarc-project.eu/about/aegis/

• Infrastructures using/considering the AARC PDK include
• EOSC-hub, IRIS(UK), EGI, WLCG, SLATE(USA)

• Policy templates are useful to new Infrastructures and help build trust 
and interoperability (compliant with SCI Trust Framework)

• WISE SCI will collect feedback from Infrastructures
• And use this if/when a new version of a template is required

• Unlike AUP, new templates may contain optional components
• Infrastructures just use the components that work for them

24 March 2021Kelsey/WISE Community 24
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Building on AARC PDK in WISE SCI-WG

Policy Area New Template Lead Participants

Top Level Infrastructure 

Policy

IRIS (UK), EOSC-hub

Data Protection Privacy Statement WLCG, IRIS

Data Protection Policy on the 

Processing of 

Personal Data

EGI, WLCG

Membership Community Policy IRIS, EOSC, GN4-3, 

IGTF

Membership Acceptable 

Authentication 

Assurance

GN4-3, IGTF

Operational 

Security

Incident Response eduGAIN, Sirtfi, 

GN4-3, EOSC & 

many opsec groups

Operational 

Security

Service Operations EOSC-hub, IRIS

https://aarc-project.eu/policies/policy-development-kit/

https://aarc-project.eu/policies/policy-development-kit/


IRIS Security
Trust Framework and Operational Security

David Crooks

IAM Users Workshop

January 2021



IRIS Background

• ALMA

• ATLAS

• CCFE

• CLF

• CMS

• CTA

• DLS

• DUNE

• eMERLIN

• EUCLID

• GAIA 

• ISIS

• LHCb

• LIGO

• LSST

• Lux-Zeplin

• SKA

Science Activities Provider Entities

• The Ada Lovelace Centre (ALC)

• DiRAC [HPC]

• GridPP [HTC]

• The Hartree Centre

• STFC Scientific Computing Department

• The DLS Computing Department

• CCFE computing

3



• Policy map derived from AARC PDK and 

others in first year of IRIS Trust Framework

• Shows there are many policies, groups, 

procedures, ‘standards’, notices, 

agreements, regulations and fuzzy objects 

in this space.

• Shows relationships between different 

policy items

• Can be used to inform most useful next 

steps 
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AARC 
Template on 

the 
Processing of 

Personal 
Data

Top Level 
Infrastructure 

Policy

SNCTFI

SIRTFI
 Local policies 

 Infrastructure practices 
Incident Response 

Procedure

Membership 
Management 

Policy

Acceptable 
Use Policy

Privacy 
Statement 

(Notice)

Infrastructure 
AUP

Traceability 
and Logging

Service 
Operations

Infrastructure Policies

GDPR

Community 
Operations 

Security 
Policy

Acceptable 
Authenticatio
n Assurance

AARC-G021

REFEDS RAF

Risk Assessment

 IT best practices 

Service Level 
Agreements

Processing of 
Personal 

Data

Title

AARC PDK
document

Title

Document

Title

Template or 
Form

Description

Concept or 
undefined

Reference to ...

Im
a

g
e

 ©
 S

T
F

C
 J

o
h

n
 D

a
w

s
o

n
 

Policy Relationships
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• Update on status of policy drafting and approval

• Approved by DB:

• Infrastructure Security Policy

• IRIS AUP

• IRIS IAM Privacy Notice

• In draft:

• Service Operations Security Policy

• Community Policy (following risk assessment currently underway)

IRIS Trust Framework status



IRIS Service Operations Security Policy (draft)



IRIS Community Security Policy (draft)



The future: WISE & SCI in 2021

• WISE work continues within the working groups

• SCI-WG
• Complete the HowTo Guidance on maturity assessment

• Encourage Infrastructures to perform self-assessment

• Produce some updated policy templates from AARC PDK

• Full WISE meetings (twice) still to be defined for 2021

• Please join the WISE mail list and the WG lists too (all welcome)
• https://lists.wise-community.org/sympa/info/wise

https://lists.wise-community.org/sympa/info/wise


Questions?

• And discussion ….

24 March 2021Kelsey/WISE Community 33



Backup slides



WISE and Trusted CI have agreed a joint 
statement of collaboration 

“Trusted CI and WISE share a common goal to support the 
research mission through the development of appropriate 
cybersecurity practices. Through close collaboration, the 
groups will ensure that cybersecurity frameworks, 
templates, and policies for our international 
infrastructures for research will grow increasingly aligned 
and interoperable.”



• The IRIS Trust Framework is intended to build the security policy required 

by IRIS 

• Start with foundational and user-facing policies

• Address Incident Response for IRIS

• Parallel to development of Identity and Access Management for IRIS 

through IRIS-IAM

• Deployment of INDIGO IAM Identity Proxy

• In operation, part of UK AMF

• Follows AARC Blueprint Architecture

IRIS Trust Framework
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