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Quick recap

Authn AuthzAuthn Authz



Delegated Authentication



INDIGO-DataCloud AAI framework



OpenID-Connect under the hood

paul@sparkplug: $ curl D s o/dev/null L https://prometheus desy de/Users/paul/ppaul@sparkplug:~$ curl -D- -s -o/dev/null -L https://prometheus.desy.de/Users/paul/p
HTTP/1.1 401 Unauthorized
paul@sparkplug:~$

Log into IAM.
Get access token

paul@sparkplug:~$ curl -L -H "Authorization: Bearer ey...QT7s" https://prometheus.desy
This is a demo file containing some limited information to demonstrate permission handThis is a demo file containing some limited information to demonstrate permission hand

This is a private file, only user paul can read it.
l@ k l $paul@sparkplug:~$



Authorisation without authentication?
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Authz token use-cases
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Constraints and solutions

● Redirection should work without JavaScript,

● Simple: embed token in redirection URL.

http://webdav.example.org/path/to/file?authz=<TOKEN>

● Complete token always sent with the 
request.equest.

● What can we do to stop someone stealing
hi k ?this token?

or make the token useless if they steal it… or make the token useless if they steal it.



Introducing Macaroons



Macaroons 101

● Macaroon is a bearer token.

● Macaroon contains zero or more caveats.

Each caveat limits something about the● Each caveat limits something about the 
macaroon:
who can use it,

h th itwhen they can use it, or

what they do with it.y

● Anyone can add a caveat to a macaroon:
Create a new macaroon that is more limited.

● The caveats in a macaroon cannot be



Download / Share with macaroons

Portal
Storage
Service

onl READonly READ,
only from <IP addr>,
only for 2 minutes.

User
(some details have been glossed over)





Coming to dCache with v3.1

● Supporting caveats with IP address, paths, 
activity* expiry timeactivity*, expiry time.
* list, download, upload, manage, delete, read-, , p , g , ,

metadata, update-metadata.

Simple RESTful API to acquire a macaroon● Simple RESTful API to acquire a macaroon.

● Initially targeting HTTP/WebDAV.● Initially targeting HTTP/WebDAV.
Anticipate support for GridFTP coming next
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OpenID Connect delegation

Portal Storage

or

Storage #1 Storage #2

… or ...

… or ...



Example: 3rd-party copy

Portal

Target
Storage
ServiceService

only WRITE,
only from <IP addr>,

l f 10 ionly for 10 minutes.

RogueSource
Storage
Service

Rogue
Service



3rd party caveats – extra cool!

● A 1st party caveat can be satisfied by the 
clientclient.

● A 3rd party caveat requires proof from some● A 3 party caveat requires proof from some 
other service; e.g.

● only fred@facebook,

● only members of VO ATLAS,● only members of VO ATLAS,

● only if not part of a denial-of-service attack.

● The proof is another macaroon: a discharge 
macaroon.macaroon.



Download with 3rd-party caveat

Portal
Storage
Service

onl READonly READ,
only from <IP addr>,
only for 1 minute,
only if member of Aonly if member-of-A.

Group
Service

User
(some details have been glossed over)

Is member-of-A.



What are bearer tokens?

Bearer token is something the user presents 
with a request so the server will authorise itwith a request so the server will authorise it.  
There's no interaction between client and 
server.

Examples of bearer tokens:Examples of bearer tokens:

HTTP BASIC authn, anythingS C aut , a yt g
stored as a cookies.

C lCounter-examples:

● X 509 credential● X.509 credential,

● SAML,



Group membership, too

● An OIDC provider can assert the user is a 
member of various groupsmember of various groups

● Group membership may require higher level● Group membership may require higher level 
of LoA:
For example, if the group is “loose collaboration” 

a site might require higher LoA; if the group is 
“commercial entity” a site might require lower 
LoA



One solution: a bearer token
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