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Software Defined Networking (SDN)

i A Programmable Network—Design, Build, Manage

Key Features

Network algorithms decoupled from

Hardware
REST APIs
Advantages
Topgoﬁysﬁfgr,?wﬁfhmg'ﬁof et S M Network automation can integrate

with other disciplines

Network protocols like OpenFlow

...... Less lock-in; Users can choose

features to suit needs

.M
44
T

Networking control can innovate at

software speeds
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Goals & Thoughts

Refer to :

A virtual private network based on software-defined network architecture for high energy

physics scientific data exchange

(HEPiX 2016 Spring)

Improve the data exchange performance, based on the current
Network infrastructure
Applications

Provide a simple, flexible, robust, high performance and
Easy/Central - controlled network environment for HEP

members in China

Overlay: use IPv4 & IPv6 network link

Automatically and Dynamically network path choosing based on the
application requirements and network performance status
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SDN-WAN & vWAN

VWAN :virtual WAN , which is considered a part of SD-WAN.

VWANSs are used to replace private WAN services with regular broadband

connectivity.

VWANSs are used to secure the connection and encrypt the traffic across public

networks providing an additional layer of security through secure socket layer

offload.

VWAN also aggregates WAN links, making multiple dedicated or public network links

function as a single large link. This helps with applications.

VWAN also is used for load balancing across various communications channels

because they can selectively route flows and packets based upon link performance.
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| Different path with different flow

Controller




SDN Gateway

Controller

B RCE (.
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RECIVER
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° Gateway: All-in-one device
* VPN: Virtual link/IPv4 Over IPv6

Network performance monitoring (Packet loss RTT, Throughput)
Active network performance measurement: iperf
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The Key Technology
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path Packet latency Available
loss bandwidth

Site A->site B(ipv4)

Site A->site B(ipv6)

Site A->site C->site B (ipv4)

Site A->site C->site B (ipv6)

Monitoring point 1  Monitoring point 2 Site A->(ipv4)site C-> (ipv6)site B

Site A->(ipv6)site C-> (ipv4)site B
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Deployment status
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Controller dashboard - network & devices status
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Controller dashboard
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COﬂ"'l“Ol Ier‘ dClSthle‘d - link performance statistics
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Controller dashboard- . setction
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THEP<->SDU Results (Girdftp)
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Why

The underlying network becomes increasingly critical for
supporting end user applications and services

Network traffic management, service complexity, and
security become more taxing.

Network managers face network performance and reliability
challenges, including security-related attacks and breaches,
resulting in service disruptions that can occur at any moment

It is important to deploy security devices and policies without
applications disruptions / smoothly
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What we should do

Threat Management: Detect and mitigate threats in the

- network quickly and efficiently
Detection: using the available tools/IDS, system log analysis ...

Mitigation: Real-time programmability of the network base on the detection

results

Integration detection and mitigation: with third-party security and
analytics platforms, such as IDS, Log analysis system, vulnerability

scanner......

Interface

= User: web-based Graphical User Interface (6UT) that provides simple profile configurations

and a detailed view of the dashboard and associated settings
= Controller to detection: Rest APIs

= Controller to network devices : Openflow
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Traditional network topology

KA
W Router

40GE

J‘L Firewall
e |PS

Public Services WEB Firewall
Network

Email Anti-5pam Firewall

2X40GE

2x 40GE .
— Remote Experiments
1GE or 155M Onsite Network
Data Center Circuit or VPN
Metwork
| x 10GE
x 10G

DAQ Network

. #. Control Network

Office Network
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Traditional network topology e

L]

Public Services

Network

2XA0GE
Data Center

Metwork .#.
/ Core Switch
| x 10GE
x 10G
DAQ Network

Office Network

1GE or 155M
Circuit or VPN

Firewall device:
the key devices
Heavy load
Potential bottleneck

Management:

Policy change will influence all the traffic
granularity the security for applications

Remote Experiments
Onsite Network

Control Network
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Science DMZ for traditional network

E,-._ﬂ
Sl Internet

Data Center Topology

Policies: S-IP S-Port D-IP D-Port Policies
For Science Data-Exchange
Traditionally based on ACL

2X10GE

@

SDN is using .....

Firewall

Login Area

AFS,DNS,Monitoring...

Storage
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Network topology upgrade

5
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Data Center
Network

/ Core Switch
| x 10GE
X 10G
DAQ Network
. #. Control Network

Office Network

WEB Firewall

Public Services

Network

Email Anti-Spam Firewall

-"'""" I

Remote Experiments

1GE or 155M Onsite Network
Circuit or VPN

2X40GE
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i Network topology upgrade

5
N Router

Public Services
Network

Firewall
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R, ' i Remote Experiments
1GE or 155M Onsite Network
Data Center Circuit or VPN
Network
Core Switch
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DAQ Network
. #. Control Network

Office Network
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Case 1: Service Chain

Send different applications traffic to different firewall

WAN/ pa /7
Internet @
.

Incoming flow from upstream network

WEB Services w

Email Servicesw ﬂ 32 ] ——
- U R [ ——
] R

Flow Table:
HTTP Application traffic - >WEB Firewall
Email Application traffic - >Email Anti-Spam Firewall

Internal
Network

Sent to Firewall for processing

WEB Firewall

Email Firewall

General Firewall
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Case 2: Firewall Bypass for Science-DMZ

Flow Manager recognizes this as a trusted flow and WAN/ pe
programs SDN switch using the controller to bypass the Internet/ -
firewall for this flow

Incoming flow from upstream 0
N ] Flow Manager System network

.
..............................

SFlOl.U ............................................................... sDN W:”f Eewall

Switch 5@ “"White-listed” flow now bypasses Firewall and data

®  Policies/white-list based on the data transfer flow features/pre- transfer is faster and more efficient

defined or dynamically created

Data
Center
Network

®  Src-ip sre-port dst-ip dst-port ...
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Case 3: Dynamic security policies

[IDS Syslog analysis system ]

REST API

WAN/

In‘l‘erne’r@

Incoming flow from upstream ‘
network o

Flow Manager recognizes the
threatening flow and programs SDN
switch using the controller to
reject/drop/forward this flow

Sent to Firewall for processing

(2]

C 1
 — — —
[ — —

Einpwall
v

21802
W oyl

sFlow s

Switch | .
« Flow Manager System is the key x{ Forward/Drop/Reject the flows
element, it can get feedback from the
IDS/System log analysis system....)and I]\:Inetl'irl‘;‘:li

give the results to sdn controller

» Policies based on the result from third-
party system
« IDS

: Syslog analysis system sDN + Detec.rion

teren
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Key technology: Traffic Analysis
Capture the traffic: Sflow/Netflow

Analyze the traffic(using the available open source or commercial
tools) and transfer the results to SDN controller through REST API

Based on the early built feature library, SDN controller established
the openflow rules and set up in the network switches

r.

=N
e
Traffic monitoring manager - APl | SDN Controller
| aFlow I Analysis Flow J
a col lector | Control sst the per ' a

oF low zampl ing I'H

o//
22 s

sF lew Agent
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! Summary and ou

SDN is one choice to make the network (security) management

. easily/efficiently

Data transfer application is in production and 4 sites have been

involved and running well , other 2 sites will join soon...

Security application has been launched in THEP network, and more

functions will be developed and released

Still many things to do......
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