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Legal |ssues. Concer.nlng g.enomlc elixit
and genetic data in Laniakea Crrany

*Application of GDPR: art. 9: Particular category of Data (Genetic, genomic and other typology
of data)

*The Convention on Human Rights and Biomedicine (article 10), the Universal Declaration on
the Human Genome and Human Rights (article 5, letter c), and UNESCO’s International
Declaration on Human Genetic Data (article 10)

*ELSI (Ethical, Legal, Social implication document)

*Authorization n. 8/2016 — General authorization concerning genetic data processing 15
December 2016:

*Pseudonymization

*Use of SSH protocol for sharing data

*Specific measures of identification

*High level of security measures in order to protect and to prevent cyber attack
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Use case application
The use case of Lanikea has been analysed also in INFN Cloud g
Definition of Policy for services (mandatory in EU)
definition of ToU and AUP harmonized

Possible application of ISO standard in order to improve the legal
compliance



Gap Analysis ali)ir
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Key factors for change

Fragmentation of Gurrent Desired i
applicable law and State  ~———— —  State Data protection: .
jurisdiction . Trangnatlonal data processing:
EE conflict of laws and sectoral law
IPR Exception and Limitations: —
Action Plan Discrimination defined by the national

blinding list and not harmonized e
application of EU Law

. . Common standards and interoperability
Differences between different law at

EU Level concerning specific sectors
(e.g., health, genetics)

Harmonization of pseudonymization e anonymization
procedures



Guidelines

Objectives

To Identify the legal
framework applicable in
the field of data
protection and IPR

To Increase the level of
awareness in the context
of processing data and
resources protected by
IPR

" To mange DMP/OA/OS

Target: Reserarchers
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The Checklist

*See “Legal Compliance Guidelines for Researchers: a Checklist”

» Both digital (with interactive checkboxes,
https://doi.org/10.5281/zenodo.632766), and printable
(https://doi.org/10.5281/zen0d0.6327691)

* To guide researchers in management of research outputs vis-a-vis IP
and data

e protection laws

* To promote best practices to achieve FAIR ecosystem, removing
unnecessary restrictions to reuse and access + facilitating
convergences of national solutions



https://doi.org/10.5281/zenodo.632766
https://doi.org/10.5281/zenodo.6327691

The Checklist

RESEARCH PROPOSAL 1

Background information,
IPR, Exploitation, TTO,
FAIR, DPIA.

eli xir

RESEARCH

IMPLEMENTATION 2 RESEARCH REVIEW 3

IP Management Plan,
IP Management Plan, IP Licences and

FLEXIBILITY, GDPR, DMP
Findable, Accessible, FAIR/OS/OA, Re-use of

Re-Usable, Interoperable. Data.

ITALY



Laniakea architecture

)9 \l..
& i — Laniakea Dashboard
= COI’IfIQUI'e iy £ s « Authentication (IAM)
Laniakea instance * | Wi, T, | hmecmieun

v 114 14 « Encrypted instance management
User —;

/ I Orchestrator INDIGO PaaS
and - oty
Access to Infrastructure - :;ot‘\:\:ilfarl\n:
[

Galaxy NDIGO - DotaClod ~ Manager o Gt
= (@ ficsysem )
=

Reference data
o TOSCA
Reference data ( IM / Heat/IM >
|4

provisioning

™
===}
oﬁ%ulo openstack.

Cloud providers

Insta‘:n"ce
deployment

User data £
Galaxy (elastic) cluster L
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Dashboard - User friendly access to
configuration and and launch of a
Galaxy instance.

IAM - Authentication and
Authorization system.

INDIGO PaaS - Galaxy automatic
deployment.

Cloud Providers -
(INFN) ReCaS-Bari and others.

Persistent storage - With/without
encryption.

Reference data availability - With
CERN-VM FileSystem.

CLUES - Elasticity manager.



Legal issue and the application elixir
of Checklist L

Authentication system legal

—
. Pr Laniakea Dashboard H
Configure P - Authentication (1AM) Compllant
instance © | G4, ¥, [ fgeeneeconauaien

/U,ser T I Connection with DPO and TTO I

Orchestrator | INDIGO PaaS
a

Identify the conditions / and
data protection
based on internal and

* Provisioning

international regulations e Measure needed to use genetic
v- ot foons OASIS 3 T05CA H
3 =@l /| & Ol and genomic data
Reference data
France LS vs Italian LS Ratsanos cata - =il )
ratian - o _ —
The pseudonimization s A, cperstack Data retention conditions

requirements:

IT-> simple pseudonimization
FR-> Entity for T
pseudonimization

N Process of reusability of data

................ deploymant (pesudonimization e/o
aninimization)

~—] 5 -
= @ Luks

Galaxy (elastic) ::::::ra o
Plan for the use of data Repository choice: compliance
compliance with EU and with National and International
National law IPR Legal Framework




Data

Data growth at EMBL-EBI by data resource
1E+17

ws=/ArrayExpress
wasEGA
1E+16 | wemENA
=a=PRIDE
1E+15 | ===PDBe

Metabolights
=e=Biolmage Archive
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Total bytes in archive
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1E+09
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Year
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1-“‘“‘@ !— Polal.) asl

Data volume growing not only in quantity but
also on variety!

Data growth at EMBL-EBI Source: Charles E. Cook et al. Nucl.
Acids Res. 2020; Volume 48, Issue D1, Pages D17-D23
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Genomic data are
distributed across
several sequencing
centres and/or IT

infrastructures

Discipline

Data size

# devices

HEP-LHC

15PB/year

1

Astronomy

15PB/year

several

Genomics

0.4TB/genom
e

>1000

11



Tools

4 Data packaging co — -bash —127x34
4 marco — -bash — 127x34 e anameoalyiaT.
MacBook-Pro-di-Marco:~ marco$ perl /export/VINYL-Galaxy/optimizer/cptimizer_genetic.pl -FileR fileR -FileC fileC -eQTL /ex NANEIISETNINSINININ
port/galaxy/database/files/008/dataset_S544.dat -similard /export/galaxy/database/files/@00/dataset_543.dat -disease _cardiomy g t
__dilated_pd__hypertrophic -lgenes /export/galaxy/database/files/009/dataset_549.dot -keywords /export/galaxy/d P . , "
atabase/files/000/dataset_542.dat -effects /export/galaxy/datobase/files/000/dataset_S41.dat _ -disease_clinvar 1.0:20.0 G 2ated ki hia analysle, cowrloadTha fie"CEEBRI10 FINN. I Eealabll collnd from
re,AF 1.8:20.8 —sccre functional 1.0:20.0 -score NS 1.0:20.0 -score_nIND 1.0:20.0 -AF 0.0001 -scoreeQTL 1.0:20.0 Jp3/Mwww.ncbi.nim.nih.govigeo/download/?acc 63310&format=file, and extract the relevant
.0 -score .0 -scoreGN 1,0:20.0 -scoreR 1.0:20.0 -scoreM 1.0:20.0 -scoreSP 1.0:20.0 -nind 4 -AD T from this archive. The code below will do this, or you can do this step manually and then move
Hle /axport/gqlaxy/oa(ubase/hlas/m/dctuse( 863.dat  2>>/export/galaxy/database/files/000/dataset_862.dat

vt an i e
rarre 308 “uroche 3.0 -recolF1e KATPVT CATCAASOUTRrecs . el srenchsPite

1 <- "https://ww.ncbi.nln.nih.gov/geo/donnload/?acc~GSE63310&format~File
ils::download. file(url, destfiles"GSE63310_RAN.tar", mode="wb") °

§: :untar("GSE63310_RAW. tar”, exdir = ".")
B § < C("GSMIS45535.10.6_5_11.txt", "GSMI545536.9_6.5. o
R 1545539 INMSB-2. txt", "GSMISASS40_IMSB-3. txt” , GSMISASSA1_ WSt

by
| ex S0TmuT_SONTIE2

45542_JMS8-5. txt", "GSM1545544_IMS9-P7c.txt", 45545_JMS|
in paste(files, ".gz", sep=""))
D) LSSULCMCANET e 4 OuaPots+ el S+ Dea Tl ol + D
L '
ONASeq Algnment Command Line Parameters

frodction Nots that version
improvement

ASTQS WITH BIOBAMEAM - BIOBAMBAM2 2.0.54

Data Procossing Steps u SECCNOARY, SUPPLENENTARY \

Pre-Afgrment

® marco — vim —127x34
MacBook-Pro-di -Marco:~ marco$ . /bontie2 -1 C52.1.fasta, (5.1, ostq -2 C52.2. fastq, C55.2. fostq -5 CS255..sam
o7

sce is assoctated with each sample. This information is
gropeuia0e 31,1 smimands to demutplex the sequences (the demux emp-
rreadgroupsutt1x02=_o2.19.92 \ £oded according 1o the Essth Microbiome Project protocol
rreadgroupsuttixs=_s. a. ntain the demultiplexed sequences. The 8000nd Output
16306 (100.08%) were paired; of these - \ e e darsMiplesec osupnces. 1 saoond U
5962 (34.91%) aligned concordantly  times ockok-Pro-di o 1t wil not be explored in this tutorial (you can visualize
8736 (51.67%) aligned concordontly exactly 1 time ty
2268 (13.42%) aligned concordantly >1 times

: e o by 140l Placo darkiod S gmoms yawr st 1¢ s el
B s i et ¥ s o e e Tona e etiree b presi 4 b o o3 Bkt et e by o et
370, 19,828 atigned dkscordoncly 1 4o —
- v T aseress
B e T e p—
g ot A o e st et (e carens (lr wl b s

o) aligned ¢ tis istfile « nomes> specifies o file containing o list of fil AL files need der

700 aligned exocly 1 tise

70 chignd o1 sims g o WST e r f the v coins. Pl et o i nd il

: oy ol

ails demux-details

.qza

Output artifacts:

Overall time: 00:01:15 (not strictly required) options are as follows
o denux-details.qza: view | downiosd
eme of o tamporary diractory. AL ntarsedote files ore sovd thee. Onfalts to lign. mp o
eon <1/ 6T, trpdir 15 delete. Otherwise it is not
refile <l name of the reference penoee File. Defaults o the name of the reference assesbly of the SAKS-G

.qza : view | download

Aftor demultplexing, it's useful to generate a summary of the demultiplexing results. This allows you to dtermine how many.
in Genbank, Do not change uless you have a very valid resson sequences were obtained per sample, and aiso 1o get a summavry of the distibution of sequence ualties at each postion
SSOUTPUT PARAETERS, your sequence data.

ot <cname>> Name of the outout file. Defoults to ALTGLoUE. tsv qiize demux summarize \ -
1-a

EweLES e
~-o-visualization demux.qav

fasta (apollo. fo):
it pallo.fa

fasta files from the current folder.
S --suffix fosta
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The command line is the

standard way to use most

ioinformatics tools:

- Plenty of parameters

- Multiple input and output
data and formats

- Reference data

- Need to run multiple times

- Need to change the
parameters for each run

Workflows involve more than
one tools!

Tools are usually manually
installed.

12



GDPR

The GDPR explicitly recognizes
genetic data as “Special Categories
of Personal data”.

Sensitive genetic data processing
for scientific research purposes is
possible, provided this is allowed by
EU or Member States law
framework and appropriate
safeguards measures are in place.

13
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= Galaxy

SROJEC

Galaxy is a workflow manager adopted in many life science research environments in

order to facilitate the interaction with bioinformatics tools and the handling of large
quantities of biological data.

Through a coherent work environment and an user-friendly web interface it organizes
data, tools and workflows providing reproducibility, transparency and simple data
sharing functionalities to users.

galaxyproject.org .



= Galaxy

PROJECT

Galaxy BioHackathon 2020

Tools w oL
search tools o
test

SPAdes genome assembler for regular
and single-cell projects

Trimmomatic flexible read trimming
tool for lllumina NGS data

PopPUNK (cluster) Cluster bacterial
genomes

Trim Galore! Quality and adapter
trimmer of reads

MentaLiST MLST Analysis
MentaLiST Distance Matrix
MentaLiST Tree

Convert, Merge, Randomize BAM
datasets and perform other
transformations

Bowtie2 - map reads against reference
genome

Map with Bowtie for lllumina
FastQC Read Quality reports
WORKFLOWS
All workflows
<

Analyze Data Workflow Visualize ¥ Shared Data ¥ Admin

Bowtie2 - map reads against reference genome (Galaxy Version 2.3.4.3+galaxy0) ¥ Favorite ~ Options

Is this single or paired library
Single-end
FASTA/Q file
(] 18] |B=] No fastgsanger, fastgsanger.gz, fastgsanger.bz2 or fasta dataset available. v
Must be of datatype "fastgsanger"” or "fasta"
Write unaligned reads (in fastq format) to separate file(s)
Yes No
--un/--un-conc (possibly with -gz or -bz2); This triggers --un parameter for single reads and --un-conc for paired reads
Write aligned reads (in fastq format) to separate file(s)
Yes  No
--al/--al-conc (possibly with -gz or -bz2); This triggers --al parameter for single reads and --al-conc for paired reads
Will you select a reference genome from your history or use a built-in index?
Use a built-in genome index
Built-ins were indexed using default options. See “Indexes" section of help below
Select reference genome
A. mellifera 04 Nov 2010 (Amel_4.5/apiMel4) (apiMel4)
If your genome of interest is not listed, contact the Galaxy team

Set read groups information?

History c+me
search datasets 9 0

Unnamed history

1shown

1.83 MB ®e

1: Bowtie2 on data 4: align ® 4 %X
ments

1.8 MB
format: bam, database: sacCer3

Job 'galaxy-chronos-275' finished
successfully

25000 reads; of these:

25000 (100.00%) were unpaired; of
these:

24999 (100.00%) aligned 0 times

0 (0.00%) aligned exactly 1 time

1 (0.00%) aligned >1 times

0.00% overall alignment rate
[bam_sor

BOw? »e

display at UCSC main test
display with IGV local
display in IGB View

Binary bam alignments file

elixir

ITALY

Tools graphical user interface.
Input and output data
management.

Output visualization.

Data and analysis parameters
sharing.

Used tools and parameters
configuration always available ->
analysis reproducibility.
Reference data already available
for many tools.

16
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= Galaxy / SARS-Co

Tools. COVID-19 - Genomics [1] Read pre-processing with download

@ Details
B  Flr SAM orBAY, ol SAM @ % EditWorklow Atributes
e
Name
I B 25 or B e o iter
i D e o A e b R COVID-19- Genomic 1] Read reprocessing
GetData & Output algens overappng he vithdenricad
Send Data U N Version
Collcton Operations Pl Sl B, it S e
M on inputdaasels: bam (. Version 0, 17 stap
LiftOver s N bam)) e
fiext Mewouiakon  Rosuts 1> Ouput fastp
Convert Formais. - - -
omeet Fomel WLHGC on gt dtase(s Stats ksmay 5 seac i s
Fiter and Sort tams with 1 sams 1
. S MUNHOC on inputdatases: Wibpage
Join, Sublract and Group. Paiand daa aserdump) (vem) 8 b Selct SAMWBAM dataso e caaset Annotation Notes:
Fetch Algnments/Sequences Sigleand deta (aser-cierp) MUNOC on input daase(s Log (i) siecion i Praprocesing o raw SARS-CoV-2 reacs .
Operate on Genomic Intervals e data astorz-cump) asp: Timmed hrina Reads @1 eanris n o o)
Werged BAN daaset am)
Statistcs fastrydump og o) 2Selectpaird cllsctonds) =
Graph/Display Data fosy o ot dtase Paredand |
Phenctype Association o0 5
s fast o ngu datasets: Read 1
oupuc>
Woriows. Dot @x fasp on nput dotasats Read 2 [ — = . .
accassions FoNTds x oupu> {asiqsangergz ronspecé) (asta)
[t [ ==y {ask on o dotasae HTMLrapo opu ek comudio
) faskpsangorge (READY)(asts)  * I
Parend data st dump)
fastp o nut JSoN input dtase()converted o
Sngl-end data (st ) oy 3 phimdimnhesii R
Othrdata st mp) - inpt st comerid to
fasterq dumplog () S s bt el sy {asiqanger g2 (singtors) (ass)
. input dtase()convered to
eport (s s i fasasangerz fasts)
NancPiot o it dtase inpet s comerd o .
NanoStals (i) fastgsanger gz (1st index) (lasta)
NanoPiot o it datases 7] o datsets) conveato
e e N e .
perecins asiasangar gz (2nd o) fass)
NancPloton gt datasets) e
Hisogram Read Lengh(pg, v9)C2 MorgsSanFies i it datasats) comvred o
anoot oninput datset) e A delhee o) fasigsangergz (READ1) fass)
e S0 A o BAM et e
ransfomed Hstogram Read Lange input datsets) comvered o
ey 5 s neraing e {astangecgz (READ?)(asta)
regions i ha BED fe
i 3 o input catase()comverted 1o
Fiter SAM of BAY,cuet SAM ot fasigsanger gz sgletos) (asa)
BAM on nput daases: bam (sam, i
i g datasets)comvrtc o
fasgsanger 2 i)
input dtase()converted 1o
fasgsanger g2 (1t ndx) st}
FEms it datsate) comvared o
{asiquangecge (2ndindex) fass)
ity ©oSalect o datasat
Conaminant it Vi wih a2 on s )
ekt (magpe reacs i 3 fmat (.
Ao abuar, am)
+ s .
Es [ —
< [ 4 MutiaC o .
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Galaxy ToolShed

Analyze Data Workflow Visualize ¥ Shared Data~ Admin Help~ User~

R Serves as an "app store" to all

bowtie2 x
Server . .
© seaenat O s ony Galaxies worldwide.
Data Tables 6035 repositories available at https://toolshed.g2.bx.psu.edu/ v
Display Applications
Name Owner Downloaded Updated . L
It is a free service Galaxy developers
Workflow Invocations bowtie2 devteam >19k today
Local Data Bowtie2: Fast and sensitive read alignment t h t I
PR O snare tools.
Users Bowtie is an ultrafast and memory-efficient tool for aligning sequencing reads to long reference sequences. It is particularly good at aligning reads of about 50 up

Groups to 100s or 1,000s of characters to relatively long (e.g. mammalian) genomes. Bowtie 2 supports gapped, local, and paired-end alignment modes. Bowtie 2 outputs

o alignments in SAM format, enabling interoperation with a large number of other tools. G a | aXy Ad m | n | St r ato rcan | N St a I I to o) I S

Show additional details and dependencies.
Forms

Tool Management Revision Tools and Versions Requires Tests O n t h e | r | n St a n C e S .

Install and Uninstall
VRS 25 bowtie2 2.3.4.3+galaxy0 +18.01

M Whitelist H 1
e PR Tools dependencies automatically
Manage Dependencies (legacy)

View Lineage 23 bowtie2 2342 +18.01 S O | Ve d .

View Migration Stages

View Error Logs 21 bowtie2 2341 +17.01

- All Galaxy users can access to the
tools available on a server.

18
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]
e Laniakea relies on commonly used Life Science Open Source tools, L k
e.g. Galaxy, RStudio, Jupyter, HashiCorp Vault, LUKS and SLURM. a n l a e a

e Laniakeais European Open Science Cloud service provider. ‘«'

LANIAKEA IS A CLOUD BASED GALAXY INSTANCE PROVIDER
https://laniakea-elixir-it.github.io/

Recommended for scenarios where users need full administrative
control over a private Galaxy instance.

@D O ) %
./ HICondor clurm
LUKS workload manager

INDIGO - DataCloud

19
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Laniakea main features elixir
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Dashboard - By hiding the technical complexity behind a
user-friendly web front-end, Laniakea allows its users to

configure and deploy "on-demand” Galaxy instances with a - -
. ~ |upyterhu ~ lupyterhu ===
handful of clicks. P At dtide 4
No need for the end user to know the underlying infrastructure. & ) Osuicy Qsudoy = ————
No need for maintenance of the hardware and software t;tl/ EE ,
infrastructure. e e
————= e e—

Different deployment strategies:

Live Build: build Galaxy from scratch -> always up-to-date (deployment time depending by the tools number).

Express: pre-built Galaxy images -> fast deployment, but tools not always at the last available version.

Docker: fast development of new flavours.

20
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ene 4# laniakea-dashboard.cloud.ba.in X =+ B o "
loud infn trome "% POOOHEZzZYI=«x@s0nrx0@

e —— ‘ Flask web micro-framework
(flask.pocoo.org/),

& C @ O & nhttpsi/flaniakea-dashboard.c. 80% 8a #  Q Search = L m ® » =

eliir Laniakea Dashboard Deployments

Most used Virtual machine Docker-compose Run docker

Galaxy Galaxy ,{?g} é‘
-_ 3 docker

—l " L] L]

;axy ;&A Elasticsearch and Kibana Apache Mesos cluster Kubernetes cluster J I nJ a 2 te m p I ate e n g I n e
K % 5 VEsos T

kibana - gjastic e (J I nJ a . pOCOO . O rg/)

All applications

B Search Spark + Jupyter cluster HTCondor cluster RStudio

Galaxy Galaxy cluster Galaxy Spo,#(\z HmonM @ Stu d io

] ]

o @95 L @,;a TensorFlow with Jupyter Jupyter with persistence for [« al enviroment for

Galaxy % Galaxy 4O Notebooks Machine Learning INFN
(ML_INFN)

Bootstrap 4 toolkit
(getbootstrap.com/).

o
Galaxy cluster Galaxy ~ o
x Jupyter
1 / e m | (INEN
== =
Galaxy 4 & Galaxy Working Station for CYGNO Sync&Share aaS
Al experiment

e & Integrated with Hashicorp
P s, B =3 VaUIt for user se CretS
management.
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eliyr Laniakea Dashboard Deployments |

=fiyr Laniakea Dashboard Deployments Use:

Galaxy

Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected
Galaxy flavour, companion software and reference data. Configure, click on the "Submit" button, wait for the confirmation e-mail(s) and log
in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.

Instance description

Instance description
Virtual hardware Galaxy

Instance flavour

Large (4 cpu, 8 GB RAM, 20 GB dsk) i
CPUs, memory size (RAM), root disk size

Galaxy instance SSH public key

Leave blank this field to load your default SSH public key

Paste here your SSH public key or configure a default key

Enable encryption

Encrypt instance external storage

Storage volume size

50 GB K
Select storage size

Coam [ coe]

© 2019 ELIXIR-ITALY Laniakea

Lanika has been developsd i the ramework of the NDIGO-Datacloud proect funded by the Ewopean Commision LT

H2020 research and innovation program under grant agreement RIA 653549. iy

Galaxy

Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected
Galaxy flavour, companion software and reference data. Configure, click on the “Submit* button, wait for the confirmation e-mail(s) and log
in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.

Instance description

Instance description
Virtual hardware Galaxy

Galaxy version

Galaxy release 19.05 =
Galaxy release 19.05 recommended

Instance description
ELIXIR-ITALY
Set Galaxy Brand
Galaxy administrator e-mail
ma.tangaro@gmail.com
Type a valid e-mail address.
Galaxy flavours
Galaxy minimal -
Load Galaxy tools preset
Reference data repository

usegalaxy.org Galaxy reference data CVMFS repository -
Select reference data repository

oo [ o e

© 2019 ELIXIR-ITALY Laniakea A
Laiakshas b daveloped i he framewor o the INDIGO-Datacoud prjac nded by the Evrpesn Comnson - ESNXTT™

H2020 ressarch and innovation program under grant agreement RIA 65354, e

Virtual hardware: CPU,
RAM and Storage

Galaxy software: version,
credentials, flavor and
reference data. 29
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Galaxy flavors - Deploy Galaxy with sets of tested,
validated and pre installed tools, named Galaxy flavors.

Current available tools presets: Galaxy Minimal, Galaxy
CoVaCs, Galaxy GDC Somatic Variant, RNA Workbench,
Galaxy Epigen, Covid-1g.

_— ) More Applications - No more limited to Galaxy. Jupyter
¢ JHBYLELaus I RI DA Notebooks, RStudio and IRIDA available.

nesxc-flow Environment with Nex’FFIow, CWLtool and other
- development tools available.
y Studio g

COMMON
WORKFLOW
LANGUAGE

23
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Stratum 0: The canonical source Stratum O server
Transactional updates datagalaxyprojectorg
Penn State

B (e ) ) e e Shared reference data - Each instance comes with reference data (e.g. genomic

sequences) already available for many species, shared among all the instances through the

User servers: Many multiple server: Gala: ( G;:Iu éula

Mounts repo from stratum 1 Galaxy || Galaxy Ma|:“ Mm:y Mm:u Laniakea .

Based on GEO-AP! E

Wwith fallback to other stratum1s - - AL AL D C E R N 'VM Fl |e Systel I l .

Primary mount = = = = Fallback mount

v Galaxy with cluster - allowing to instantiate Galaxy with dedicated Resource Manager,
mOnd Ur allowing to customize the number of the virtual nodes to be created and their configuration
in terms of number CPU and RAM.

WUIIUUSTYAIaAY ~ILUIUUUL MG JSTIRI D] JU] WI_LSS4 U7 |

‘ linkbot 19:3€
" g " ; = omo »
o gy sy L

Continuous Integration - Cloud images creation and service testing are automated using
Jenkins and Github.

Cloud images automatically updated when there are changes on github

wf_test: SUCCESS!! executed on jenkins_wn_1 more

info at https://build-usegalaxy-it.cloud.ba.infn.it/ Se rVI Ces a re teSted reg U |a rly eve ry Wee k .

jenkins/job/wf_test/68/
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Storage Encryption - Data privacy is provided
through encryption “on-demand”.

Deployments under Private Network -
Automatic deployments of virtual
environments on private networks.

(2) OPENVP

25



Laniakea architecture elixir

ITALY
contgue, | T = imsmspeswows @ Dashboard - User friendly
l nstance " | @i, v, Gy access to configuration and and
User | 3 launch of a Galaxy instance
was [C’k) mmmmJ !N:?:ggvil::as e INDIGO-IAM - Authentication
Galaxy 0060 suins M09 | L Ggimages and Authorization system
%Q o ) C)l e INDIGO-PaaS - Paas layer for
Steroce st Galaxy deployment
Rpfd.;ta (M~ Heat/IM ) e Cloud Provider - ReCaS Bari
RN S Mula opertack' e Persistent storage with/without
oo encryption
@ [ S d;',;‘.‘;“j;,f:nt e Hashicorp Vault - secrets
~E— anagemen
| e Sy e Reference data availability with
CERN-VM FS
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Laniakea architecture

Access to
Deployed services

= = = = Laniakea Dashboard

(1]
a

¢ Authentication (IAM)
« Instance configuration
* Galaxy customization

\

J

INDIGO - DataCloud

o

) - Galaxy N

IRIDA

f\.u ter
}_/pr

foi-‘if Studio

eli xir

Dashboard - User friendly
access to configure and launch
a Galaxy instance

INDIGO PaaS - Galaxy
automatic deployment

Cloud Providers - ReCaS-Bari

ITALY
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! Configure “ =" == E mﬂ::ﬁ;ﬂ?fﬂ:‘?"ard
instance « Instance configuration
¢ Galaxy customization
User
gL e Dashboard - User friendly
( ) access to configure and launch
{(2) Paas } a Galaxy instance
INDIGO - DataCloud Layer
Accessto  \_ l J automatic deployment
Deployed services

e Cloud Providers - ReCaS-Bairi

OS images

[l w
openstack. °

/ l \\AA jupyter

Y --Galaxy Nk
IRIDA Studio 28
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User L alaxy customization
9 e Dashboard - User friendly
access to configure and launch
{(2) I'_’:;esr } a Galaxy instance
5 II-\cczssto_ ‘ automatic deployment
eployed services
4 A e Cloud Providers - ReCaS-Bari
(- : ——
openstack. - ™
NS
Z AN e Jjupyter

P cai N
IRIDA Studio 59
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Laniakea encryption elixir
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The user data privacy is granted through LUKS storage encryption as a service: the encryption procedure is

automated in order to simplify the user experience, each user can encrypt storage on-demand, using a strong
random alphanumerical passphrase.

This has been achieved integrating the Dashboard and the key management system Hashicorp Vault

(vaultproject.io) to store encryption keys, which are shown in the Laniakea Dashboard only if explicitly requested by
the user.
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User perspective elixir
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eliir  Laniakea Dashboard Deployments

Galaxy

LUKS passphrase
Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected
Galaxy flavour, companion software and reference data. Configure, click on the *Submit’ button, wait for the confirmation e-mail(s) and log oy
in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX. S10f2CMEYC74PwzveEZoGXNUHIC3047XLgOE7SOF! b‘

Deployment description Close

description

Virtual hardware Galaxy Advanced

Instance flavour

Medium (2 cpu, 4 GB RAM. 20 GB dsk)
CPUs, memory size (RAM), root disk size
Storage volume size

50 GB
Select storage size

Enable encryption

Encrypt instance external storage

-

The user can enable the storage encryption using a switch toggle in the Instance “Virtual hardware”
configuration tab.

The procedure is completely automated.

The storage is encrypted and the User can retrieve his random passphrase from the Instance overview

age.
Pag 37



The underlying infrastructure eliir

LUKS - Linux Unified Kernel Setup

Without encryption With encryption
A python package (pyLUKS) is used to encrypt the storage using a IRIDA & docker IRIDA @ docker
random passphrase and then store it on Hashicorp Vault. ™ Jupyter @¥studio ™ Jupyter €¥studio
The encryption layer sits between the physical disk and the file
system.
Galaxy, or any other application, is unaware of storage encryption. Floeystam Filoeyaters
Galaxy exploits a specific mount point in order to store and retrieve i
files. Files are encrypted when stored to disk and decrypted when LUK encryEiion
read. I
Device Driver Device Driver
Default encryption algorithm: I I
® aes-xts-plain64 encryption —_— —
Drive Drive

e 256 bit key
® sha2s6 as hash algorithm used for key derivation.
33



The underlying infrastructure

To evaluate the impact of the storage encryption layer on the
performance of the main application supported by Laniakea, i.e.,
Galaxy, we measured jobs runtime and read/write speed on Virtual
Machines generated by the Laniakea@ReCa$S data center with and
without storage encryption.

The impact on the performance of using the encryption layer, as
measured in all our tests, is limited to ~5% or less across all the
measured parameters and conditions.

nnnnnnnnnnnn
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Bowtie2 mapping (12 threads)

Average read speed

peed (MB/s)

write speed (MB/s)
w w w w w w
~ w b & B Sy

Runtime

STAR mapping (8 threads)
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The underlying infrastructure

Key management: Vault introduction

Vault is a tool for securely accessing “secrets”.
A secret is everything you want to tightly control access to, such as encryption passphrases.

Vault main concepts:

e Everything inVault is path based: users are able to write their secrets on a specific path, depending on their

Identity.
e Tokens are the core method for authentication within Vault. After the authentication on the Laniakea

Dashboard, tokens are dynamically generated based on user identity.
Policies provide a declarative way to grant or forbid access to certain path and operations, controlling what the

token holder is allowed to do within Vault.

A token generated with a specific policy allows to write/read/update a secret in a specific path!
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Key management: Vault authentication and authorization flow

e The “write only” token is exploited by LUKS script to store passphrases on Vault.

e The Laniakea Dashboard can Read, if required by the user, after the authentication, the passphrase
from Vault.

e The Laniakea Dashboard Deletes the passphrase from Vault, once the deployment is deleted.

LANIAKEA dashboard LUKS script (on the VM)
. Secret write: the passphrase is written to
- Watte ‘:,a;?: pharse NN wrr'::(::'y --------- > |vault in a path where only the user can
y access.
OIDC (Goolge, ELIXIR-AAI), SAML
Username and password

Authentication

Secret read: users can read their
paasphrases through the dashboard after
the authentication procedure.

Read passphrase Read only
Policy Token

Delete passphrase Delete only Setc ol ‘:e Ieltle:c:hle Fezs ?pharsse; o th
Policy Token automatically dele: rom Vault once the

Galaxy instance is deleted.

Resources

Vault policy engine
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The underlying infrastructure elixir

1. User Authentication. S EAEE

2. A short lived, write only token,
usable only once, is delivered to the
! 8. Retrieve and use the encryption Laniakea encryption script on the VM.

‘YLSSphraSe from Vault whenever needed.
. — There’s no update policy: this token
e kinn === s can’t overwrite other passphrases for
insta_ntiate Galaxy encrypti_on passhrase frqm .

with en:g:::;g \vault using user credentials LANIAKEA ST ——— securi ty reasons.

w ¢ Encrypt and unlock the

. Provide the ,A ¢ Generate a random .
oneim token V ) eeomenesswae 3. The Storage volume is encrypted by

= i e ik s o e o Laniakea pyLUKS package.
Laniakea Dashboard Hashicorp the encryption passphrase. LUKS * Format the volume .
[ punmeston Vault script 4. The passphrase is sent to Vault by
+ Encrypted instance management Laniakea pyLU KS.
[ } 5. After the instance has been
successfully deployed the user can
4. Pass the one-time token over to the
Ll s retrieve his password through the

Dashboard.
6. The user reads the password on the

Dashboard. 37
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The underlying infrastructure

Key management: passphrase path on Vault

® ® @ LaNAKEA x | @ https://cloud-90-147-75-117.c X | @ Galaxy | ELIXIR-ITALY x W vaur x +

Marco Tangaro

J

.

Marco Tangaro

marco.tangaro

X

20340b0b-c07f-46e0-29¢6-1f987basff85

Email ma.tangaro@gmail.com
Status
Created ayear ago
Updated ayear ago
Signed AUP 5 months ago

&; Change Password

N

T —
User identity in IAM

L C & https://cloud-90-147-75-223.cloud.ba.infn.it:8200/ui/vault/secrets/secrets/show/20340b0b-c0
v Secrets A
secrets ¢ 20340b0b-c07f-46e0-a9¢c6-1f987ba9ff85

7f-46e0-a9c6-1f987badff85/5b68fbb5-d...

5b68fbb5-d251-4820-b003-94b8ae2405cd

20340b0b-c07f-46e0-a9c6-1f987ba9ff85/5b68fbb5-d251-4820-b003-94h8ae2405¢cd

User subject
unique and never
reassigned user identifier

Deployment uuid
unique and never
reassigned deployment

identifier

* @ :

History >

8Task91g

The passphrase path on Vault is unique per user and
Galaxy deployment. Only the deployment owner can
write and read this path!

e —e
Passphrase path on Vault
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2. Store user
application
credentials.
3. Request a new
one-time token.
1. Authenticates ; 4. Provide the
to Laniakeaand |_— one-time token -
B b VSult :]'he Etorage enc;y%tlon plrlocedtljre
anew
cpplcat as ’een exter_1 ed to a ow also
——— - . r users’ credentials customisation
5. Pass the one- . .
0\) “twe. | time token over to for many applications.
Orchestrator the new virtual
INDIGO - DotoCloud lI
l 6. Log in to Vault using the In this case Ansible is responsible
one-time token and retrieve : :
. ke to retrieve credentials from Vault
e, and correctly configure the
7.me application.
applications with user
custom credentials.
IRIDA
8. Access the "~ Jupyter @)studio
deployed application.
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Deployments under VPN elixir
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!,lll":‘
P\
varZx

VPN isolated environments -

Automatic deployments of virtual

environments on private networks. Configure \
instance Access

Isolation is reached using Tenant and Instance

security groups properties, granting = \

52

the access only through VPN Bean g
authentication. = ol — N
: : . ( INDIGO ) Deploy ), Jump i g StUdlo
User authentication to the VPN using L(% Pas J — — | ‘host 2
INDIGO - DotaCloud Srehuimme InStance 0@ OGSS
the same Laniakea credentials. "y
Private Tenant
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Deployments under VPN

The VPN is based on OpenVPN, with clients and server are configured to use TPC protocol.

We have developed a PAM plugin to enable authentication through OpenID Connect, exploiting Oauth2

device flow:

1. the user connects to the VPN server using an OpenVPN client

2. PAMis configured to send verification code by mail to the user.

3. theuser can authenticate with its own Laniakea credentials.

4. the OIDC provider (INDIGO-IAM) sends the access token to the VPN server, that is now able to verify

users identity and authorizations.
if the user owns the right tenant permissions, he is granted access to the private network and can
finally interact with the deployed application

Your device VPN Client VPN Tunnel VPN server Tentant private network
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Storage encryption solution is already in production and exploited by several Laniakea Galaxy instances.

Data are still potentially exposed to attacks against the VM itself, where Galaxy or other applications need
to consume them. We are working to provide Laniakea's users with the possibility to hide deployed
applications behind a Virtual Private Network, achieving even more robust isolation of the research
environment.

These approaches can help promoting the adoption of the on-demand model for Life Science and
biomedical applications, making compute infrastructures more readily available to potential users even in
the case of tight requirements for data protection.

43



(
N\ a9
\ 9
wtt% P
X "
® \ fi:“fﬁ
\ V' 4
\ V 4 r
’ A \
y &g \
! ol |
L )

N ITALY

Thanks for your attention

CONTACTS:
Graziano Pesole (ELIXIR-ITALY Head of Node) g.pesole@ibiom.cnr.it
Federico Zambelli (ELIXIR-ITALY technical coordinator) federico.zambelli@unimi.it
Giacinto Donvito (Compute platform ELIXIR-ITALY) giacinto.donvito@ba.infn.it
Nadina Foggetti (Legal expert) nadina.foggetti@ba.infn.it
Marica Antonacci (PaaS developer) marica.antonacci@ba.infn.it

Marco Antonio Tangaro (Laniakea chief developer) ma.tangaro@ibiom.cnr.it

C - UNIVERSITA S
QCNR-IBIOM RECAS = CNVERSITA, @R UNIVERSITA  “INFN
e Biotecnologie Molecolari UN[VH* SITA INFN DI MILANO cMa' AL DO MO RO

Istituto Nazionale di Fisica Nucleare
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= Galaxy

PROJECT

Analyze Data Workflow Visualize » red Data~ Admin
Tools w X History c+me
Bowtie2 - map reads against reference genome (Galaxy Version 2.3.4.3+galaxy0) ¢% Favorite + Options
search tools o search datasets 9 0
Is this single or paired library Unnamed history
test Single-end - 1 shown
SPAdes genome assembler for regular
9 »e
and single-cell projects FASTA/Q file 1.83 MB
Trimmomatic flexible read trimming (] 18] (B No fastgsanger, fastgsanger.gz, fastgsanger.bz2 or fasta dataset available. v =)
tool for lllumina NGS data 1: Bowtie2 on data 4: align @ & %
Must be of datatype "fastgsanger" or "fasta" ments
PopPUNK (cluster) Cluster bacterial = . R il
genomes Write unaligned reads (in fastq format) to separate file(s) 1.8 MB
Trim Galore! Quality and adapter Yes  No format: bam, database: sacCer3
trimmer of reads B | i
--un/--un-conc (possibly with -gz or -bz2); This triggers --un parameter for single reads and --un-conc for paired reads Job ‘galaxy-chronos-275' finished
i i successfull
MentalISEMLST Anslysis Write aligned reads (in fastq format) to separate file(s) 25000 rea dyS' e
MentaLiST Distance Matrix 4 . . [ e >
Yes No 25000 (100.00%) were unpaired; of
MentaLiST Tree these:
Convert, Merge, Randomize BAM --al/--al-conc (possibly with -gz or -bz2); This triggers --al parameter for single reads and --al-conc for paired reads 24999 (100.00%) aligned 0 times Galaxy BioHackathon 2020 Analyze Data  Workflow  Visualiz Help~ User
datasets and perform other Will you select a reference genome from your history or use a built-in index? 0 (0.00%) aligned exactly 1 time Galaxy version 20.05
transformations 1 (0.00%) aligned >1 times — i s
. Use a built-in genome index v 0.00% overall alignment rate Data Types O search Al O Installed Only
Bowtie2 - map reads against reference B
Iy : ) i e . ) [bam_sor Data Tables 6035 repositories available at https:/toolshed.g2.bx.psu.edu] ~
genome Built-ins were indexed using default options. See “Indexes” section of help below Display Applications
7 Name Owner Downloaded ~ Updated
Map with Bowtie for lllumina Select reference genome BOS . ? »e Jobs
. " Workflow Invocations bowtie2 devteam >19k today
FastQC Read Quality reports A. mellifera 04 Nov 2010 (Amel_4.5/apiMel4) (apiMel4) = display at UCSC main test eitrn Bowtie2: Fast and sensitive read alignment
display with IGV local User Management
WORKFLOWS If your genome of interest is not listed, contact the Galaxy team display in IGB View Users, Bowtle is an ultrafast and memory-efficient tool for aligning sequencing reads to long reference sequences. It is particularly good at aligning reads of about 50 up
Cars 101005 o 10005 of characters to relatively long (e.g. mammalian) genomes. Bowtie 2 supports gapped, lacal, and paired-end alignment modes. Bowtie 2 outputs
All workflows . Ty Binary bam alignments file alignments in SAM format, enabling interoperation with a large number of other tools.
Setread groups information? ) Roles Show additional details and dependencies.
( Forms
Tool Management Revision ‘Tools and Versions Requires Tests

Install and Uninstall

anage wetadata = bowie2 23434030 a0t . [ i |

Manage Whitelist

Tools graphical user interface. =

24 bowtie2 2343 +1801 install

Vew Linesge = vowte2 2342 w601 y
View Migration Stages
Vew o ogs n vowte2 2341 o .

Workflow graphical user interface
"App store" to all Galaxies worldwide

Tools dependencies automatically solved 46
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Allowing the community to move from command line tools to web user interfaces.

® © ® _includes— galaxy@mm-ip-test:~/biomas wrapper — ssh -i ~/cloud.key galaxy@90.147.170.18

root@vnode-0~ — -b... ubuntu@workspace-n.. .. fseventwa.ICOLOR=1 ...  galaxy@mm-ip-test:~...

on.path.reslonthles.path.foin(es.getend(), os.pthdirnsnel _ile_)))

Parser add-srgumer

Galaxy BioHackath

Tools v &
search tools Q
test

‘SPAdes genome assembler for regular
and single-cell projects

Trimmomatic flexible read trimming
tool for lllumina NGS data
PopPUNK (cluster) Cluster bacterial
genomes

Trim Galore! Quality and adapter
trimmer of reads

lentaLiST MLST Analysis

MentaLiST Distance Matrix

Allowing multiple users to exploit

reproducibility.

MentaLiST Tree

Convert, Merge, Randomize BAM
datasets and perform other
transformations

Bowtie2 - map reads against reference
genome

Map with Bowtie for lllumina
FastQC Read Quality reports
WORKFLOWS
All workflows
<

Analyze Data Workflow ~ Shared Data~ Admin Help~ User~
History &+
Bowtie2 - map reads against reference genome (Galaxy Version 2.3.4.3+galaxy0) % Favorite ~ Options
search datasets
Is this single or paired library Unnamed history

Single-end ~ 1 shown
FASTA/Q file 1.83 MB

I3) o b= No fastgsanger, fastgsanger.gz, fastgsanger.bz2 or fasta dataset available. v =]

1: Bowtie2 on data 4: align @
Must be of datatype "fastgsanger" or "fasta" -~

Write unaligned reads (in fastq format) to separate file(s) 1.8 MB

Yes  No format: bam, database: sacCer3

--un/--un-conc (possibly with -gz or -bz2); This triggers --un parameter for single reads and --un-conc for paired reads

P . 4 successfully
Write aligned reads (in fastq format) to separate file(s)

25000 reads; of these:

25000 (100.00%) were unpaired;
these:

24999 (100.00%) aligned 0 times
0 (0.00%) aligned exactly 1 time
1(0.00%) aligned >1 times

Yes  No

--al/--al-conc (possibly with -gz or -bz2); This triggers --al parameter for single reads and --al-conc for paired reads

Will you select a reference genome from your history or use a built-in index?

Use a built-in genome index bd 0.00% overall alignment rate
[bam_sor
Built-ins were indexed using default options. See “Indexes" section of help below
BO&w ?

Select reference genome
display at UCSC main test
display with IGV local
display in IGB View

A. mellifera 04 Nov 2010 (Amel_4.5/apiMel4) (apiMel4) -

If your genome of interest is not listed, contact the Galaxy team

Set read groups information? Binary bam alignments file

o

(2] x]

L X

& x

Job 'galaxy-chronos-275' finished

of

®e

homogenous

software environments, enhancin

g
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nza,
ENEA Université

ELIXIR-Italy partners are actively involved in the @ @ . . g:sgi'gt?

ccccccccccc

service development and/or also contribute with cloud @ @

reSOUrceS- o gil;dilano

A Laniakea service is in production for ELIXIR-ITALY
partner but also for ELIXIR and external users.

The ELIXIR-ITALY Laniakea@ReCa$ Call offers access
to Cloud resources to be used for the deployment of
on-demand Galaxy instances.

/ Universita
di Bari

https://laniakea-elixir-it.github.io/laniakea at recas
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Laniakea

etyir Laniakea Dashboard Deployments Users Documentation

Most used
Galaxy
.
.
@G'P c‘."é
Galaxy o) °
All applications
Q  Search..
Galaxy Galaxy ¢ Deploy Galaxy from a VM image

Deploy Galaxy from a
basic configuration includes

support (FAST). The basig
[ SR A NI VRS  CentOS 7, SLURM, the selected
$°‘ Galaxy flavo on
ro" software and reference data.

Configure, click on the "Submit’

button, wait for the confirmation
e-mail(s) and log in to your new

Galaxy cluster Gala Galaxy instance. If after some
hours you do not receive any
e-mail please be sure to check

. B your SPAM BOX.
—] & —]
N Sl
£ o
Galaxy &5 Galaxy ‘y

© 2019 ELIXIR-ITALY Laniakea D
Laniaka has been developed in the framework of the INDIGO-Datacloud project funded by the European Commision H2020 research and elixir

innovation program under grant agreement RIA 653549.

with cluster support (FAST). The

Galaxy

Galaxy

V2

;m‘\‘..
Laniakea

> o

The Laniakea Dashboard home
page.

Each tile provides a quick
explanation of the application
and links to the configuration
and launch section.

Also more applications
available: Jupyter, RStudio, ...
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Different deployment strategies:

efijir Laniakea Dashboard Deployments Users Documentation

Most used
Live Build: build Galaxy from
- ‘ scratch -> always up-to-date
Galaxy @@O‘, o°<*0

(deployment time depending by the
e tools number).

Galaxy ¢ Deploy Galaxy from a VM image Galaxy

e [ ™ Express: pre-built Galaxy images -
. Pl R basic configuration includes _— X L r U I X I >
TR 0 CentOS 7, SLURM, the] CentOS 7, SLURM, the selected
o N Galaxy fl i —
« © alaxy flavour, companion
% o software and reference data. G
o alax m
S Configure, click on the "Submit" Y a S e p Oy e n I U O O S n O

button, wait for the confirmation

e-mail(s) and log in to your new

oty cluster i jom e g always at the last available version.

e-mail please be sure to check

— B your SPAM BOX.
| O |

v"\ 4
Galaxy & Galaxy y

Docker: fast deployment of new

© 2019 ELIXIR-ITALY Laniakea

Laniaka has been developed in the framework of the INDIGO-Datacloud project funded by the European Commision H2020 research and elixir

ireen flavours.
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Laniakea

The web front-end
provides different tabs to
configure your Galaxy.

Virtual hardware: CPU,
RAM and Storage

eliyr Laniakea Dashboard Deployments

Galaxy

Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected
Galaxy flavour, companion software and reference data. Configure, click on the "Submit" button, wait for the confirmation e-mail(s) and log

S

L

in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.

Instance description

Instance description
Virtual hardware Galaxy

Instance flavour

Large (4 cpu, 8 GB RAM, 20 GB dsk)
CPUs, memory size (RAM), root disk size

Galaxy instance SSH public key

Leave blank this field to load your default SSH public key

Paste here your SSH public key or configure a default key

Enable encryption

Encrypt instance external storage

Storage volume size

50 GB
Select storage size

Lo [ o o]

© 2019 ELIXIR-ITALY Laniakea

Laniaka has been developed in the framework of the INDIGO-Datacloud project funded by the European Commision

H2020 research and innovation program under grant agreement RIA 653549,

elixir

ALy

-, . ‘
Laniakea
Y -———-7

eli xir

ITALY
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kea Dashboard Deployments

Galaxy

Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected
Galaxy flavour, companion software and reference data. Configure, click on the "Submit" button, wait for the confirmation e-mail(s) and log
in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.

The web front-end

Instance description

p rOVi d e S d iffe re nt ta bS to Virtual hardware  Galaxy

configure your Galaxy. |

Galaxy release 19.05 recommended
Instance description

ELIXIR-ITALY
Set Galaxy Brand

Galaxy administrator e-mail

Galaxy software: version,

Type a valid e-mail address.

credentials, flavor and :

Galaxy minimal
Load Galaxy tools preset

reference data.

usegalaxy.org Galaxy reference data CVMFS repository Y.
Select reference data repository

Lo [ o o]

© 2019 ELIXIR-ITALY Laniakea

Laniaka has been developed in the framework of the INDIGO-Datacloud project funded by the European Commision

H2020 research and innovation program under grant agreement RIA 653549
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efigr Laniakea Dashboard Deployments Users Docume or $3 Marc i Laniakea Dashboard

Gala
Galaxy o
Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected
Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected Galaxy flavour, companion software and reference data. Configure, click on the "Submit" button, wait for the confirmation e-mail(s) and log
Galaxy flavour, companion software and reference data. Configure, click on the "Submit" button, wait for the confirmation e-mail(s) and log in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.

in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.
Instance description

Instance description Instance description

Instance description
Virtual hardware Galaxy

Virtual hardware Galaxy
Galaxy version
instance fiavour Galaxy release 19.05 -
Galaxy release 19.05 recommended
Large (4 cpu, 8 GB RAM, 20 GB dsk) i .
CPUs, memory size (RAM), root disk size fnstarica/dascrigtion

. N ELIXIR-ITALY
Galaxy instance SSH public key
Set Galaxy Brand
Leave blank this field to load your default SSH public key Galaxy administrator e-mail

Paste here your SSH public key or configure a default key "
ma.tangaro@gmail.com

Enable encryption

Encrypt instance external storage

Storage volume size

50 GB
Select storage size

Coam [ coe]

Type a valid e-mail address.
Galaxy flavours

Galaxy minimal
Load Galaxy tools preset

Reference data repository

usegalaxy.org Galaxy reference data CVMFS repository
Select reference data repository

oo [ o e

© 2019 ELIXIR-ITALY Laniakea © 2019 ELIXIR-ITALY Laniakea
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My deployments { 2 Refresh \

Show 10 #+ entries Search:
Instance name Status Creation time ¥ Galaxy flavour VM flavour Endpoint Actions
covid encrypt 2020-05-28 10:40:00 galaxy-minimal ad
test AAI Miguel 2020-03-3122:30:00 galaxy-minimal [ large ] http://90.147.170.140/galaxy
Showing 1 to 2 of 2 entries Previous n Next

© 2019 ELIXIR-ITALY Laniakea

Laniaka has been developed in the framework of the INDIGO-Datacloud project funded by the European Commision Eh XIr

H2020 research and innovation program under grant agreement RIA 653549. TALY

Galaxy instances management view
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Laniakea architecture (simplified view)

' " = s A?‘: Laniakea Dashboard
—’(.:onflgure — = T =R * Authentication (IAM)
instance « Instance configuration
¢ Galaxy customization
User
D =
IIIIII - DataCloud Layer
Access to
Deployed services
- o * Provisionin, g
* Networking
OS images
openstack

AN

Y- Galoxy NS
IRIDA Studio

Jupyter

eli xir

ITALY

Dashboard - User friendly
access to configure and launch
a Galaxy instance

INDIGO PaaS - Galaxy
automatic deployment

Cloud Providers - ReCaS-Bari
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Liechtenstein
. . _ . )/ Svizzes
Currently, some important Italian Institutions are using 4 o
e W wggbria 3

Laniakea for their daily work: = e
S a \éerylgp;/iaf\'
Pagde

Croazia

e |stituto Ortopedico Rizzoli (2 internal Galaxy
servers).

e Istituto Zooprofilattico Sperimentale della Puglia e
della Basilicata (2 internal Galaxy servers and 1 o
IRIDA instance). =

e Ospedale Pediatrico Giannina Gaslini (public o A
server).

e University of Milan (public Galaxy server and tools
development).

e |BIOM-CNR (public Galaxy server and tools
development).

a\i
Bosnia ed
Erzegovina

Sarag‘evo

oY
Firenze

9

Italia iy

Podgoric|
S=_ [loaropumu|

Mar Tirreno

"
. . . . % Reggio ;
e University of Turin (training) - Efisi@wc/'g_/ o
. Marsala siciia Catania
... and counting. Tunis g

ve” o
4) Google




Laniakea Dashboard elixir

ITALY

The PaaS Layer accepts deployment requests in the form of TOSCA Templates: a document (YAML syntax)
describing the infrastructure to deploy, e.g. the virtual hardware and the software to be installed and
configured.The Dashboard parses the TOSCA document automatically and renders the user interface with user
friendly forms. This allows to extend Laniakea functionalities just adding new templates without any code
modification.

We extended the TOSCA templates inputs to create configurable forms.This creates a flexible web interface,
allowing straightforward customisation of the user experience through human readable YAML configuration files.The
dashboard template is modular and can be easily adapted adding new functionalities to the user interface (e.qg.
adding a dropdown menu, text fields, toggles...) based on the Laniakea administrator requirements.
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Laniakea Dashboard

ene ## laniakea-dashboard.cloud.ba.in X |+ B o

« C @ O 8 nhttpsy/flaniakea-dashboard.ci 8% 33 %  Q Search & L mn @ » =

eliir Laniakea Dashboard Deployments

Most used

Galaxy Galaxy

_——
- @,Q & £
Galaxy ey [ <

All applications

Q  Search
Galaxy Galaxy cluster Galaxy
] ]
=] » - iy
£ 4 6
[ ) Galaxy < Galaxy <
Galaxy cluster Galaxy

= 4
Galaxy Aﬁfﬁ Galaxy %§§

© 2019 ELIXIR- ALY

o s boan v
Commaion H2

= INFN Cloud Dashboard Deployments

Virtual machine Docker-compose
s
] e
A &
Elasticsearch and Kibana Apache Mesos cluster
Rl3
« p,  soscne
[/ XX
K % S%s% MESOS
kibana - g[astic o

Spark + Jupyter cluster HTCondor cluster

TensorFlow with Jupyter Jupyter with p tence for
Notet book
s
-E‘ Jupyter
o~
Working Station for CYGNO Sync&Share aaS
experiment

e =

C al enviroment for
Machine Leaming INFN
(ML_INFN)

m L (NN

eli xir

ITALY

Flask web micro-framework
(flask.pocoo.org/),

Jinja2 template engine
(jinja.pocoo.org/)

Bootstrap 4 toolkit
(getbootstrap.com/).

Integrated with Hashicorp

Vault for user secrets
management.
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instance_flavor:
type: string

default: small

description: instance flavor (num_cpu, memory, disk)

TOSCA template

User input field

in the TOSCA

instance_flavor:
tag_type: "select"

constraints:

tab: "Virtual hardware"

display_name: "Instance flavour"

description: "CPUs, memory size (RAM), root disk size"

template to
Parameters file select instance
flavour in terms
of vCPUs, RAM
and root disk

- { value: "small", label: "Small (1 cpu, 2 GB RAM, 20 GB dsk)" } storage.
- { value: "medium", label: "Medium (2 cpu, 4 GB RAM, 20 GB dsk)" }
- { value: "large", label: "Large (4 cpu, 8 GB RAM, 20 GB dsk)" }

— { value: "xlarge", label: "xLarge (8 cpu, 16 GB RAM, 20 GB dsk)" }

h

Virtual hardware Galaxy Advanced

Instance flavour

| Small (1 cpu, 2 GB RAM, 20 GB dsk)
CPUs, memory size (RAM), root disk size

Dashboard render

Virtual hardware Galaxy Advanced

Dashboard render

Instance flavour

Small (1 cpu, 2 GB RAM, 20 GB dsk)

a

| small (1 cpu, 2 GB RAM, 20 GB dsk)

Medium (2 cpu, 4 GB RAM, 20 GB dsk)

Large (4 cpu, 8 GB RAM, 20 GB dsk)

xLarge (8 cpu, 16 GB RAM, 20 GB dsk)
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users:
type: list
description: list of users to create on the VM
entry_schema:
type: tosca.datatypes.indigo.User (Balaxy
default: []
required: false

Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7, the selected

instance_flavor: 5 A
Galaxy flavour, companion software and reference data. Configure, click on the "Submit’ button, wait for the confirmation e-mail(s) and log

type: string

description: instance flavor (num_cpu, memory, disk) in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.
default: small
storage_size: Deployment description
type: string
description: storage memory required for the instance WALS2022

default: 10 GB
Virtual hardware Galaxy Advanced
# Storage encryption
storage_encryption:
type: boolean

e K i ' Instance flavour
description: Enable storage encryption.
default: False Medium (2 cpu, 4 GB RAM, 20 GB dsk) -

required: true CPUs, memory size (RAM), root disk size
vault_url:

type: string Storage volume size

description: Hashicorp Vault server url 50GB .

default: changeit

3 Select storage size
required: false 2

vault_wrapping_token: Enable encryption
type: string
description: Vault Wrapping token to write secret [-
default: not_a_wrapping_token Encrypt instance external storage

required: false
vault_secret_path:
description: Vault path to store secret
default: "subject/depuuid"
required: false
vault_secret_key:
type: string
description: Vault secret key name
default: secret
required: false
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Galaxy

Description: Deploy Galaxy on a single Virtual Machine from a VM image (FAST). The basic configuration includes CentOS 7. the selected
Galaxy flavour, companion software and reference data. Configure, click on the *Submit® button, wait for the confirmation e-mail(s) and log

admin_email: in to your new Galaxy instance. If after some hours you do not receive any e-mail please be sure to check your SPAM BOX.
type: string
description: email of the admin user Deployment description
default: admin@admin.com

admin_api_key: WALS2022

type: string
description: key to access the API with admin role

= Virtual hardware Galaxy Advanced
default: not_very_secret_api_key

version:

type: string Galaxy administrator e-mail

description: galaxy version to install i .

default: master il Cllicaill
instance_description: Type a valid e-mail address.

type: string )

description: galaxy instance description Galercy version

default: "INDIGO Galaxy test" Galaxy release 20.05 v
export_dir: - Galaxy release 20.05 recommended

type: string

description: path to store galaxy data Instance description

default: /export

ELIXIR-ITALY

flavor: Set Galaxy Brand

type: string

description: Galaxy flavor for tools installation Galaxy flavours

default: "galaxy-no-tools" Galaxy minimal .

Load Galaxy tools preset
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Video demo alixir
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https://youtu.be/bzJbHby8qAY

Video outline:

Authentication

SSH key management

Galaxy Deployment with encrypted storage
RStudio/JupyterLab deployment

How to build and encrypted deployment (from a simple VM to a full encrypted instance with
Galaxy).
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