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Data centers house IT and physical infrastructures to support researchers in transmitting, processing and
exchanging data and provide resources and services with a high level of reliability. Through the usage of
infrastructure monitoring platforms, it is possible to access data that provide data center status, e.g. related
to services that run on the machines or to the hardware itself, to predict events of interest. Detecting un-
expected anomalies is of great significance to prevent service degradation, hardware failures, data losses,
and complaints from users. In the context of the data center of the Italian Institute for Nuclear Physics,
which serves more than 40 international scientific collaborations in multiple scientific domains, including
high-energy physics experiments running at the Large Hadron Collider in Geneva, we have performed a set
of studies based on service log files and machine metrics.

Starting from our initial study aimed at combining a subset of log files and monitoring data information to
detect anomaly patterns [1] involving heterogeneous unstructured data, natural language processing solutions
have been applied to log files to identify words and sequences of terms as anomalies. Good results have been
obtained, revealing thousands of anomalies verified by exploiting log-service messages. By defining an ad hoc
clustering algorithm, various types of anomalies at the service level have been identified and grouped together.
Furthermore, the adoption of a multivariate time series anomaly detection technique, called JumpStarter [2],
enabled us to compute anomaly scores on monitoring data to identify the timeframe where we could overlap
services and monitoring data anomalies to perform predictive maintenance analysis.

In the present work, we aim at validating the above mentioned model by considering critical scenarios and
extending the range and type of monitoring data. By using error reconstruction algorithms based on, but not
limited to, principal component analysis, clustering techniques, and statistical anomaly detection solutions,
we plan to achieve a faster, real-time, detection of anomalies taking into consideration also the collection of
past events. Furthermore, the relationship between the identified anomalies and the threshold-risk values
will be assessed and shown as a dynamic level of risks to be used for predictive maintenance management.
The defined pipeline can be exported to other data centers because of the usage of open souce code for its
implementation. It has to be considered that training and related inferencemay vary depending on the amount
of data provided by the data center.
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