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The DIRAC Interware is the framework for building distributed computing systems which allows to integrate
various kinds of computing and storage resources in a transparent way from the user’s perspective. Up until
recently, the client communications with DIRACwere based on a custom protocol using X.509 PKI certificates.
Following the recent move towards OIDC/OAuth2 based security infrastructure, the DIRAC client/server pro-
tocol was enhanced to support both proxy certificates and tokens. The new framework has components for
user authentication and authorization with respect to the DIRAC services. It also has a Token Manager ser-
vice for maintaining long-living tokens needed to support asynchronous operations on the user’s behalf. The
tokens now can be used to access computing resources such as HTCondorCE and ARC Computing Elements
as well as cloud sites. Enabling access to the storage resources is also in the development.
In this contribution we will describe the architecture of the DIRAC security framework and details of its
implementation and usage in dedicated or multi-community DIRAC services.
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