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Challenges
Document Management System is required. 

Unstructured data are rapidly increasing
and hard to manage or utilize. 

33ZB

175ZB
IDC predicts that the global data sphere 

will grow to 

175 ZB 
by 2025

80%-90%
Unstructured data

2018 2025

Office collaboration and mobility become a 
new office trend.
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IHEP Docs: Introduction

About IHEP Docs:
 IHEP SSO Authentication : over 20,000 users
 Storage: reliable s3 storage in IHEP , 200TB
 Functions: 

 Unified user portal
 Document management 

 share and sync, permission management
 Document Collaboration

 Office online, PDF, OCR, CAD, multimedia
 Intelligent search
 Smart Form: 

 Data collection, data visualization 
 Integrated applications

 Application and approval, file collection
 Anti virus, watermark

 Facilities: CSNS, CSNSII, HEPS, HERD,LHAASO,…

A document management system for collaboration
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IHEP Docs: Introduction 

Content Production

OpenDoc API

Client/APP/Web

System Integration

Digital Asset Management

Office Collaboration

Content Flow

Management API

Online Edit and Preview

Watermarking

Real-time Antivirus

PDF Content 
Management

Alita Engine

OAuth2

Open Framework of 
Content Integration

Content Consumption

Timing Service

Windows Mac iOS Android

Endpoint

OA ARP IME-mail

Information System Document Set Application

Third-party Services

As a content bus, provides a unified life-cycle document management.

Collect, organize and integrate Recognize, visualize and utilize
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IHEP Docs: Introduction 

Online on Sep. 7, 2022

~150

Daily Active Users

>20,000

Accounts

~200

Peak concurrent users

>150,000

Documents

>340,000

Total files

>87,000

Multimedia

~160

Clear virus

>150,000

Antivirus Scan

~160

Quarantine Virus

~5

Facilities

All in IHEP

Departments

IHEP & 
Cooperator

Teams

A popular document management system in IHEP.

Distribution of users in China

The proportion of different types of files
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IHEP Docs: Architecture

Servers S3 Storage（200TB）

Hardware

Organization

IHEP Docs
Organization Account Users

Permission

Department Document

Security
Classify 

Life cycle

encryption

auditor

Vision Work Flow

IntegrationMeta Data

Index data Meta data Application
data

Document Lib Office Online
Integrated

Applications
personal Department Others

Document Manage Collaboration

CAD

History

Water marketing

Security

tags

Auto sheet

permission

Work flow Research Data sync

MacWindows Linux

ArchiveOA Email

OCR Sketching
Drawing

multi-
Media

IHEP SSO Authentication

IHEP Docs Architecture
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IHEP Docs: Architecture

Versioning API

IHEP Docs 

DLP
Security

PDF 
Preview&
comment

Contract
Management

Archives
Management

Video\Music\
Picture

Management

Knowledge 
Management

Smart Form
Management

CAD 
Preview

OCR
preview

Online
Preview & Edit

Anti
Virus WaterMark

Content
Secret Level

OpenDoc API Metadata APIOAuth 2.0 API Search API

SharedLink APIManagement APIDocument Set API

Content Services
Integration

Document Management
Provide full life cycle management of data and 
ensure data security.
Library services, search, metadata management, 
version control, file check-in and check-out,
access control.

Application Integration
Deeply integrate with applications to exchange 
documents and use them.
Content Bus API, Intelligent Content 
Management.

Collaboration
Build a workspace for collaboration between 
teams and departments
sharing documents, previewing online, editing or 
commenting online, and collecting files.

Application components
Customize contents.
Open API framework, smart form, workflow

■ Integrated ■ Planning

As a content bus, integrates data and  applications in the same workspace.
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IHEP Docs: Architecture

Object Storage 
Pool

Metadata Pool Index Pool

Unified data management

Cloud Native

Unified workspace
Windows Web

Portal
iPhone

APP
Android

APP
LinuxMac

Content Bus

Applications

People

Devices

Management process

New work mode

Digital Asset Management

Application 
service cluster

Management 
Console

Content Analysis and 
Retrieval Service

Metadata Service Document Set 
Service

Realtime Antivirus 
Service

A modern cloud native architecture
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IHEP Docs: Functions

Advanced
Architecture

To PDF Watermarking

PDF Preview Watermarked 
Distribution

Sub Documents

Document Set

Reducing 
Repeated Data

Life cycle
Management

A life-cycle document management
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IHEP Docs: Functions

Users

Real-name User

Anonymous User

Application 
Developer

Permissions

Display

Read

Create

Modify

Delete

Owner

Deny

Master Documents Sub Documents

V1

V2

Policies

Office Preview

PDF Preview

Thumbnail 
Preview

Watermarked 
Distribution

HD Playback

Fluent Playback

PDF e-Signature

PDF Annotation
& Scribble

Unified Storage 
Management

Unified Lifecycle 
Management

A precise permission of document management and content management
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IHEP Docs: Functions

Real-name Sharing

Message 
Center Quick Search Browser Access

Mobile Web Mobile Web

Anonymous Sharing

Browser Access

Instant Messaging System Mailbox System Office System

PC Web Mobile Web

Add paths for accessing shared content on 
mobile Web clients; 

Real-name, shared content access 
across all endpoints

Links can be accessed through the browser 
with a consistent operating experience.

Unified Shared Link

It supports to push and open the access 
through one-click operation of Shared Link 
on third-party applications, such as 
mailbox system, and office automatic 
system, etc.

Application Integrations

A consistent sharing experience on any endpoint device
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IHEP Docs: Functions
A precise sharing permission

sharing 
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IHEP Docs: Functions

Basic Attribute

Content Analysis and Search Service

Content IndexContent Analysis

Metadata Pool

Full-text
Search

Unified Content Portal

Content Retrieval

File Abstract

TagCatalogue

Image 
Search

Search 
by Tag

An intelligent search with full text search, image search, and tag search

1

2

3

Knowledge-based search
Recommends related docs

Integrated search
Search related documents.

Integrated search
Search related images.
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IHEP Docs: Applications

Document Set Integration ServiceApplication

Master 
Documents WPS Office Online

Third-party Documentation 
System

WPS Office Online

Third-party Documentation 
System

Third-party Watermarking 
Service

Online Preview

Online Edit

Watermarking

A unified workplace Integrated a powerful office online and other collaboration applications
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IHEP Docs: Applications

Security

Orderliness

Efficiency

Automation

Restrict visible content in 
shared documents.

Automatically convert into PDF 
files to avoid confusing during 
approval.

Automatic distribution, collection 
and consolidation.

Author

Approver

Drafts

Released 
Version

Annotate

Annotate

PDF/CAD Management

Online Preview
User A

User B User C

Content Sharing Online Preview and Edit

Online 
Edit

Collector

Committer

Automatic data 
collection

Spreadsheets 
Collaboration

Internal 
personnel

User

Original
File

Watermarked
PDF

Support real time co-authoring 
to improve efficiency.

External 
personnel

Online 
Edit

Committer

Approver

An efficient office collaboration in IHEP Docs
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IHEP Docs: Applications

Summary &
Modification

together

Write
Chapter 1

Write
Chapter 2

Write
Chapter 3

collaboration

Write& 
Modify

Chapter 1

Write& 
Modify

Chapter 2

Write& 
Modify

Chapter 3

History,
Versions

Comments,
finalize

Write& 
Modify

Chapter 3

Office online

Sketch drawing

CAD online 

An example of easy document collaboration.
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IHEP Docs: Applications

summit feedback

Document Work Flow

User A V1.0

Upload Files

Department
Library

History

Version
V5.0V2.0 V3.0 V4.0

Auditor
A

Auditor
B

Auditor
C

Auditor
D

Document
Library

2 31

Model 1

Model 2

Model 3

APP Message Email
Message

Approval Reject

suggestion

Integrated workflow applications
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IHEP Docs: Applications
A smart Form to collect, summarize, and visualize data automatically
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Outlook: Integration

Initiator

OpenDoc API 
Integration

Auth API 
Integration

Visitor

M
aster 

Docum
ent

DOC

Original FileContent 
Library

Desensitization
Format 

Conversion

ARP/Email/Archive/… Management System

Edit Files
Preview/Create
Download File

Sub Docum
ent

PDF

PDF Format

PDF

Watermarked PDF

PDF

Desensitized File

Watermarking 
Service

Integration

Unified Authorization Based on OAuth 2.0

IHEP Docs
Open Framework of Content Integration

OAuth 2.0OAuth 2.0

Document Set Service Policy

To integrate OA and other information system in IHEP



ISGC 2023, Mar. 23, 2023    Institute of High Energy Physics, CAS 21

Outlook: Document Security

Applications

Library

Local encrypted files

Local usual files

Attached files

encrypt

Plain txt

Plain TXT

Upload decrypt

Plain txt

Clients

API

View online

Edit online

View Online

Edit online

Decryption
Server

Terminal

Encrypt

Clients

View/Edit

Download and encryptEncryption
Server

IHEP Docs Security 

To build a document security system to protect the data of users and organization.
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Outlook: Smart Form

BI/financial system
/business applicationData 

conversion 
interfaceThird-party 

applications

Data 
integration 
interface

Standard 
data

Data 
conversion 

service

Data 
analysis 
service

IHEP Docs

Internal and external
personnel

Auto data 
collection

Cloud file import

Smart form 
archiving

Collect Convert Apply
3. Issue 
Trace

1. Task
Allocation

2. Project
Scheduling

IHEP Docs
Workflow
Integrate

To integrate IHEP Docs +Smart Form+ Work Flow into automatic data processing
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Outlook: Knowledge Service

Knowledge Center

Create a article

Ask  a question

• News

• Events

• Knowledge Graph

• Document Classification

• Document Tag

• Smart Search

• Group & Network

• Q&A

• Wikipedia

Knowledge
Portal

Knowledge
Base

Knowledge
Community

To integrate individual data and organize them into knowledge content to utilize
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Summary & Outlook

 IHEP Docs is a document management system
 Modern architecture
 Useful and powerful Functions
 Integrated document collaborations 
 Powerful integrated interfaces

 Outlook and some plans
 To integrate IHEP Docs with Information system
 To integrate smart Form with workflow
 To organize the data into knowledge platform
 To ensure document security
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