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Agenda
• SOC Hackathon
• pDNSSOC
• Status updates
• Training
• Next steps



SOC Hackathon 2024
• Recent hackathon in CERN last week
• 24 participants in person

• 11 organisations from 6 countries represented
• ~9 online



SOC Hackathon 2024
• Lightweight solutions for facilities with fewer resources
• Identifying concrete plans for different infrastructures

• Including WLCG
• Deployment of MISP docker solution developed by Jisc

• And development of OIDC config options: pull request open on Github project
• Support for Shibolleth looks promising

• Development of Zeek docs
• And documentation processes

• Deeper look at using MISP
• Taxonomies, Feeds, Warning Lists, …

• People and process



SOC Hackathon 2024
• Unconference format used again to guide content based on 

interests and needs of those present
• Again effective, but ended up this time with more of a set of full 

sessions with a smaller amount of breakouts than last time
• Small team breaking out to work on MISP OIDC config was very 

effective
• Focus next time on slightly more formal unconference process, 

with emphasis on identifying key technical work in advance to 
help make breakout sessions most useful



pDNSSOC
• Deploying a full-scale SOC requires sustained effort, people, 

processes and technology
• Many/most smaller facilities or sites may not be in a position to 

take this route
• Identify lightweight "80%" alternative that can make best use 

of threat intel without significant resource
• DNS

• pDNSSOC
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pDNSSOC
• Interest in deploying pDNSSOC in a number of areas
• Looking at how to support pDNSSOC development in the longer 

term



Status updates



STFC Deployment
• Focus on config management
• Monitoring of both LHC OPN links being commissioned

• Low capture loss monitoring for both links (~0.05% / worker thread)
• Re-engineered load balancing structure in place on aggregation switch

• Security-first Aquilon archetype used for both VM and bare 
metal machines

• Working with Rocky9

• OpenSearch cluster in place



STFC Deployment
• Kafka and logstash are done and working in development

• Next are config management and deployment to hardware
• New MISP instance in testing

• Based on Jisc deployment model
• Snag fixing network connectivity to UKRI infosec team

• Working across STFC to building operational processes
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Training
• PocketSOC-NG again used in security school in 2023

• Similar to first edition
• Retuning of access mechanism and refactoring of material

• Graduate project in place at STFC to improve deployment 
process and training materials, to begin in a few weeks

• Goal of straightforward deployment to cloud environment with scalable 
number of clients



SOC WG scope
• Discussed previously that the role of the working group is to focus 

on technical reference designs and deployment methodologies for 
security operations centres technical stacks

• However, SOCs are made up of technology, people and processes

• The latter two aspects are too important to exclude from this work, 
so the working group will now expand its scope to include 
exploration of these topics

• Especially building on experience of both production SOCs and those in 
process of deployment



SOC Hackathon (Late 2024)
• Initial planning already underway for next edition
• Aim for ~9 month cadence: split between once and twice a year
• Plan for next hackathon in November (avoiding December)

• Looking for volunteers to host

• Identify soon work that the working group should engage with 
over the next months to provide best basis for workshop



Next steps
• Continuing theme of this work is identifying where a full-scale 

SOC is appropriate, versus a lightweight approach using 
something like pDNSSOC

• Goal for this year is to have clear guidance, infrastructure 
dependent

• Underlying driver continues to be the importance of threat 
intelligence

• People and processes are vital for a long term, full-scale SOC 
activity



Questions?


