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- The GDPR states that Clinical and medical data (for instance, genomic)
is personal data. Thus, it fits in the Art.9 special categories of personal
data.

+ Genomic data is mostly impossible to be anonymized - GDPR shall always be
applied
+ ISO/IEC 27001 is the main certification mechanism compliant with GDPR

En hanced requirements (Art. 43, 58, 63)

* To comply with the requirements of health research projects INFN is
Prlvacy and involved in, we created a portion of the INFN Data Cloud infrastructure,

- applied specific organizational and technical security measures,
Com pl lance and certified it ISO/IEC 27001, 27017, 27018.

(EPIC) CIOUd * This is the EPIC Cloud: a reference Cloud implementation for the treatment of

sensitive data at INFN.

From the Data Controller side, the fact that EPIC Cloud is ISO-certified
is a way to demonstrate that processing is performed in accordance
with the GDPR.
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INFN - IRCCS Sant’Orsola Collaboration

Joint research agreement with the following
objectives

e secure applications for genomic data

 GPU - based solutions for genomic analysis
methods

» federated and integrated cloud platforms for
omics data

* adaptation of genomic pipelines to cloud and data
lake architectures based on microservices

* Integration of omics data and other clinical data
like Electronic Medical Records (EMR)
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Baseline Platform

Apps managed by Sant’Orsola

Phase 1 (Data Controller)

(no personal

data) laaS managed by INFN
(Data Processor)

Phase 2

Integration Testing Platform
(personal data on

baseline platform
only)

Apps and laaS managed by both
Sant’Orsola and INFN (Joint Controllers)

Phase 3

(personal data on
both platforms)

Integration Testing Platform

Apps and laaS managed by both
Sant’Orsola and INFN (Joint Controllers)
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New features jointly
developed

by Sant’Orsola and INFN
on Integration

and then deployed to

Baseline I

Baseline Platform
Apps managed by Sant’Orsola

(Data Controller)

laaS managed by INFN
(Data Processor)

New features jointly
developed

by Sant’Orsola and INFN
on Integration

and then deployed to

Baseline l

Baseline Platform
Apps and laaS managed by both
Sant’Orsola and INFN
(Joint Controllers)
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Benchmark workflow

* Workflow designed to detect germline

variants on whole genome sequencing il
data
* File types: .bam, .fastq, .gvcf / FaspQualty \
e Software containerized using custom BwaMap
Docker image Mergebam
. Markduplicate
° FIagStatIdxstats] VaIidateSamFiIe: BaseRicaIibrator]

« ~100GB of input genome per sample

» ~100GB of output files per sample (tepievpecalr [psbocenied
- BAM file (Binary Alignment Map format) \\\-r P /
e Quality metrics
 GVCF file (Genomic Variant Call Format) u — u — u gvd'-

e ~ 0.5 TB of temp files
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https://github.com/lh3/bwa
http://www.htslib.org/
https://gatk.broadinstitute.org/hc/en-us

Current Computing Architecture

Architecture
* Monolithic Infrastructure based on big Virtual
Machines
. as workflow manager P
N

*  SLURM as batch system -ﬁ snakemake H H

@ e
. as package and environment management 1L LH

system &5 I
y CONDA 2urm
Issues workload manager

* Low scalability
* Low availability
* Not “elastic”

e Security concerns
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https://snakemake.github.io/
https://conda.org/

Where we are going

 OpenStack laaS

@i docker kubernetes

= HARBOR l ) Grafana

* Microservices approach (containers)
 Kubernetes/RKEZ2 cluster

/Y

* Nextflow workflow manager

\N
« Prometheus/Grafana g HBHEAIEES 7\ hextflow

 CI/CD and private container registr
/ P ISt = openstack.
 Automation tools (Puppet, Ansible, etc...)
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kubernetes Kubernetes - RKE2 52y RKE2

* Distributed Environment

* High Availability and Resilience

* Elasticity

 Wide community

 Well and continuously maintained
* Focused on security
 Hardening presets

* CVEs and interventions regularly
published
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The Cluster

3 Master Nodes 4 CPU, 8GB RAM

3 Worker Nodes 8 CPU, 16GB RAM

* 1 Worker Node 40CPU, 80GB RAM

e 3 Persistent Volume Claims (1 TB each)

« 1 Bastion 8 CPU, 16GB RAM
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Nextflow + K8s

* General purposes Workflow Manager

 Well supported and widely adopted by the
bioinformatics community

* Native support of containers
* Native support of Kubernetes (also Snakemake)

* Native support of K8s Persistent Volume Claims
(PVC)

 Node selectors (CPU, GPU, "small”, “medium”,
"large” nodes etc)
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SO nexcflow

jgasparetto@bastion:~

NEXTFLOW ~ version 23.10.0
Launching ‘whole-genome-sequencing/main.nf’ [special_goldwasser] DSL2 - revision: 4a37ad13d6

Parameters
data
samples
ref

vcf
targetSet
intervals

genomicsDbId

outDir

outputDirMode

context
namespace

threads bwa
threads sam-bwa

: /data/benchmark/large

: /data/benchmark/large/samples/samples.csv

: /data/benchmark/large/reference/GRCh38_full_analysis_set_plus_decoy_hla.fa

: /data/benchmark/large/reference/*.vcf

: /data/benchmark/large/samples/target/gencode.hg38.v35.protein_coding.(DS.extended.bed
: /data/benchmark/large/intervals/hg38/*-scattered.intervals.interval_list

: genome-in-a-bottle

: /output/results/jacopo

: copy

: jgasparetto
: nextflow
1 40

threads fixmate
threads sam-merge :
threads sam-mark
threads default

executor >
[27/d813cd]
[cb/c65eed]
[8d/55f60e]
[_

-

i

[_

[06/42b562]
[b3/485350]
[fb/1b9b28]
- 1
[- )|
- )|
[- ]
[- )|
[- ]

[0] 0:java*

k8s (10)
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process

124

Faidx [100%]
ALIGNMENT:BwaIndex [100%]
ALIGNMENT:BwaMap (1) [ ©%]
ALIGNMENT:MergeBam -
ALIGNMENT:MarkDuplicate -
ALIGNMENT:FlagStatIdxstats -
ALIGNMENT:ValidateSamFile -
CALLING:CreateSequenceDictionary [100%]
CALLING:VcfIndex (1) [100%]
CALLING:Tabix (3) [100%]
CALLING:BaseRecalibrator -
CALLING:ApplyBQSR
CALLING:MergeBamScatteredIntervals
CALLING:SortBQSR

CALLING:HaplotypeCaller
CALLING:GenomicsDB

"bastion.epiccloud" 13:25 13-Mar-24
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Nextflow vs. Shakemake

)( nexflow s snakemake
* Pipelines written in Groovy * Pipelines written in Python
* Full support of containers - Heavily focused on Conda environments
* The exact same worktlow can run both » Container support limited to docker-in-

locally or on the cloud docker

* Native support of Kubernetes with high

customization * Images cannot be cashed by K8s

« K8s images cache friendly * Persistent Volume Claims not supported
* Native support of K8s Persistent Volume e Storage I/0 tight to S3/SFTP transfers
Claims (PVC)

 Each pod must download/upload

* Data produced by previous steps is hundreds of GBs of data per each step
already visible to the next pods without

additional transfers

w POLICLINICO DI SANTORSOLA | MCIES5...nc | ((INFN




Nextflow vs. Shakemake

)( nextcfFlow s snakemake

* PVC configured as NFS volumes mounted on worker nodes * Files downloaded/uploaded to S3-like storage
* PVC mounted directly to the pods * All pods spawned as Snakemake Docker image
* Pods spawned as “native” docker images * Software is run as docker-in-docker on top of it
Inputs bucket Scratch bucket Scratch bucket Outputs bucket

D D D D

Software C

Persistent Volume Claim
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Monitoring (Prometheus & Grafana)

v CPU Usage
* Deep insights of the workflows 6PU Usage
 Enables accurate debugging of the %0
single steps ”

40

30

 Enables the optimization of resource
utilization by each step

20
10

0

e Discovery of bottlenecks 14:00

« Comparable and consistent » CPU Quota  (1pan

benchmarks and results ~ Memory Usage

Memory Usage (w/o cache)

93.1GiB
69.8 GiB

46.6 GiB

23.3 GiB II I | | \
0B

14:00 16:00 18:00 20:00
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Monitoring (Prometheus & Grafana)

v CPU Usage

CPU Usage

60
nf-01304ab7ace35318619b86f93641ad76

e nf-02402a9b31a054b357734065a33fad0c
40 nf-02987a3769aa478ebeffbe8ebal97ecc
30 nf-02f4d2d7c46c3e5f3d1018ae5f7a0d23
20 ol nf-0611b02f46d0e1587dc1612a751eed6d
10 = nf-09110335560ee30d38c9e782e413e119
. nf-0f83705d9cacc295b4b6950f7d2e779¢

0
14:00 16:00 nf-0f99e6673be1bef1171af4511489658e

> CPU Quota (7 panel)
v Memory Usage

Memory Usage (w/o cache)

93.1GiB
nf-01304ab7ace35318619b86f93641ad76

69.8 GIB nf-02402a9b31a054b357734065a33fad0c

nf-02987a3769aa478ebeffbe8ebal97ecc
46.6 GiB ; nf-02f4d2d7c46c3e5f3d1018ae5f7a0d23

nf-0611b02f46d0e1587dc1612a751eed6d
23.3 GiB
I nf-09110335560ee30d38c9e782e4f3e119
0B nf-0f83705d9cacc295b4b6950f7d2e779¢

14:00 nf-0f99e6673be1bef1171af4511489658e
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Conclusions

* The migration from a “classical” monolithic architecture to a more flexible, even though more
complex, cloud architecture reveled to be promising

* |nitial overhead to build the infrastructure
 Complex infrastructure but it offers high availability, scalability and elasticity

 The adopted “microservices” paradigm offers portability since the same workflow can be run on from
a small laptop up to full-size computing cluster

* User friendly for the operator/researcher who submits the jobs

* Full-fledged monitoring platform to enable deep insights about job runs, performance and
optimizations

» Better security due to a better control of the employed software and Vulnerability Scans of the Docker
iImages
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Future Outlooks

* Integration of and Identity Provider (IdP) tool such as Keycloak, FreelPA or INDIGO IAM
* Integration of Galaxy as user friendly frontend to launch jobs

* Integration with object storage solutions to store the output files

e Stress tests

* Exploration of queue managers

* Mirroring of architecture to the Baseline tenant
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