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The 14 beamlines for the phase I of High Energy Photon Source(HEPS) will produces more than
300PB/year raw data. Efficiently storing, analyzing, and sharing this huge amount of data presents
a significant challenge for HEPS.

HEPS Computing and Communication System(HEPSCC), also called HEPS Computing Center, is
an essential work group responsible for the IT R&D and services for the facility, including IT
infrastructure, network, computing, analysis software, data preservation and management, public
services etc. Aimed at addressing the significant challenge of large data volume, HEPSCC has
designed and established a network and computing system, making great progress over the past
two years.

For the IT infrastructure, A deliciated and high-standard machine room, with about 900� floor
space for more than 120 high-density racks in total has been ready for production since this Au-
gust. The design of the network utilizes RoCE technology and a spine-leaf architecture. The data
center network’s bandwidth can support speeds of up to 100Gb/s, fully meeting the demands of
high- speed data exchange. To meet the requirements of data analysis scenarios for HEPS, a com-
puting architecture is designed and deployed in three types, including Openstack, Kubernetes,
and Slurm. Openstack integrates the virtual cloud desktop protocol to provide users with remote
desktop access services, and supports users to use browsers to access windows/Linux desktop, run-
ning commercial visualization data analysis software. Kubernetes manages container clusters, and
starts multiple methodological container images according to user analysis requirements. Slurm
is used to support HPC computing services and meet users’ offline data analysis needs.

Additionally, HEPSCC designed and developed two softwares for the data management and analy-
sis, DOMAS and Daisy. DOMAS (Data Organization, Management and Accessing Software stack),
which is aimed for automating the organization, transfer, storage, distribution and sharing of the
scientific data for HEPS experiments, provides the features and functions for metadata catalogue,
metadata ingestor, data transfer, data web portal. Daisy (Data Analysis Integrated Software Sys-
tem) is a data analysis software framework with a highly modular C++/Python architecture. Some
online data analysis algorithms developed by HEPS beamlines have been integrated into Daisy
successfully most of which were validated at the beamlines of BSRF (Beijing Synchrotron Radia-
tion Facility) for the real-time data processing. Other data analysis algorithms/software will be
continuously integrated to the framework in the future.

In 2021, A testbed was set up at beamline 3W1 of BSRF, which is a running synchrotron radiation
facility and provides the technology R&D and test platforms for HEPS. The 3W1 beamline, which
is dedicated to test high-throughput instruments for HEPS. It is an ideal candidate to set up the
testbed where we can deploy the system and verify the functions and the whole process of data
acquisition, data processing, data transfer, data storage and data access.
The integration and the verification of the whole system at 3W1 beamline were finished and
achieved great success. It strongly proved the rationality of the design scheme and the feasibil-
ity of the technologies. After the optimization and upgrade of the functionality, in July 2022, all
the sub-systems of HEPSCC were deployed at 4W1B, which is a running beamline at BSRF, can
provide full process service for beamline users.
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The Design of Unified Authentication System for
HEPS

HEPS, the High Energy Photon Source, is one of the key national major scientific and technological
infrastructures undertaken by the Institute of High Energy Physics (IHEP) of the Chinese Academy
of Sciences during the 13th Five-Year Plan period. It stores electron beam energy of 6 GeV and the
first phase of construction includes 14 user beamlines, providing high-energy, high-brightness,
and high-coherence synchrotron radiation with energy up to 300 kiloelectron volts. Additionally,
IHEP possesses multiple large-scale facility installations such as the Beijing Synchrotron Radiation
Facility (BSRF) and the China Spallation Neutron Source (CSNS) across different campuses, with
intercommunication between the campuses. The complex issues arising from the distributed multi-
campus and multi-source authentication, including personnel information and data security, pose
significant challenges to the authentication system.

To address these challenges, the HEPS authentication system integrates user information from
the Chinese Academy of Sciencesd Large Research Infrastructures User Service Platform (LSSF),
CSNS, IHEP, and HEPS. This integration allows scientists to use the same set of account credentials
across different campuses for tasks such as experiment application, computation, reconstruction,
and result retrieval.

The system implements dynamic permission management, where each account is assigned inde-
pendent permissions to determine its access rights to data and experiments. Given the interdisci-
plinary research background and the complexity of user identities, some users may be involved
in multiple experiments simultaneously. Therefore, account permissions can be requested by the
users and, upon approval by experiment administrators, are written into the account information
in real-time. This ensures flexible, unified, and efficient transmission of user information.

Login anomaly detection is an essential aspect of account security, considering the large and
complex personnel information involved. Compared to traditional anomaly detection methods,
the HEPS authentication system incorporates deep learning-based algorithms that combine user
habits, behaviors, and other characteristics to further improve the accuracy of anomaly login de-
tection, safeguarding normal scientific research activities.

To facilitate the increasing domestic and international collaborations, enabling convenient and
efficient login to the HEPS system for personnel from different universities, research institutes, and
organizations is the first step towards enhancing experimental efficiency. By joining the CERNET
Authentication and Resource Sharing Infrastructure (CARSI) domestically and Education Global
Authentication Infrastructure (EduGAIN) internationally, the HEPS authentication system enables
seamless login for experiment users, laying a solid foundation for smooth experimental operations.

In conclusion, the HEPS authentication system has undergone upgrades and functionality expan-
sions in various aspects to address these challenges. It provides strong support for the successful
operation and research of HEPS, offering convenience and security for scientists’ experimental
activities.
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The Application of Cluster-Based Distributed
Computing in High Energy Physics Experiments

(Remote Presentation)
Friday, March 29, 2024 11:10 AM (20 minutes)

The computing cluster of the Institute of High Energy Physics has long provided computational
services for high energy physics experiments, with a large number of experimental users. With
the continuous expansion of the scale of experiments and the increase in the number of users, the
queuing situation of the existing cluster is becoming increasingly severe.

To alleviate the shortage of local cluster resources and the long job queuing time, the Dongguan
Big Science Data Center has provided 18,000 CPU cores to expand the scale of the Institute of High
Energy Physics cluster. Considering that the experimental users of the Institute of High Energy
Physics have long maintained the habit of submitting computational jobs using the cluster, it would
be difficult to promote the use of these remote resources in various experiments through grid
computing. Therefore, this paper designs and implements cluster-based distributed computing.

Cluster-based distributed computing monitors the demand of the cluster queue for distributed
resources through the implementation of Glidein Factory, and completes the dynamic expansion
of distributed resources and distributed job scheduling. Secondly, through the XRootD proxy and
the CVMFS file system, data access between user jobs at distributed sites and the local cluster is
facilitated.

We have implemented cross-platform identity authentication based on Kerberos Tokens to ensure
that user jobs at distributed sites have access rights to local cluster services at the Institute of High
Energy Physics. A detailed token update and maintenance mechanism has been designed to ensure
the timeliness of the token during user job queuing and running.

Finally, considering users’ long-standing habit of submitting jobs using the cluster, in order not
to add extra learning costs to users, we have developed relevant job submission tools to achieve
transparent distributed scheduling for users.

Currently, cluster-based distributed computing has been preliminarily promoted and used in BES,
LHAASO, and HERD experiments, contributing over 30,000,000 CPU core hours in total.
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Design and Implementation of an IO Framework for
HEPS (Remote Presentation)

Thursday, March 28, 2024 11:00 AM (20 minutes)

HEPS (High Energy Photon Source) is expected to generate a massive and diverse amount of data,
and the data IO bottleneck severely affects computational efficiency. In order to address these
issues, we have designed and implemented an IO framework specifically for HEPS, serving as
the data IO module of Daisy (Data Analysis Integrated Software System), which is a software
framework developed for HEPS. Firstly, to solve the problem of diverse data formats, based on the
analysis of HEPS scientific tasks, we provide a unified IO interface to the computation, effectively
shielding the underlying data format differences. Secondly, to improve the batch processing speed,
we parallelize the IO read and write operations based on the characteristics of different data for-
mats. Additionally, we design a prefetching strategy to asynchronously read the data required for
subsequent computations into memory, further reducing the time-consuming data IO in the com-
putation process through pipeline technology. Lastly, we introduce streaming data IO to avoid the
IO bottleneck caused by writing data to disk and then reading it back. Moreover, we design an
online data repository based on distributed memory, providing two forms of support for real-time
online processing: one is data-triggered computation, where data is processed as it arrives, and
the processing methods are compatible with those registered in Daisy; the other is remote reading
the streaming data for computation, retrieving data from the online data repository.
Overall, our proposed IO framework addresses the challenges posed by the massive and diverse
data generated by HEPS, significantly improving the computational efficiency and providing sup-
port for real-time online processing.
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Strengthening Smart Grid Security Posture through
Capability Hardware Enhanced RISC Instructions

(CHERI) Architecture

With the increasing digitization of energy infrastructure, the vulnerability of critical systems to
cyber threats has become a paramount concern. This work explores the application of Capability
Hardware Enhanced RISC Instructions (CHERI) architecture to fortify the security posture of Smart
Grid systems. CHERI, an extension of the RISC-V instruction set architecture, provides a novel
approach to memory protection and compartmentalization, offering enhanced security guarantees
against a spectrum of cyber threats. In addition to the conceptual framework, this work will outline
potential applications and attack mitigations by CHERI within smart grid style systems.

Primary authors: Prof. WALLOM, David (University of Oxford); HIGGINS, Martin (University of
Oxford)
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Issues and Reflections in the Construction of the
Internet of Supercomputing (Remote Presentation)

With the development of supercomputing technology, the demand for computing power and their
usage scales are also continuously expanding. The construction of the Internet of Supercomput-
ing (IoSC) has become the main development direction of the supercomputing industry in China.
Being as a large-scale supercomputing infrastructure, the IoSC will integrate major domestic su-
percomputing nodes to found the basement of manufacture, service, application, research and
education in supercomputing fields, and effectively promoting scientific innovations and indus-
trial development.
The main aim of the IoSC is to enable resource providers to make the integration of supercom-
puting resource more direct and low-barrier, as well as provide consumers with more convenient
and user-friendly accesses to resources. In response to this construction demand, it asks the cur-
rent supercomputing industry to provide better designs, optimizations and upgrades for a series
of mechanisms and services.
First, as the large-scale supercomputing resource sharing platform, the computing power, data,
and application resources within the IoSC are more complex, hence brings higher requirements
for cross domain resource integrating and locating. Establishing a more optimized architecture
through top-level design, and providing partitioning and association for multi-domain resources,
is a necessary task to enable convenient and fast integration of resources while achieving unified
positioning and indexing of the IoSC resources.
Second, the issues of complex processes, long computational cycles, and cumbersome dependen-
cies in large-scale scientific computing tasks are becoming more prominent in the context of cross-
domain heterogeneous computing infrastructure. To meet the expanding user demand of compu-
tational power, there are a number of problems to be solved such as computing task collaboration,
cross-domain scheduling of computing power and data resources. Therefore it is necessary to real-
ize functional optimization includes cross-domain workflow parsing based on resource description,
task delivery with regard to the need of multi-domain load balancing, authorized resource access,
and intelligent task orchestration.
Third, the large-scale supercomputing resource infrastructure and large-scale computing applica-
tions are mutual benefiting and promoting relationships. It is essential for the IoSC to provid-
ing large-scale supercomputing capabilities for various science and industry domains, interdisci-
plinary collaboration, and industrial applications through new mechanisms, methods, and tech-
nologies. This is also the important manifestation of the strategic significance and value of the
IoSC. Encapsulating and invoking supercomputing resources through the paradigm of ‘Function
as a Service’ (FaaS) can be an effective solution.
As a national level supercomputing infrastructure, the IoSC is of great significance in promoting
scientific research and innovation. Optimizing and upgrading services and mechanisms, providing
more convenient resource integration and usage, is the core step in unleashing the potential of the
IoSC.

Primary author: Prof. CHI, Xuebin (Computer Network Information Center, Chinese Academy of
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Container Image Management Service at IHEP
(Remote Presentation)

This article presents a Container Image Management Service designed for High Energy Physics Re-
search Institutes. The service utilizes Harbor, Cvmfs, and a self-developed image conversion tool,
along with other related security components.It meets the specific requirements of high-energy
physics image services and focuses on large-capacity and multi-version update management to
ensure stable and efficient distribution. It supports automatic publication of mirror images across
multiple sites, achieving high transmission performance through proxies and caching. Addition-
ally, it supports conversion of images in multiple formats and incorporates multi-dimensional
security measures to ensure the safety and integrity of the images. Currently, it has been applied
in multiple experimental projects.

Primary author: ZHENG, Wei (Institute of High Energy Physics, CAS)
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Evolution of SSH with OpenId Connect
Friday, March 29, 2024 10:50 AM (20 minutes)

The Secure Shell Protocol (SSH) is the de-facto standard for accessing
remote servers on the commandline. Use cases include
- remote system administration for unix administrators
- git via ssh for developers
- rsync via ssh for system backups
- HPC access for scientists.

Unfortunately, there is no globally accepted usage pattern for globally
federated usage yet.

The large variety of users with different backgrounds and usage profiles
motivated us to develop a set of different tools for facilitating the
integration with federated user identities, which are being presented in
this contribution. The main novelty is the integration of an ssh
Certificate Authority (CA) into the existing motley-cue + oidc-agent
mechanism. Oinit simplifies the usage of ssh-certificates by leveraging
authorisation information via established federation mechanisms. The
benefit is that - after an initial setup step - ssh may be used securely
without interrupting existing flows. This allows for example the use of
rsync.

To enable this, oinit consists of a collection of programs to enable
OpenSSH login for federated identities based on certificates:

• The oinit-ca provides a REST interface to an ssh-ca at which  
authorised users obtain an ssh certificate for a specified host or host
group. Authorisation decisions are made by motley-cue, the component  
that enables federated use of ssh on the ssh-server side. User
provisioning may also be triggered at this point, via motley-cue &
feudal.

• Users employ the oinit tool to add hosts to the oinit mechanism. Once  
established, ssh-certificates will automatically be retrieved, whenever
this may be necessary and stored in the ssh-agent.

• Serverside tools and configuration for enabling ssh without knowledge of
  local usernames, which is particularly useful in federated scenarios.

We present the architecture, an initial security assessment, as well as a
live demo of ssh with OpenId Connect, with oinit and selected components.

Primary authors: Dr GUDU, Diana (KIT); HARDT, Marcus (KIT); Mr ZACHMANN, Gabriel
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Open Data and Open Science as Effective Ways to
Revive Hard-to-reach Population: A Decade

Research Applies to Taiwan Indigenous Peoples
Thursday, March 28, 2024 4:00 PM (30 minutes)

There has been a rich body of text and numerical archives about Taiwan indigenous peoples (TIPs)
before 1940. Because detailed statistical archives and numerical data on TIPs were not available
in the period between 1940-2010, we thus have very limited knowledge about developmental tra-
jectory about TIPs. Such situation makes TIPs gradually become the so-called hard-to-reach pop-
ulation (HRP) and invisible in the real world. To overcome this issue, it becomes urgent to collect
and build contemporary TIPs data. Supported by a decade research program form Council of In-
digenous Peoples (https://www.cip.gov.tw/) in 2013, the author has been fully devoting himself to
building a number of big open data on TIPS using scientific computing methods and techniques,
based on the principles of open science and data science. The open data sets are built by inte-
grating hacking skills, advanced math/statistics methods, and domain knowledge of various disci-
plines. Their repositories are hosted on OSF (Open Science Framework, https://osf.io/) and termed
as TIPD (Taiwan Indigenous Peoples Open Research Data, for details, see https://osf.io/e4rvz/).
TIPD complies with FARE data principle. It consists of the following categories of open data from
2013 to 2022: (1) categorical data, (2) multi-dimensional data, (3) population dynamics, (4) tempo-
ral geocoding data, (5) household structure data, (6) traditional TIPs community data (TICD), (7)
generalized TICD query system, (8) genealogical data (not open to the public). The main contribu-
tions are as follows: (1) to enable TIPs who have been “invisible” to the world for seven decades
to become “close” to “open” to the real world; (2) to empower TIPs researches from being “elite”
to “ordinary” by using open data to reduce tech-barriers for researchers; (3) to extend TIPs stud-
ies from “local” to “global” arena by building bilingual open data repository; (4) to make research
methods and techniques of TIPs switch from “macro” to “individual” level that make TIPS to revive
from hard-to-reach to easy-to-reach population.
Keywords: Big Data, Data Science, FAIR, Open Data, Open Science, TIPD
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Design and implementation of HEPS scientific
computing system for various interactive data

analysis scenarios (Remote Presentation)
Tuesday, March 26, 2024 2:00 PM (30 minutes)

China’s High-Energy Photon Source (HEPS), the first national high-energy synchrotron radiation
light source, is under design and construction. HEPS computing center is the principal provider
of high-performance computing and data resources and services for science experiments of HEPS.
The mission of HEPS scientific computing platform is to accelerate the scientific discovery for the
characteristics of light source experiments through high-performance computing and data analysis.
In order to meet the diverse analysis needs of data analysis in light source disciplines, we have
built a scientific computing platform that can provide desktop analysis, interactive analysis, batch
analysis and other types of computing services, and support scientists to access the computing
environment through the web anytime and anywhere, quickly analyze experimental data. In this
article, a scientific computing platform for HEPS’s diverse analysis requirements is designed. First,
the diverse analysis requirements of HEPS is introduced. Second, the challenges faced by the HEPS
scientific computing system. Third, the architecture and service process of the scientific computing
platform are described from the perspective of user, and some key technical implementations will
be introduced in detail. Finally, the application effect of computing platforms will be demonstrated.
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Characteristic Analysis and Running Time
Prediction of Slurm Jobs on CSNS Scientific
Computing Platform (Remote Presentation)

Tuesday, March 26, 2024 11:30 AM (30 minutes)

China Spallation Neutron Source (CSNS), the fourth pulse spallation neutron source in the world
built during China’s 11th Five-Year Plan period (2006-2010), has begun its operation after passing
the national acceptance test in August 2018. There are 11 spectrometers built and put into oper-
ation and 3TB of raw data generated every day by November 2023. With the accelerator power
upgraded from 100kW to 500kW and 20 spectrometers built eventually in the second phase of
CSNS (CSNS II) before 2027, there will be 12TB of raw data generated every day then.
In order to meet the urgent needs of computing, simulating and data processing during the con-
struction project and experimental operation of CSNS, a high-performance computing cluster has
been planned and built by stage in 2018 and 2021, and provides powerful computing capability
of a total of 40,000 CPU cores, 80 NVIDIA v100 GPU cards and sufficient storage capacity of 4PB.
The Cluster of CSNS partition running in 2018, mainly serves the computation and simulation of
CSNS construction project, including radiation shield�accelerator design, beam analysis, and spec-
trometer design. The Cluster of Dongguan Big Science partition running in 2021, mainly provides
inhouse and external scientists services of theoretical computing, experimental analyzing and ma-
chine learning.
A web-base platform integrating HPC and AI services, namely CSNS Scientific Computing Plat-
form of Institute of High Energy Physics of CAS and GBA Sub-center of National HEP Science
Data Center (hereinafter referred to as CSNS SC Platfom) was design and developed in 2022 and
officially launched in January 2023 in order to provide one-stop services with computing, simulat-
ing, data analyzing and AI training. The CSNS SC Platform integrates and unifies the hardware
resources, software deployment, users management, job scheduling and API interfaces, providing
a unified web-based development environment, job submission, data management�visual environ-
ment�AI development frameworks, dataset tools and AI development processes.
With the development of computing technologies and the expansion of computing cluster scale,
the components and system of HPC clusters becomes so complex increasingly that is a great chal-
lenge to the management of clusters and the allocation of computing resources. Related research
has shown that the distribution of computation, communication, and I/O operations on HPC clus-
ters is uneven among the HPC nodes, and the actual application performance of HPC clusters is
often less than 10% of the peak performance which results in a huge waste of computing resources.
Optimized scheduling strategies are expected to increase the resource utilization of HPC clusters
and improve the efficiency of scientific computation and data analysis. This paper will present our
resent work on collection and organization of the slurm jobs data on CSNS SC Platform, analysis
on the job characteristics, and optimization of prediction of job run time with machine learning

Primary authors: HOU, Fengyao (Institute of High Energy Physics, CAS); HONG, Jianshu (Institute
of High Energy Physics, Chinese Academy of Sciences); CAO, Yonghao (School of Computer Science
and Technology, Dongguan University of Technology)
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Towards digital twin oriented Virtual Research
Environment

LTER-LIFE is a large-scale research infrastructure in the making; it aims to provide a state-of-
the-art e-infrastructure to study and predict how changes in climate and other human-induced
pressures affect ecosystems and biodiversity. One of the grand challenges in ecology is to un-
derstand and predict how ecosystems are impacted by changes in environmental conditions, and
external pressures. Predicting how complex ecosystems will behave under different scenarios
requires combining empirical and observational data. To truly predict how ecosystems and land-
scapes will respond to current and future global change, we need to increase the availability of
existing environmental long-term datasets, integrate disparate types of ecological data, and create
a user-friendly and secure cloud-based digital modelling and simulation platform that can be used
to link data to models and scenarios. This can be done by creating Digital Twins of entire ecosys-
tems. A Digital Twin is “a digital replica of a living or non-living physical entity”. Building Digital
Twins of ecosystems has only recently become possible as Big Data, artificial intelligence (AI) ap-
plications and analytics, advanced computing infrastructure, and the FAIR principles have been
developed and made available for ecology, ecosystem restoration, and biodiversity science. This
approach brings together data scientists, informaticians, and ecologists in research communities
around ecosystems. Detailed information on the LTER-LIFE project can be found at https://lter-
life.nl/.

The Virtual Laboratories provide VRE components, data, models, and other Big Data tools (e.g.,
AI) and allow scientific users to discover, access, and integrate research assets for specific scien-
tific purposes and manage the deployment, execution, and provenance of in silico experiments
(analysis and simulations) on local or remote platforms. This includes the assets: 1) FAIR datasets
of long-term studies of plants and animal populations as well as of environmental data, 2) FAIR
models such as (a) process-based models that formalise ecological knowledge on abiotic and biotic
relationships, or (b) data-driven models that explore relationships between data using classical
statistics, or more contemporary artificial intelligent tools. These models themselves are made
FAIR, so that they can be discovered, accessed, and reused in new scientific workflows. 3) Rules
of interactions between assets (i.e., data and models), including solutions for scaling and enhanc-
ing interoperability of datasets, which are collected with different methodology. And 4) Tools for
scenario studies to explore the effects of in situ local management strategies on ecosystem func-
tioning.
These assets can be coupled in various ways (which is enabled by the LTER-LIFE platform) depend-
ing on the objectives of the specific research. Together, they will ultimately compose a Digital Twin
of a specific ecosystem, which can then be used for scientific research or scenario studies to address
societal issues.

With LTER-LIFE, we will offer a single point of entry for scientists studying entire ecosystems or
components.
The LTER-LIFE portal gives users tailored access to assets and facilities. LTER-LIFE develops: 1)
Data bases and process models that are findable, accessible, interoperable, and reusable (FAIR, by
applying (meta)data standards, controlled vocabularies, ontologies, and persistent identifiers). 2)
Workflows that allow coupling of these data and models at the desired temporal and spatial scale,
and that provide Big Data methodology to analyse these data (AI and machine learning approaches
such as deep learning and active learning which enable new theory discovery and novel insights
from high-dimensional sparse data spaces) as well as tools for uncertainty analysis, scenario stud-
ies and forecasting. 3) Virtual Labs that build upon infrastructure services and components of
a VRE, allowing interdisciplinary communities of scientists to collaborate via a digital platform
(including Big Data storage, cloud-based modelling, and dynamic simulations). And 4) Basic and
advanced training in the use of the infrastructure.
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LTER-LIFE will be an open-source infrastructure and users can either use the developed assets
within their own local environment or run it in the cloud, facilitated by LTER-LIFE through our
partner SURF. Setting up the LSRI LTER-LIFE as an open-source infrastructure aligns well with the
current FAIR and Open Science developments. New data or models can be added as assets, which
can then be used by other users. Workflows and data as used in projects will receive a digital
identifier and will be stored by LTER-LIFE’s partners DANS-KNAW and SURF.
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A Self-service Authentication and Access System for
Computing Cluster (Remote Presentation)

Friday, March 29, 2024 11:10 AM (20 minutes)

Keywords: cluster computing, account passport, secure shell (SSH), lightweight certificate, remote
access, SSH tunnel

Advanced computing infrastructure such as high-performance clusters, supercomputers, and cloud
computing platforms offer unparalleled computing capabilities and effectively support a multitude
of computing requirements across diverse fields such as scientific research, big data analysis, ar-
tificial intelligence training and inference, and many more. Secure Shell (SSH) is a widely used
method for accessing remote computing resources, It not only provides command-line tools, but
also offers rich textual and graphical interfaces based on tunnel and port forwarding, allowing
users to access components and services located on remote servers. Nowadays, there are numer-
ous methods for remotely accessing computing resources, for example, utilizing a simple password,
utilizing a password enhanced with VPN, utilizing a static password and a dynamic token provided
by hardware, utilizing a public key in software or hardware, and utilizing a token provided by a
mobile application. However, these methods have several drawbacks, including network ineffi-
ciency resulting from VPN, high costs associated with dedicated hardware, and security concerns
such as brute-force attacks. These issues have caused not only a detrimental experience for users
but have also burdened administrators with unwarranted maintenance tasks and complexities.
Addressing the aforementioned issues and aiming for efficient and secure access to computing re-
sources, this paper proposed the establishment of an authentication chain consisting of a CSTNET
Passport and an SSH lightweight certificate. CSTNET Passport is primarily utilized in web-based
services and similar contexts, providing support for single sign-on and multi-factor authentication,
thereby exhibiting robust security and user-friendliness. Nevertheless, its adaptability in non-web-
based scenarios, particularly in SSH command line utilities, remains limited. An SSH lightweight
certificate system eliminates the need for users to remember intricate passwords or engage in fre-
quent password changes. Additionally, it circumvents the drawbacks associated with the decentral-
ized deployment and long-term effectiveness of the public key system. This paper introduced an
authentication and access model that effectively combines the initial login process using the CST-
NET Passport with the subsequent login utilizing the SSH lightweight certificate, either directly or
through multiple jumps. The model outlines procedures for users to issue lightweight certificates
and configure SSH clients, as well as guidelines for administrators in configuring SSH daemons,
mapping passport and local account pairs, and other related tasks. It facilitates on-demand authen-
tication and access flows. To enhance security, the model restricts the time window, narrowing it
from an unrestricted period to a specific time range designated by the user. This paper also intro-
duced a dynamic firewall model that transparently acquires the network address of the browser
client and the validity period of the certificate. It then forms IP address and time range metadata,
and dynamically adds firewall policies. To enhance security, it narrows the scope of allowed IP
addresses from any IP to a specific IP address or list based on whether the user possesses a public
IP address or a NAT address. These two models substantially diminish the time and space windows
available for network attacks. Moreover, they accomplish this enhancement without incurring ex-
tra expenses for additional software, such as VPNs, or hardware, like token cards.
Leveraging these models, this paper has developed a self-service authentication and access system,
which comprises two integral parts: a web application subsystem and a toolset subsystem. The
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web application subsystem facilitates passport login, account mapping, certificate issuance, and
status inquiry for both users and administrators. The toolkit, on the other hand, equips users with
key generation, public key uploading, certificate downloading, and dedicated files within an SSH
client. Additionally, it offers CA certificates and principal configuration tools for SSH login servers,
while also providing optional SSH connection status profiling capabilities for administrators.
Leveraging open-source and free software solutions, such as Nginx, OpenSSH, and MobaXterm,
the system software has been developed with a comprehensive utilization of HTTPS/TLS proto-
cols, port multiplexing, and NJS scripts. It fully supports SSH command line operations, tunneling,
and port forwarding in both direct and multi-hop modes.
Since 2023, the system has been successfully deployed to a cluster consisting of one login node and
20 computing nodes, effectively supporting self-service authentication and secure access for hun-
dreds of users. The system changes access from anytime and anywhere to on-demand access with
various restrictions specified by users, and also transfers controls from administrators to users.
Users have the ability to decide when and where to access the server with specified permissions.
The system is easy to deploy, occupies fewer resources, does not introduce extra hardware costs,
and can effectively increase the usability and security of computing resource. In future, this paper
will focus on optimizing and strengthening the functionalities pertaining to firewall policies and
SSH connections.
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Design of Software Framework for Space
Astronomical Satellite

Abstract:
With the advancement of space science and the rapid development of satellite control and navi-
gation technology, the observation means become increasingly complex, larger scale and higher
requirements for data processing are generated. The observation data needs to undergo a series
of specialized algorithms and processes to generate data products that can meet the diverse re-
quirements of scientific researchers. In recent years, the number of space astronomical satellites
dominated by the Institute of High Energy Physics is increasing, the scale and accuracy of the gen-
erated observational data are also increasing. The traditional data processing method is to provide
a dedicated set of data processing algorithms and workflows for each satellite, with low standard-
ization and low reusability. Therefore, it is necessary to design a software framework specifically
for space astronomical satellite data processing. This paper will design a reliable and efficient soft-
ware framework based on the open-source framework Daisy to support the implementation and
operation of astronomical satellite data processing tasks. The framework aims to achieve stan-
dardization of the data processing workflows of various satellites, promote code reuse, and reduce
development costs.
The software framework mainly consists of several modules, including datastore, algorithm, work-
flow, support library and so on. The datastore module is responsible for storing various data
acquired at different stages, such as calibration data, metadata, and data products. In this part,
the memory management function is implemented to manage and operate various data read and
generated during the data processing workflow, release memory reasonably, optimize resource
allocation, and mitigate memory inflation issues that may arise from the processing of large-scale
data efficiently. The algorithm module integrates various commonly used algorithms for astronom-
ical data processing, standardizes all algorithms, and divides them into three steps: initialization,
execution and destruction. Workflow is responsible for the flow control of task execution, load-
ing algorithms, organizing and orchestrating the execution order of modules, and implementing
business processing logic. The support library is composed of public library, satellite private li-
brary and so on. The former provides a suite of shared functions, algorithms, and tools that can
be utilized across multiple satellite missions, improving development efficiency, reducing costs
and risks, and promoting code reuse. The latter contains targeted algorithms and tools developed
for specific astronomical satellites, implementing the core business logic and addressing special
requirements of corresponding projects and enhancing security.
Experiments show that the software framework proposed in this paper can provide universal and
extensible functionalities for data processing in the field of astronomical satellites, and support the
processing and analysis of satellite data. By leveraging this framework, researchers can cope with
the growing demand for astronomical satellite missions and large-scale satellite data processing.
This can also improve the efficiency and accuracy of data processing, which is of great significance.
Keyword:
Software Framework; Space Astronomical Satellite; Data Processing
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Sitting under a broad-leaved AARC-TREE – making
authentication and authorization for research

collaboration even better
Friday, March 29, 2024 11:30 AM (20 minutes)

The authentication and authorisation infrastructures (AAIs) for research worldwide have for years
now based their architectures in the “AARC Blueprint Architecture” and the suite of accompany-
ing guidelines. Developed by the “Authentication and Authorisation for Research Collaboration”
(AARC) community, and fostered by the accompanying “engagement group for infrastructures”
(AEGIS), the model has been a key ingredient of the European Open Science Cloud, many national
research AAIs, and research and e-infrastructures in Europe, the Americas, and the Asia-Pacific
region. However, with the increased scope and complexity of novel federated identity models,
come new challenges. The single ‘AAI proxy’ model of the initial AARC blueprint – which com-
bined identity sources, community collaboration management, authorisation controls, and service
provider connections - has already evolved to include both ‘infrastructure proxies’ to provide co-
herency on the service provider side, as well as ‘community proxies’ focussing on membership
management.

Yet the challenges keep coming at an ever-increasing pace, both in terms of complexity as well as in
the range of communities that can benefit from this coherent ‘AARC approach’ to federated access
management. The new AARC-TREE project, the short label name for “AARC Technical Revision
to Enhance Effectiveness”, will define common strategies for the development and deployment of
AAIs in the large-scale Research Infrastructures where single proxies do not suffice.

For example, there are multiple technical federation models (such as OpenID Connect Federation
besides SAML) and a multitude of identity sources (academic, governmental, and self-sovereign)
that need to co-exist and be linked together. And global interoperability between infrastructures
must be strengthened to avoid fragmentation and unnecessary duplication.

At the same time, we see that collaborations and thematic research domains struggle to keep up
when just provided with guidelines and architecture, and this gets more urgent as collaborative
AAIs extend beyond research to education, high-performance computing, and mid-sized commu-
nities.

In this contribution, we will reflect on the AARC Blueprint Architecture for AAI and identify its
critical areas that need improvement, look forward to addressing more AAI interoperability re-
quirements and service gaps for more research infrastructures, and to enhancements of the AARC
BPA to support more effectively research infrastructures by further expanding authorisation as-
pects and enabling new use-cases. The upcoming project combines both technical and architec-
tural measures as well as trust and identity policies to define and validate new technical and policy
guidelines for the AARC BPA. We will describe the project objectives, the outline of the upcom-
ing architectural and trust policy guidelines, and – most importantly – how one can contribute to
this open and deliberately globally inclusive process. By employing existing structures (such as
REFEDS, FIM4R, IGTF, and WISE), via a compendium process, and through broad global represen-
tation in AEGIS as a direction-setting body, the project strives to expand the number of research
communities that can implement the AARC BPA and the AARC guidelines.
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HelpDeskAssistant: A Specialized Language Model
for Operational Maintenance in Institute of High

Energy Physics

Large language models, including ChatGPT, ERNIE, and Llama, have exhibited remarkable capa-
bilities and diverse applications in the realm of natural language understanding. These models are
frequently utilized for commonplace conversations and standard question resolution. Neverthe-
less, they fall short in providing high-quality responses to domain-specific inquiries, largely due
to the absence of pre-training on relevant field text.

The Computing Center of the Institute of High Energy Physics established the HelpDesk platform
to manage routine operational maintenance issues and requests. In this study, we assembled a
Q&A dataset through the collection and purification of data from the HelpDesk platform. Utilizing
the Xiwu large language model for high energy physics, released by the institute, we fine-tuned
the model, yielding a specialized operation and maintenance model. The precision of the model’s
responses was augmented by integrating internal manuals and system logs into the knowledge
base via Langchain technology, culminating in the release of HelpDeskAssistant.

Owing to its expertise in high energy physics and operational knowledge derived from the HelpDesk
Q&A dataset and associated documents, HelpDeskAssistant significantly surpasses other existing
open-source models in responding to operational queries from the High Energy Physics Research
Institute, thereby showcasing superior performance.
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Open source software security application
intelligence acquisition based on Large Language

Model

With the rapid development of information technology, an increasing number of open-source soft-
ware is widely used across various domains, significantly reducing development costs and enhanc-
ing production efficiency. However, as the number of open-source software continues to grow,
the software supply chain becomes more complex, and the associated risks are also increasing.
Therefore, obtaining timely intelligence related to the secure application of open-source software
is critically important. However, the predominant method for most individuals to obtain security
intelligence for open-source software is primarily through the use of scanning tools or querying
relevant websites and platforms. This approach requires them to invest a significant amount of
time and incur higher costs. To address this issue, this paper proposes an intelligent method for
obtaining security intelligence for open-source software based on a large language model. Users
only need to interact with our application in a conversational manner, posing questions related to
security intelligence for open-source software, and our application can provide accurate answers.
The core design concept of our application involves integrating the Chain of Thought (CoT) tech-
nology with a large language model-based Agent, endowed with reasoning and tools usage capa-
bilities. As is well known, large language models obtained through massive-scale unsupervised
deep learning are a black box, where the reasoning decision chain is not transparent, making the
model results less trustworthy. However, Chain of Thought technology breaks down a logical rea-
soning problem into multiple steps, proceeding step by step. This generates results with a clearer
logical chain, providing a degree of interpretability, allowing us to understand how the answers
are derived. In our application, the large language model, through Chain of Thought technology,
decomposes logical reasoning problems into multiple steps, progressively resolved by the Agent.
At each step, our Agent can automatically invoke API tools, providing parameters in accordance
with the API input to obtain answers to the posed questions, subsequently confirming the final
resolution through observation. By using our application, software developers and businesses can
easily obtain security intelligence for open-source software, stay informed about the security sta-
tus of the software, assess and manage security risks in the software supply chain, and then take
appropriate security measures.
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Deep Learning-Based Log Anomaly Detection

Log data, as the information that records the system running status, is an important part of the
system. Anomalies occurring during the system running often need to be searched and rectified
with the help of logs. With the increasing scale of large-scale scientific facilities and scientific data
centers, the log data has exploded, and the difficulty of log anomaly detection has reached an un-
precedented height. Therefore, in order to maintain the stability of increasingly complex systems,
it is very important to check log anomalies in time and ensure the safe operation of the system for
large scientific facilities and scientific data centers.
Manual based log anomaly detection requires a lot of labor costs. Traditional machine learning log
anomaly detection has the characteristics of low hardware dependence and good interpretability,
but its ability to extract advanced features or global features is relatively limited, and the effect is
not good in practical application scenarios. With the rapid development and gradual maturity of
deep learning technology, the application of deep learning technology to log anomaly detection
has become a mainstream method in this field. Deep learning uses neural networks to train data
that can automatically extract complex features from raw log data, allowing for more accurate
identification of abnormal data. However, in the actual environment, the probability of abnormal
logs occurring in the system is low, resulting in unbalanced proportion of normal log samples and
abnormal log samples, serious imbalance in the training set, and overfitting of the model.
To address these challenges, this paper proposes an improved log anomaly detection method based
on Transformer, which incorporates a self-attention mechanism to effectively capture context in-
formation in log data and improve model identification. The model processes input data from all
locations simultaneously, making parallel computation easier. In addition, the Transformer model
is relatively easy to scale to adapt to different log exception detection scenarios.
We validated the proposed method on multiple log datasets. Experimental results indicate that,
compared to other log anomaly detection methods, the improved log anomaly detection method
based on Transformer can more effectively identify abnormal data.
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Towards Privacy and Accessible Through Resource
Integration

Due to the rapid development of edge devices and existing infrastructure in the post-5G era, a sig-
nificant flood of large and diverse data is streaming into cloud infrastructure via services on edge
devices. Consequently, many cloud infrastructure providers must develop methods for efficient
resource allocation and scheduling to support service deployment with high availability and reli-
ability. However, existing infrastructure providers often overlook efficient resource provisioning
to preserve data privacy from edge device services. Typically, every service employs high-security
mechanisms to preserve data privacy, but this comes at the cost of high resource usage, such as
with fully homomorphic encryption. On the other hand, employing low-security mechanisms may
pose a high risk of violating data privacy. Therefore, we propose the creation of an infrastructure
focused on ensuring high availability and reliability of service deployment, coupled with effective
security mechanisms tailored to each individual service, all while minimizing financial costs for
service developers.

We propose an infrastructure to categorize the transferred data from edge devices to the cloud
for each service into four protection levels based on privacy violation. The first level is high pro-
tection, including data such as government-issued identification numbers, financial account in-
formation, personal medical and health-related data, biometric authentication data, usernames or
email addresses combined with passwords, and genetic data. The second level is moderated protec-
tion, covering security camera recordings, body-worn video system recordings, cameras recording
cash handling or payment card handling areas, and building entry records. The third level is low
protection, encompassing licensed software/software license keys and library paid subscription
electronic resources. The fourth level is minimal protection, including published research, press
releases, and public event calendars.

As each data category requires a different protection level, the infrastructure provides different
security mechanisms to efficiently preserve data privacy. For services requiring high security and
developers with high financial costs, the infrastructure suggests applying quantum key distribu-
tion (QKD) to protect data transmission. Alternatively, for service developers with lower financial
capacity, the infrastructure suggests applying zero-knowledge encryption to protect data trans-
mission. Moreover, this paper investigates the resource utilization of security mechanisms such as
AES, DES, Diffie-Hellman, ECC, Blowfish, Twofish, ChaCha20, RC4, Camellia, and Serpent. These
encryption algorithms serve various purposes and are chosen based on factors such as security
requirements, performance considerations, and the specific use case. We analyze patterns of data
transmission based on privacy violation levels and transmission frequency to prevent over or un-
der resource allocation, ensuring high availability, reliability, and security.
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LHCOPN and LHCONE prepare for HL-LHC
Thursday, March 28, 2024 2:00 PM (30 minutes)

The LHCOPN network, which links CERN to all the WLCG Tier 1s, and the LHCONE network,
which connects WLCG Tier1s and Tier2s, have successfully provided the necessary bandwidth for
the distribution of the data generated by the LHC experiments during first two runs of the LHC
accelerator. This talk gives an overview of the most remarkable achievements and the current state
of the two networks. It also explains how the two networks are evolving to support Run3 and
how they are preparing to meet the high demands foreseen for Run4, notably by adopting new
transmission technologies to increase the available bandwidth, introducing new software tools
to improve the efficient utilization of all the links, new monitoring capabilities to increase the
understanding of the network traffic.
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CERNQuantum Communications activities
Thursday, March 28, 2024 4:00 PM (20 minutes)

This talk will give an overview of the second phase of the CERN Quantum Technologies Initiative
(QTU2), focusing on the Quantum communications work package.
On Quantum Communications, CERN will focus on two main activities: 1) Quantun Key Dis-
tribution using White Rabbit for time synchronization and 2) very precise time and frequency
distribution.
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the interTwin project Digital Twin Engine
Friday, March 29, 2024 10:00 AM (30 minutes)

The Horizon Europe interTwin project is developing a highly generic Digital Twin Engine (DTE)
to support interdisciplinary Digital Twins(DT). Comprising 31 high profile scientific partner in-
stitutions, the project brings together infrastructure providers, technology providers and DT use
cases from High Energy and AstroParticle Physics, Radio Astronomy, Climate Research and En-
vironmental Monitoring. This group of experts enables the co-design of both the DTE Blueprint
Architecture and the prototype platform; not only benefiting end users like scientists and policy-
makers but also DT developers. It achieves this by significantly simplifying the process of creating
and managing complex Digital Twins workflows.
In our presentation, we’ll share the latest updates on our project, including a detailed look at the
DTE Blueprint Architecture released in June 2023. We’re also excited to discuss the second ver-
sion, due for release in January 2024. The presentation will cover the diverse DT use cases we’re
supporting and give a preview of our First Software release planned for February 2024. This talk
is an excellent opportunity for anyone keen to learn about the latest developments in digital twin
engines and their applications in science
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Wireless Broadcasting for Efficiency and Accuracy in
Federated Learning

Tuesday, March 26, 2024 5:00 PM (30 minutes)

Machine learning is today’s fastest-developing and most powerful computer technology, finding
applications in
nearly every domain of science and industry, such as natural language processing, visual object
detection, autonomous driving, stock market prediction, medical applications, and many more.
For machine learning to be effective, a large amount of high-quality training data is essential. At
the same time, the number of Internet of Things (IoT) devices such as smart watches, voice control
systems, air quality monitors, surveillance cameras, and much more is increasing rapidly. These
devices, as well as smartphones, are equipped with high-quality sensors generating an enormous
amount of real-world data which has the potential to feed machine learning models. Due to the
high privacy sensitivity and velocity of the data, classical offline training in data centers is not
possible. To tackle these challenges, Google proposed a new approach to distributed machine
learning called federated learning in 2016. In federated learning, clients train a global model on
local data and upload only their model parameter deltas to a server where they get merged into a
global model while keeping their local data private. While this approach holds great opportunity
for privacy-preserving AI solutions e.g. for medical applications, several challenges limiting its
efficiency and effectiveness remain, namely communication cost, the dependency on a trusted
central server, and the parameter divergence in the presence of non-IID training data.

In this paper, we first analyze the state of the art with respect to the aforementioned challenges.
Considering the characteristics of modern wireless networks, we notice that there is a huge op-
portunity for leveraging wireless broadcasting in a hybrid system architecture comprising peer-to-
peer subgroups and hierarchical servers. We design a new protocol for federated learning where
clients asynchronously share gradient updates with other nearby clients via wireless broadcasting
and globally exchange gradient updates via a hierarchical server network. This way, we benefit
from the efficiency of wireless broadcasting to increase communication efficiency and decrease
server involvement. Furthermore, the frequent exchange of gradient updates between clients al-
lows us to better cope with non-IID training data and allows for higher privacy guarantees.
Our protocol serves as a framework that can easily be enhanced using many recently published
contributions in federated learning. The impact of our work is expected to become even stronger
in future 5G+ networks because it benefits from high device density and mobility.
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China-Europe data transfer challenge under
upgrading LHCONE Network at IHEP

The Institute of High Energy Physics data center stores a large amount of experimental data from
major scientific instruments, including the Jiangmen Underground Neutrino Observatory (JUNO),
which is transmitted and backed up among collaborating data centers. The data center of the
Institute of High Energy Physics has upgraded the transmission link of LHCONE from the original
10Gbps to 100Gbps. In order to prevent large-scale transmission failures and ensure transmission
quality, it is necessary to conduct transmission testing to understand the transmission performance.
Currently, there is a lack of understanding of the performance under long-term transmission and
under high-load pressure testing. To address this issue, this project has conducted research on
transmission and developed a data injection tool, which has achieved functions such as adjusting
the amount of transmitted data and transmission intervals. It can also visualize the test results,
allowing for long-term transmission testing to observe whether there is a decrease in performance,
an increase in failure rate, or other issues during continuous operation. Additionally, it can conduct
stress testing to observe whether the transmission can maintain stable performance under high
load. Through testing, it is possible to understand the quality and performance of transmission
under long-term and stress testing, in order to better optimize transmission and improve its quality.
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Social responsibility for AI in cyberspace
Wednesday, March 27, 2024 2:00 PM (20 minutes)

The so-called trolley problem is to ask AI for an ethical solution. However, such a problem is not
unique to AI. A similar ethical question has also been there in China for many centuries : “Whom
to save first when both your mother and your wife fall into water?”
Indeed, the ethics associated with AI are discussed at various levels. UNESCO and OECD are
the leading international organizations that recognize the importance, implication and possible
challenges of AI to human lives. The landscape of AI is very wide and diverse :
- From language translation to personalized content creation
- Scientific measurements and observations
- Audio and video generation, and music composition or painting
- Financial and legal assistance
- Healthcare and sophisticated medical detectors for diseases, cancer cells
- Chatbot, etc.

However, AI is not human. Thus, AI need not respect any ethics that are aimed for humans. But
designers of AI can make AI obey human ethics. Thus, designers should be armed with “AI ethics”
in order to make AI ethical, i.e., to make AI equipped with “ethics of AI.” These two concepts look
identical, but have noticeably different aspects.

We all know that AI should be designed to ensure the users of the AI that :
-The whole life cycle of AI are transparent and explainable
-They [designers] are responsible and accountable for AI
-They have full awareness and literacy
-AI is designed, developed, set into operation with multi-stakeholder collaboration and adaptive
governance
These guidelines may be called the AI ethics.

On the other hand, there is also the ethics of AI, which is to make AI ethical. AI should not help,
suggest, decide or lead humans to immoral, unethical conclusions. It is definitely required when
AI deals with subjects involving ethical values. Hence, ethics of AI should be installed or equipped
beforehand in AI.

In this talk, I would discuss, including these two concepts, social responsibility in cyberspace.
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An Approach to Realistic Parameterization (REP)
Model of Typhoon Pressure and Wind Fields Around

Taiwan
Wednesday, March 27, 2024 11:00 AM (30 minutes)

Typhoon-induced storm surge modeling involves forcings of 10-m wind and sea level pressure
fields, typically determined by an adequate parametric typhoon model based on typhoon tracks,
sizes, and intensities or a fully dynamical simulation by numerical weather prediction (NWP). Para-
metric models have been widely developed to simulate tropical cyclones. In conventional Holland-
type parametric models, a typhoon or hurricane is modeled as a symmetric or quasi-symmetric vor-
tex. These symmetric assumptions fit the observation well in deep-ocean areas or areas with flat
topography. A tall Central Mountain Range (CMR), however, will cause these models to produce
significant errors. The presence of CMR can impact TCs moving over it or passing by, resulting
in storm surge modulation in Taiwan’s vicinity. The diversity of the environment surrounding
Taiwan generates various physical issues that complicate storm surges. In this paper, we aim to
create a new weather model for storm surge calculation while only the track and intensity are
known for a tropical cyclone, and this model shall be able to present the terrain blockage effect.
Because the wind velocity is much faster than the moving speed of the typhoon, the flow field
soon transfers from a transition stage into a quasi-steady state. As a result, the weather field is
primarily controlled by storm intensity and topography and has less effect from the storm trajec-
tory. This paper presents a new statistical method for generating a realistic weather field based
on the location and intensity of the typhoon. Instead of using conventional parametric models
to represent the structure of wind and pressure fields of a typhoon, we aim to develop a Realis-
tic Parameterization (REP) Model by employing a 10-m (above sea level) wind field and sea-level
pressure from historical typhoons to provide more realistic typhoon model and to generate better
storm surges when the influence of topography is non-negligible. We adopted the ERA-5 reanal-
ysis data from the European Centre for Medium-Range Weather Forecasts (ECMWF) with a total
of 3200 data from 1981 to 2021. ERA-5 reanalysis data were validated against ground observation
from the Central Weather Bureau (CWB) in Taiwan, including pressure and wind speed gauge
data. The storm surge was simulated using the COMCOT-SS model. The results were compared
with the tidal gauge data from CWB as well. Excellent comparison results can be seen. After the
validation, the ERA-5 data were used as the database to generate the weather field by providing
the location and intensity of the typhoon.
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NOTED: a congestion driven network controller
Thursday, March 28, 2024 2:30 PM (30 minutes)

NOTED is an intelligent network controller that aims to improve the throughput of large data
transfers in FTS (File Transfers Services), which is the service used to exchange data transfers be-
tween WLCG sites, to better exploit the available network resources. For a defined set of source
and destination endpoints, NOTED retrieves the data from FTS to get the on-going data traffic
and uses the CRIC (Computing Resource Information Catalog) database to get comprehensive un-
derstanding about the network topology. This feature, has been shown successful results during
SC22 and SC23 conferences where, NOTED was executing actions when it detected congestion
on a given link and dynamically reconfiguring the network topology by using an SDN (Software-
defined Network) service. Recently, NOTED has been integrated with the CERN NMS (Network
Monitoring System) to increase even more its capabilities and be driven by congestion. In this way,
NOTED brings the capability to identify which WLCG sites are congesting the network, both in
LHCOPN (Tier 0 to Tier 1’s links) and LHCONE (Tier 1’s to Tier 2’s links) networks, and execute
an action in the network to reconfigured it by adding capacity to the network. This new version
of NOTED has been tested during SC23 and will be used at scale during DC24 (WCLG Data Chal-
lenge) in which the NREN’s and WLCG sites performs the testing at 25% of rate that will be use
by HL-LHC (High Luminosity LHC) to accomplish the requirements by 2029.
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Networking at the WLCG: R&D activities and DC24
testing

Thursday, March 28, 2024 3:00 PM (30 minutes)

In recent years, different R&D activities have been developed at CERN within the WLCG (World
LHC Computing Grid) to exploit the network and provide new capabilities for future applications.
An example is NOTED (Network Optimised Transfer of Experimental Data) to dynamically re-
configure network links to increase the effective bandwidth available for FTS-driven transfers by
using dynamic circuit provisioning systems such as SENSE and AutoGOLE. Another example is
the packet marking initiative of the RNTWG (Research Network Technical Working Group) to
increase network visibility and distinguish network flows by LHC experiment and application,
through use of the flow label field of IPv6 packets. Additionally, the RNTWG is working on packet
pacing with BBR (Bottleneck Bandwidth and Round-trip propagation time) and Jumbo frames. In
this way, during DC24 the different R&D activities have been tested at scale and based on the
results analyse their feasibility for future applications.
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Numerical Simulations of Landslide-Induced
Tsunami Event of Guishan Island

Wednesday, March 27, 2024 11:30 AM (30 minutes)

In the past, estimating tsunami characteristics induced by volcanic-related landslides often relied
on approximations of total tsunami volume or using empirical formulas to estimate initial wave
heights. In this study, we take the example of Guishan Island off the eastern coast of Taiwan
and employ a numerical model, specifically the Discontinuous Bi-viscous Model (DBM), combined
with a three-dimensional incompressible flow model (Splash3D). This approach aims to compre-
hensively depict the dynamic processes of rockslide-induced landslides and the ensuing behavior
of landslide-induced tsunamis upon entering the sea.

Huang (2018) utilized multi-beam bathymetric data, sub-bottom profiler, sides can sonar, sparker
seismic reflection data, and remotely operated vehicle (ROV) dive data
to investigate landslide features in the northern maritime region of Guishan Island.
The study proposed that the landslide deposits can be divided into three MTD (Mass Transport
Deposit) units (MTD1, MTD2, and MTD3). The main volcanic debris avalanche deposits are identi-
fied as MTD3, and a model was proposed to explain the lateral collapse and subsequent submarine
landslide events.

By leveraging the measurements of MTD3 from Huang (2018), this study was able to calibrate
the parameters used in the DBM to reconstruct ancient tsunami events around Guishan Island.
This not only facilitates a more in-depth understanding of the dynamic processes during landslide
events but also offers an ideal basis for disaster prevention references and formulating strategies
for potential tsunami hazards in the region in the future.
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Open data at DESY
Tuesday, March 26, 2024 2:00 PM (20 minutes)

The DESY Research Infrastructure, historically supports a large variety of sciences, like High En-
ergy and Astro particle Physics, Dark matter research, Physics with Photons and Structural Biol-
ogy. Most of those domains generate large amounts of precious data, handled according to domain
specific policies and taking into account embargo periods and license restrictions. However, a sig-
nificant section of this data is supposed to become “Open Data”, often enforced by funding agencies.
To support its scientific communities in producing and using open data, DESY-IT is developing and
installing central services, making open data sets easily findable, browsable and viewable. In addi-
tion, mechanisms will be provided to analyse data for the long tail of science, not covered by large
e-Infrastructures.

Following the principles of Open and FAIR data, we will provide a metadata catalogue to make the
data findable. The accessibility aspect is approached by making use of federated user accounts via
eduGAIN and will enable community members to use their institutional accounts for data access.
The interoperability of the data sets is ensured by using community approved data formats such as
HDF5, specifically NeXuS and openPMD wherever possible. Providing the technical and scientific
metadata will finally make the open data sets reusable for subsequent analyses and research.

Our proposed setup will initially consist of three components: the metadata catalogue SciCat,
the storage system dCache and the VISA (Virtual Infrastructure for Scientific Analysis) portal.
Scientific data can then be placed in a specific directory on dCache together with its metadata and
will be ingested into SciCat to be availabe for access and download. Simultaneously, a subset of
the technical and scientific metadata will be integrated into the VISA portal such that scientists
can access the dataset within it. VISA has been developed for creating virtual machines that come
with analysis tools pre-installed, the selected data already mounted and accessible from a web
browser such that anyone can reliably access and explore data without having to install anything
themselves.

During the talk at ISGC, we will present the architecture of the system, its individual components
as well as their interplay. A public entrypoint for the auditorium to test accessing data and the
analysis tools by themselves will be given, too.
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Exploring Database-aided Workflows on Cloud and
High-Performance Computing for Physics

Simulation Data
Thursday, March 28, 2024 11:20 AM (20 minutes)

While database management systems (DBMS) are one of the most important IT concepts, scien-
tific supercomputing makes little use of them. Reasons for this situation range from a preference
towards direct file I/O without overheads to feasibility problems in reaching DBMS from High-
Performance Computing (HPC) cluster nodes. However, trends such as the increasing re-usage of
scientific output data or the collaboration of researchers from science, SMEs and industry give a
strong motivation to revisit the topic. The Horizon Europe “Extreme Data” project EXA4MIND, for
example, aims at bridging the ecosystems of DBMS, supercomputing, and European Data Spaces.

In the context of this project, the work presented here explores different approaches and systems
for managing data and thus optimising data-driven workflows across Cloud-Computing (IaaS) and
HPC systems. We evaluate typical workflows for physics simulations on supercomputing systems
at LRZ (Garching b.M./DE) and IT4Innovations (Ostrava/CZ). The use cases we focus upon in this
contribution are simulated many-body systems of molecules or elementary particles on different
energy scales, either using molecular dynamics (MD, low energy) or plasma physics (high en-
ergy). As often in computational science, much work goes into postprocessing, visualising and
discussing the simulated data, often several times in an iterative process. Our test datasets are, on
the one hand, produced by MD simulations (Modelling for Nanotechnologies Lab, IT4Innovations,
Ostrava/CZ), where the interaction of molecules is calculated via empirical force field models. On
the other hand, we have outputs from the Plasma Simulation Code (Ruhl et al., Ludwig Maximilian
University of Munich/DE), simulating the fields and trajectories of charged particles in a plasma.
These simulations follow up to billions of particles, writing out their properties and location tra-
jectories in each time step.

The production of such simulation outputs can take up to hundreds of thousands CPU hours, and
the particle and field data can occupy Gigabytes or Terabytes. These then have to be postprocessed
(e.g. aggregation of domain patches, extraction of statistical information), and evaluated, on vari-
ous levels – from ensembles of simulations down to single particle trajectories or timesteps. Even
for one study, the datasets are revisited typically several times, for example for weight recalcu-
lation, visualization and evaluation of the validity of force field assumptions. These workflows
typically involve a lot of manual labour and attention from the researcher. We benchmark proper
data backends (including DBMS) and use cross-system orchestration tools, in particular the LEXIS
platform (lexis-project.eu), to make this more efficient.

Our focus includes testing the performance of typical data queries and iterative postprocessing
steps with different execution methods. We strive to facilitate faster and more flexible access to the
raw data by exploring the properties of different storage and database systems. These range from
data access schemes facilitated by common python environments over row-based DBMS such as
PostgreSQL to column DBMS like MonetDB, where techniques like SciQL can operate live queries
on large array-based datasets in memory, or functionalities like Data Vaults can provide access
to external repositories. We conclude our contribution stating that modern data storage concepts
involving DBMS are also an optimum basis for data sharing and systematic metadata management.
Thus, we aim at facilitating a research data management according to the FAIR (findable, accessible,
interoperable, reusable) principles from the start.

This research received the support of the EXA4MIND project, funded by a European Union´s Hori-
zon Europe Research and Innovation Programme, under Grant Agreement N° 101092944. Views
and opinions expressed are however those of the author(s) only and do not necessarily reflect
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those of the European Union or the European Commission. Neither the European Union nor the
granting authority can be held responsible for them.
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Deep learning approaches for prevention of Japanese
local monkey trespassing in a sweet potato field

Tuesday, March 26, 2024 4:00 PM (30 minutes)

As human-wildlife conflicts escalate in our area and around Japan, safeguarding crops and farmers
from animal intrusions becomes paramount. This research introduces a deep learning approach to
prototype a prevention system against monkey trespassing in sweet potato fields. The proposed
system was motivated by the idea of developing wildlife identification and assisting local farmers
in protecting their sweet potato fields in the autumn of 2022 and 2023.
This research project explores the complexities of utilizing deep learning algorithms to monitor
monkey activity in real-time within agricultural settings. We evaluated deep-learning models
based on the you-only-look-once (YOLO) algorithm version 4, which can simultaneously classify
and localize images to identify local monkeys. Our prototype was designed to detect live monkeys
in images from a real-time streaming Protocol (RTSP) Camera and automatically notify farmer
group members via the Line application. We successfully installed and tested the system at a
sweet potato field in Hakusan, Ishikawa, using four cameras and a solar power system to ensure
24-hour operation from September through November of 2022 and 2023. We collected data from
trail cameras installed around the sweet potato fields to train the model and used the deep learning
software called CiRA CORE (https://www.cira-ai.com/en).
Furthermore, this research emphasizes the significance of performance analysis and system tuning
to optimize the efficacy of the proposed deep learning-based prevention system. A comprehensive
evaluation of the system’s performance metrics, including detection accuracy, response time, and
false positive rates, is conducted. Using the k-fold cross-validation method, we find the skill set
of the local model/monkey picture dataset on new pictures and videos. The findings inform the
iterative system tuning process, where adjustments are made to improve overall performance and
minimize false alarms.
The research emphasizes the need to optimize the deep learning-based prevention system by con-
ducting a comprehensive evaluation of its performance metrics, such as detection accuracy, re-
sponse time, and false positive rates. The study used the k-fold cross-validation method to deter-
mine the system’s skill set on new pictures and videos and used the findings to inform the iterative
system tuning process. This resulted in adjustments made to improve overall performance and min-
imize false alarms.
In conclusion, the prototype was successfully trained and operated on a Windows PC with 32
GB RAM, 64-bit Operating System, and Intel(R) Core(TM) i9-9900K CPU@3.60GHz with Nvidia
GeForce RTX 3080 10 GB graphics processing unit (GPU). The model demonstrated high perfor-
mance in terms of classification and accuracy with a real-time streaming camera. The system can
provide advance notification to farmers to prevent damage caused by monkeys.
Moreover, This research provides a comprehensive exploration of the application of deep learning
in preventing monkey trespassing in sweet potato fields. In this study, we look into the importance
of performance analysis and system tuning, and the study offers a holistic perspective on devel-
oping and optimizing an effective and practical solution for mitigating human-wildlife conflicts in
the local agricultural environment.

Primary author: Mr SANG-NGENCHAI, Apirak (Kanazawa Institute of Technology / International
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Leveraging Cloud-based OpenAI’s LLMs to Create
Learning-as-a-Service (LaaS) Solutions for Culturally
Rich Conversational AI: A Study Using the Legacy of

Slavery Dataset (Remote Presentation)
Tuesday, March 26, 2024 2:00 PM (30 minutes)

Abstract:
In scientific applications, integrating artificial intelligence (AI) and machine learning (ML) has
revolutionized research methodologies and workflows. This study delves into an innovative appli-
cation of cloud-based OpenAI’s Large Language Models (LLMs) in developing a conversational AI
chatbot, drawing exclusively from the culturally significant Legacy of Slavery (LoS) datasets main-
tained by the Maryland State Archives. This initiative deviates from conventional chatbots that rely
on a vast, generalized corpus for training. Instead, it focuses on harnessing the LoS datasets as the
sole source for responses, thereby ensuring the authenticity and contextual relevance of the histor-
ical content. At the heart of this research are cloud-hosted digital notebooks designed as Learning-
as-a-Service (LaaS) solutions. These notebooks are designed to elucidate the methodology behind
employing OpenAI’s LLMs to engineer a chatbot that not only engages in meaningful dialogues
but is also constrained to using verified data from the LoS collection. The intention is to create a
chatbot that supports educational and research-focused interactions, offering users insights rooted
directly in the archival material. Additionally, the project integrates LangChain agents, such as
CSV agents, to empower the chatbot with capabilities for data aggregation and analytical tasks,
thereby extending its functionality beyond standard conversational interfaces. A pivotal aspect of
this study is the comparative analysis between the outcomes produced by the LLM-based chatbot
and those obtained using traditional data analysis and visualization tools like Tableau. This com-
parative study is essential to assess the effectiveness and accuracy of AI-driven analysis compared
to conventional data analysis methods. It aims to illuminate the potential benefits and drawbacks
of employing LLMs in scientific and research settings, particularly in the context of historical and
cultural data analysis. The convergence of cloud computing and AI in this project exemplifies an
innovative approach to digital humanities and archival research. It stands as an exemplar of the
possibilities of using AI in the curation, exploration, and dissemination of cultural and historical
data. The cloud-based digital notebooks serve as a model for LaaS solutions, showcasing how AI
can transform the access, analysis, and dissemination of cultural and historical data. This research
contributes significantly to the ongoing discourse on AI-enabled scientific workflows, offering new
perspectives on applying ML and Deep Learning techniques in data-rich domains of humanities
research. This project, through its unique use of AI, opens up new pathways for interacting with,
analyzing, and learning from historical datasets. It demonstrates the transformative potential of
AI in reshaping educational and scholarly approaches to digital humanities. The insights gleaned
from this study are poised to influence a range of disciplines, promoting a deeper understanding
of how AI can be tailored to respect and amplify the nuances of cultural and historical datasets in
the digital era.

Primary author: GNANASEKARAN, Rajesh Kumar (the University of Maryland)
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Recent developments in the data analysis integrated
software system of HEPS (Remote Presentation)

Tuesday, March 26, 2024 3:00 PM (20 minutes)

Recent advances in X-ray beamline technologies, including the advent of very high brilliance beam-
lines at next generation synchrotron sources and advanced detector instrumentation, have led to
an exponential increase in the speed of data collection. As a result, there is a growing need for
a data analysis platform that can refine and optimise data collection strategies on-line and effec-
tively analyse large volumes of data after data collection.
The Data Analysis Integrated Software System (Daisy) has been designed to meet the requirements
of the next generation of advanced synchrotron radiation sources, such as the High Energy Pho-
ton Source (HEPS). Daisy aims to support on-site data analysis services with rapid feedback and
interaction, and offline analysis of large data sets.
In this talk, we will present the latest developments in the Daisy framework, as well as the cus-
tom applications for specific scientific domains that have been developed based on Daisy. Future
developments will also be discussed.
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An investigation about pretrainings for the
multi-modal sensor data

Tuesday, March 26, 2024 2:30 PM (30 minutes)

This paper investigates the effect of pretraining and fine-tuning for a multi-modal dataset. The
detaset used in this study is accumulated in a garbage disposal facility for facility control and con-
sists of 25000 sequential images and corresponding sensor values. The main task for this dataset
is to classify the state of garbage incineration from an input image for the combustion state con-
trol. In this kind of tasks, pretraining with an unsupervised dataset and fine-tuning with a small
supervised dataset is a typical and effective approach to reduce the costs of making supervised
data. We investigated and compared lots of pretraining with sensors and autoencoders to find ef-
fective pretraining. Moreover, we compared some sensor selection methods for pretraining with
sensors. The results show the performance and discussion about fine-tuned models with frozen
and unfrozen pretraining parameters and the sensor selection.
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Closer to IPv6-only on WLCG
Wednesday, March 27, 2024 11:00 AM (30 minutes)

It has now been over 12 years since the HEPiX-IPv6 working group began investigating the migra-
tion of WLCG towards IPv6 in 2011.
The effort of the working group can be split into three phases. In the first phase LHC software was
analyzed in Ipv6 ready, ready with caveats and not ready at all. The aim “enable IPv6 access to all
storage” (the second phase of the working group) was at the end of 2023 closely concluded with
the dual-stack deployment of all Tier-1 and 95% dual-stack storage of the LHC Tier-2 centers as
presented at ISGC2023. The next step towards IPv6 is that the WLCG management board agreed
on a dual stack worker node and service deployment at all LHC Tier-1 and Tier-2 centers until the
end of June 2024. Therefore another GGUS ticket campaign has been started. This presentation
shows the challenges discovered as well as the status of the campaign and furthermore how much
this step brought LHC forward towards an IPv6-only infrastructure.
In the last two weeks of February 2024 the next WLCG Data Challenge will run. The aim is that
25% of the data throughput expected of the high luminosity LHC Run starting in 2029 will be
transferred between the Tier-0 (CERN) and all connected sites at a data rate, that has compared
to todays standards an extremely high volume. One of the IPv6 initiatives is to identify specific
link(s) and study their IPv4 and IPv6 traffic. Initially at least the LHCOPN link between CERN
and DE-KIT will be inspected as well as further LHCOPN links other Tier-1s which will join this
initiative. The first task is to evaluate the remaining use of IPv4 on the inspected links. For ex-
ample preference for IPv6, which should be the norm with IPv6 Address Selection (RFC 6724), is
not being honored due to “hidden” settings in applications and programming environments, or
accidental misconfiguration. For example the Java preference for IPv4 caused most dCache traffic
to be IPv4 until corrected. The next step will be to determine how to remove the remaining use
of IPv4 traffic on the link to establish IPv6-only communication over the LHCOPN links between
these site(s) in the future.
This will prepare for the ultimate goal of removing IPv4 from the WLCG infrastructure, to simplify
operations, streamline security management, and remove NAT inefficiencies. All this is required
to make sure that there is no critical traffic left using IPv4 and that the last and third phase of the
WG can be brought forward going in LHC to IPv6 only.
The migration of the German Tier-1 towards IPv6 has developed further. The additional trans-
ferred communication towards IPv6 of the worker nodes will be shown as well as an overview of
the required configuration steps.
LHC is moving towards IPv6-only and has reached the point where already a large majority of the
traffic is IPv6. The step to go to IPv6-only has yet to come, however, the duration of this process
cannot be determined. Other research communities can learn much from LHC migration towards
IPv6, but the recommendation is definitely to every new program “start from the beginning with
IPv6 only”.

Primary author: HOEFT, Bruno (Karlsruhe Institute of Technology)

Co-authors: Dr KELSEY, David (STFC-RAL); MARTELLI, Edoardo (CERN); MISA MOREIRA, Car-
men (CERN); Dr SCIABÀ, Andrea (CERN)
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Status update on the deployment of threat
intelligence and operational security monitoring

capabilities (Remote Presentation)
Tuesday, March 26, 2024 12:00 PM (20 minutes)

We have presented previously on the strategic direction of the Security Operations Centre work-
ing group, focused on building reference designs for sites to deploy the capability to actively use
threat intelligence with fine-grained network monitoring and other tools. This work continues
in an environment where the cybersecurity risk faced by research and education, notably from
ransomware attacks, continues to be very high.

In this report we discuss recent developments in the community, including both updates on deploy-
ment of security tools as well as progress in the sharing of threat intelligence in different contexts

Primary authors: CROOKS, David (UKRI STFC); VALSAN, Liviu (CERN)
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Evaluation on Momentum Contrastive Learning
with 3D Local Parts

Wednesday, March 27, 2024 11:30 AM (30 minutes)

Self-supervised learning speeds up the representation learning process in lots of computer vision
tasks. It also saves time and labor of labelling the dataset. Momentum Contrast (MoCo) is one of ef-
ficient contrastive learning methods, which has achieved positive results on different downstream
vision tasks with self-supervised learning. However, its performance on extracting 3D local parts
representations remains unknown. In our study, we make modifications on the MoCo model to
learn the local features of ShapeNet, and design data augmentation methods and local clustering
method to randomly generate local clusters. To evaluate proposed method, the evaluation exper-
iments on different scales of local clusters and data augmentation methods with our method are
performed, then we perform the 3D object classification downstream task on the local parts with
pretrained model. From the results, the modified MoCo model shows great performance on ex-
tracting local representations and make the classification downstream task faster with pretrained
model.

Primary authors: SHA, XUANMENG (Osaka University); MASHITA, Tomohiro (Osaka Univer-
sity)
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Support to experiments in the transition from X.509
authN/Z to SciTokens

Friday, March 29, 2024 9:00 AM (20 minutes)

X.509 certificates and VOMS proxies are widely used by the scientific community for authenti-
cation and authorization (authN/Z) in GRID Storage and Computing Elements. Although this
has contributed to improve worldwide scientific collaboration, X.509 authN/Z comes with some
downsides: mainly security issues and lots of customization needed to integrate them with other
services.

The GRID computing communities have decided to migrate to token-based authentication, a new
web technology that has proved to be flexible and secure.
SciTokens, the token model adopted by the GRID communities, are based on JSON Web Tokens
(JWT): a compact way to securely transmit information as JSON objects.
JWT are usually short-lived and provide fine-grained authorization, based on “scopes”, to perform
specific actions.
These scopes are embedded into the token and are specified during the request procedure so they
last only until token expiration time. Scopes can be requested based on user groups and permis-
sion thus providing the possibility of restricting a group to perform only a subset of actions.
These characteristics make up to a more secure alternative to X.509 proxies.
Being largely used in industries, JWT are also easily integrated in services not specifically de-
veloped for the scientific community, such as calendars, Sync and Share services, collaborative
software development platforms, and more.
As such, SciTokens suit the many heterogeneous demands of GRID communities and some of them
already started the transition in 2022.

In the Italian WLCG Tier-1, located in Bologna and managed by INFN - CNAF, several computing
resources are hosted and made available to scientific collaborations in the fields of High-Energy
Physics, Astroparticle Physics, Gravitational Waves, Nuclear Physics and many others.
Although LHC experiments at CERN are the main users of CNAF resources, many other commu-
nities and experiments are being supported in their computing activities.

While the main LHC experiments have already planned their own transition from X.509 to token-
based authN/Z, many medium/small-sized collaborations struggle to put effort into it.

The Tier-1 User Support unit has the duty of guiding users towards efficient and modern computing
techniques and workflows involving data and computing resources access.

As such, the User Support group is playing a central role in preparing documentation, tools and
services to ease the transition from X.509 to SciTokens.
The foreseen support strategy and the related tools will be presented. Future workflow plans in
view of the complete transition will also be presented.

Primary author: Mr PASCOLINI, Alessandro (INFN - CNAF)
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High Energy Physics Scientific Data Transfer System
(Remote Presentation)

Thursday, March 28, 2024 2:00 PM (20 minutes)

The Institute of High Energy Physics has constructed multiple large-scale scientific facilities, in-
cluding BSRF, HEPS, LHAASO, JUNO, AliCPT, which generate a large amount of data requiring
high-performance data transfer services. According to the strategic plan of the Computing Cen-
ter’s “One Platform, Multiple Centers”, data needs to be moved between multiple data centers, thus
necessitating high-performance data transfer services. The National High Energy Physics Scien-
tific Data Center receives data from various research projects and requires data submission and
long-term preservation, also requiring high-performance data transfer services. To meet the data
transfer needs of different experiments, a High Energy Physics Scientific Data transfer System
has been designed. This system adopts a cluster-based design and management, with the trans-
fer cluster consisting of a control master node and transfer sub-nodes. The control master node
implements functions such as transfer task discovery, message queues, and web service support.
The transfer sub-nodes provide scientific data transfer services and metadata interactions. The
system has been deployed in multiple experiments and has achieved stable operation and good
performance. This report will provide a detailed description of the various functional modules of
the transfer system, as well as the deployment and application scenarios in different experiments.

Primary author: BO, zhuang (IHEP)
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An Artificial Intelligence-based service to automatize
the INFN CNAF User Support (remote Presentation)

Wednesday, March 27, 2024 12:00 PM (30 minutes)

The INFN CNAF User Support unit plays the role of the first interface to the user of the data center,
which provides computing resources to over 60 scientific communities in the fields of Particle,
Nuclear and Astro-particle physics, Cosmology and Medicine.

While its duties span from repetitive tasks to supporting complex scientific-computing workflows,
many of them can be automatized or simplified and made efficient through Artifical Intelligence
(AI) techniques, which have shown promising accuracy in the text multi-labeling classification
problem. Indeed, part of the users’ requests cannot be directly addressed without the intervention
of one of the other INFN-CNAF units, which act as a second level of support. In these cases,
automatic labeling is exploited to address the relevant units of the request.

Over the many years of activity of the User Support group, several thousands of users’ e-mail
bilingual messages, both in Italian and English, have been collected, and have been used to pro-
vide training samples to Machine Learning algorithms, and validate them with new coming users’
requests. These messages can be organized in threads which comprise user requests and the cor-
responding solutions, as well as the messages to and from the involved second-level support unit,
which are implicitly labelled by the recipients list of the e-mail.

In this study, we have applied a set of Machine Learning classification models, such as Support Vec-
tor Machine, Naive Bayes, and Convolutional Neural Network, to the extracted features of the pre-
processed text messages that we have obtained with Natural language Processing solutions. The
defined models have been compared by considering various feature extraction techniques, such as
Bag of Words, Term Frequency - Inverse Document Frequency, Bag of n-Grams, and WordEmbed-
ding, to improve their performance. The best models have been exploited by our AI-based service
that is involved in the Virtual User Support Assistant. It receives text in a chat-like user interface
and provides a reply on the base of the training knowledge base.

The prototype has been implemented in Python through the usage of several AI libraries, among
them nltk and scikit-learn. A set of the INFN-CNAF users have been selected to test the prototype
and give their precious feedback to the User Support unit.

In conclusion, our study not only showcases the technical prowess of AI in enhancing the INFN-
CNAF user support activities, but also emphasizes the broader considerations of user satisfaction,
scalability, and future readiness.

Future developments also foresee the study of Large Language Models such as GPT-3.5 and LLAMA
2 for providing a more natural user experience.

Primary authors: Dr RONCHIERI, Elisabetta (INFN CNAF); Dr CESINI, Daniele (INFN-CNAF); FORNARI,
Federico (INFN-CNAF); LATTANZIO, Daniele (INFN - CNAF); MORGANTI, Lucia (INFN - CNAF); PAS-
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Co-author: BARBETTI, Matteo (INFN CNAF)

Presenters: Dr RONCHIERI, Elisabetta (INFN CNAF); Dr PELLEGRINO, Carmelo (INFN-CNAF)

February 8, 2026 Page 56



International Sy … / Report of Contributions An Artificial Intelligence-based se …

Session Classification: Artificial Intelligence (AI)

Track Classification: Track 10: Artificial Intelligence (AI)

February 8, 2026 Page 57



International Sy … / Report of Contributions Signal model parameter scan using …

Contribution ID: 43 Type: Oral Presentation

Signal model parameter scan using Normalizing
Flow

Friday, March 29, 2024 10:50 AM (20 minutes)

The discovery of Beyond the Standard Model (BSM) is a major subject of many experiments, such
as the ATLAS and CMS experiments with the Large Hadron Collider, which has the world’s high-
est centre-of-mass energy. Many types of BSM models have been proposed to solve the issues of
the Standard Model. Many of them have some or many model parameters, e.g. the Minimal Su-
persymmetric Standard Model, which is one of the most famous BSM models, has more than 100
model parameters. These model parameters are free parameters; they cannot be predicted from
theories and need to be tested experimentally.

Data analysis of BSM model searches involves comparing observed experimental data with a par-
ticular BSM model. When the BSM model parameters are multidimensional, performing an anal-
ysis covering the whole phase space is difficult. Instead, it is often performed by fixing some of
the model parameters to focus on one or two parameters or by defining and using some typical
benchmark points, resulting in phase space holes that are not covered by the search.

This talk presents a parameter scan technique for BSM signal models based on Normalizing Flow.
Normalizing Flow is a type of deep learning model that transforms a simple probability distribu-
tion into a complex probability distribution as an invertible function. By learning an invertible
transformation between a complex multidimensional distribution, such as experimental data ob-
served in collider experiments, and a multidimensional normal distribution, the Normalizing flow
model gains the ability to sample (or generate) pseudo experimental data from random numbers
and to evaluate a log-likelihood value from multidimensional observed events. The Normalizing
Flow model can also be extended to take multidimensional conditional variables as arguments.
That is, the Normalizing Flow model becomes a generator and evaluator of pseudo experimental
data conditioned by the BSM model parameters. The log-likelihood value, the output of the Nor-
malizing Flow model, is a function of the conditional variables. Therefore, the model can quickly
calculate gradients of the log-likelihood to the conditional variables. Following this property, it
is expected that the most likely set of conditional variables that reproduce the experimental data,
i.e. the optimal set of parameters for the BSM model, can be efficiently searched. This talk will
demonstrate this on a simple dataset and discuss its limitations and future extensions.

Primary authors: SAITO, Masahiko (ICEPP, The University of Tokyo); MORINAGA, Masahiro; KISHI-
MOTO, Tomoe (University of Tokyo); TANAKA, Junichi (University of Tokyo)
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A TeRABIT network for the Einstein Telescope in
Italy

Wednesday, March 27, 2024 11:30 AM (30 minutes)

TeRABIT (Terabit Network for Research and Academic Big Data in ITaly) is a project funded within
the initiative for realization of an integrated system of research and innovation infrastructures of
the Italian National Recovery Plan. TeRABIT aims at creating a distributed, hyper-networked, hy-
brid Cloud-HPC computing environment offering tailored services to address the diverse require-
ments of research communities. This will be done by networking, integrating and upgrading three
leading digital Research Infrastructures inserted in the National Plan for Strategic Research In-
frastructures: GARR-T (the national network infrastructure dedicated to Research and Education),
PRACE-Italy (the Italian node of PRACE, the Partnership for Advanced Computing in Europe),
HPC-BD-AI (the National HUB for HPC for Big Data and Artificial Intelligence).
The project will seamlessly integrate state-of-the-art High-Performance and High-Throughput
computing elements into an innovative distributed platform, leveraging heterogeneous hardware
and offering a portfolio of computing solutions for data-intensive research and industry applica-
tions, from edge computing to connectivity and workflows to central HPC Exascale systems. The
extensive portfolio and a computing power in the order of Petaflops will enable TeRABIT to han-
dle parallel requests from many scientific domains and industrial applications, where and when
needed and act as a fast lane to prototype innovative research.
The project, funded with a budget of 41 M€ in three years , is coordinated by INFN (the National
Institute of Nuclear Physics) in partnership with OGS (the National Institute of Oceanography and
Experimental Geophysics - OGS), GARR Consortium (the Italian Education and Research Network)
and CINECA (a Consortium dedicated to advanced computing which includes 117 Institutions, Uni-
versities, the Ministry of Research, the Ministry of Education and several Research Institutions and
public bodies).

TeRABIT will consider high performance computing and distributed cloud services within the
framework of the edge-computing paradigm, developing a mid-size HPC service instances (HPC
Bubbles) which are deployed closer to the users and data sources. The project is developed in
strict synergy with the supercomputing services of ICSC, the National Research Centre for High
Performance Computing, Big Data and Quantum Computing, as well as the national Tier-1s.

The TeRABIT network related activity, which represents 40% of the total budget, is focused on
providing the necessary technology and capacity upgrades and the geographical extension of the
ultra-broadband network layer in order to bring Terabit-grade connectivity and composable ser-
vices to Universities and Research centers in the Sardinia Region and upgrade the fiber network
in Sicily where the KM3net project is located.
This substantial connectivity upgrade will become an essential asset for the Italian proposal to
host in Sardinia the Einstein Telescope, the future European Laboratory for gravitational waves.
Italy already hosts the VIRGO detector and brings a consolidated scientific expertise developed
within the LIGO-VIRGO collaboration (now LIGO-VIRGO-KAGRA Collaboration) which achieved
the first direct detection of a gravitational waves signal (leading to the Nobel prize in 2017) and
opened the era of multi-messenger astronomy. Presently LIGO and VIRGO are still the only de-
tectors worldwide capable of observing gravitational waves.
Sardinia has unique characteristics in terms of extremely low seismic and anthropic noise, making
the region an ideal site for the future European observatory.
Einstein Telescope is part the program for the future large research infrastructures within ESFRI,
the European Strategy Forum for Research Infrastructures. Presently two sites are under study,
one in Sardinia, supported by the Italian Government and one in the Euregio Meuse-Rhine (the
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border area of the Netherlands, Belgium and Germany) with the support of the Dutch Government.
The project started with the idea of a single site, but recent scientific results show that the most
promising solution should be a configuration based on a twin system, located at a large distance,
like the present LIGO detector.
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Redesign and Modernization of the INFN Cloud
Dashboard: improving efficiency, user-experience,

and security
Tuesday, March 26, 2024 2:20 PM (20 minutes)

For over two years the Italian National Institute for Nuclear Physics (INFN) has been actively
operating a national cloud platform designed to streamline access to geographically distributed
computing and storage resources. This initiative includes a catalog of high-level services that can
be instantiated on demand through a web portal. Service descriptions are specified using TOSCA
templates, which are processed by an orchestration system that implements a lightweight feder-
ation of cloud sites and automatic scheduling features to select the optimal provider for service
deployment.

By masking all implementation and infrastructure specifics, the INFN Cloud dashboard acts as
a user-friendly gateway, seeking to simplify user interaction with the orchestration and service
deployment platform.

In the modern digital landscape, a website reflects an organization’s commitment to excellence
and user satisfaction. With that in mind, we set out to transform our existing portal, the INFN
Cloud Dashboard, into something new, by making it more secure, efficient, and user-friendly while
providing a visually appealing interface.

To enhance security, we conducted a comprehensive audit to detect vulnerabilities and integrated
state-of-the-art security features. Through various tests, we have improved the platform security
to prevent any type of data leak and to maximize the final user privacy.

Another crucial factor is the effectiveness of the website in terms of performance and user retention.
To enhance efficiency, we optimized the website’s backend infrastructure for speed and scalabil-
ity. This involved refining the codebase, minimizing the requests, and employing techniques to
expedite content delivery.

To improve the user experience, we used an optimal UX strategy that focuses on understanding and
addressing the needs and preferences of the target audience. This includes simplifying navigation,
streamlining content layout, and enhancing interactivity to make the website more intuitive and
enjoyable to use. We achieved that by making the website experience customizable by the end
user and through the adoption of a responsive design that ensures seamless access across various
devices, providing swift and reliable access to the website’s content.

We have also upgraded the design of the website to align it with the INFN visual identity adopt-
ing contemporary aesthetics that resonate with users while maintaining brand consistency. This
includes the thoughtful use of color schemes, typography, and effects that align with the latest
design trends.

Upgrading a website is a continuous process that requires diligence and foresight. By implement-
ing comprehensive security measures, enhancing efficiency, optimizing UX, and refining the de-
sign, we aimed to transform the INFN Cloud Dashboard into an immersive and secure digital
experience.

Primary authors: SERRA, Ettore (INFN); TANGARO, Marco Antonio (CNR); ANTONACCI, Marica
(INFN)
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Protein-protein recognition mechanism through
interfacial hydrogen-bonded water chains

Wednesday, March 27, 2024 2:00 PM (30 minutes)

Protein-protein recognition through the hydrogen-bonded chains of interfacial water is a less ex-
plored mechanism due to the technical challenges involved in the analyses, and the role of waters
in forming a stable protein-protein complex is often elusive. It is still unclear whether and how the
hydrogen-bonded interfacial-water chains contribute to triggering or participating in the recogni-
tion process, especially when the interacting proteins are about to encounter to form a complex, but
are still distinctly separated. In this work, we used the trajectories generated by curvilinear-path
umbrella sampling approach to extract some conformations from the physical paths of unbinding.
We analyzed the water-interface formed between interacting proteins and systematically charac-
terized the hydrogen-bonded water molecules through a newly developed procedure. The revealed
hydrogen-bonded water molecules are used for shortest-path network analysis. The presence of
significant clusters in the mid of the interface and overall robustness of the connectivity between
the interacting proteins through hydrogen-bonded water-chains suggest that these waters play a
crucial role in bridging the interacting proteins, much before they encounter. This work proposes
a highly generalized approach to characterize interfacial waters for protein-protein recognition.

Primary authors: JOSHI, Dhananjay (Research Center for Applied Science); Prof. LIN, Jung-Hsin
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Token Based Identity Management for STFC IRIS
(Remote Presentation)

The IRIS IAM serves the UK IRIS (eInfrastructure for Research and Innovation at STFC) Commu-
nity. IRIS is a collaboration developed by STFC and partner infrastructure providers in order to
integrate and augment the provision of computing capabilities made available to STFC’s Science
Activities, the national facilities such as ISIS and CLF, and partners such as the Diamond Light
Source and the Culham Centre for Fusion Energy (CCFE).
STFC has been working on the development of token based authentication and authorisation in-
frastructure for a number of years, primarily through the operation of the IRIS IAM platform, and
implementation of the INDIGO IAM application.
The IRIS IAM follows the AARC Blueprint Architecture, and operates as an identity proxy – or
“middlething”. IRIS IAM provides a central user management service to the community, allowing
users to register for IRIS identities using their home institutions and also provides service and
client managers with a central location to manage authorisation attributes through group manage-
ment tools.
This session will provide an overview of the current implementation and status of the IRIS IAM
and its underpinning software, Indigo IAM. Forward plans for the service will also be presented,
including ongoing High-Availability work to transition the service to be geographically distributed
between IRIS sites.

Primary author: DACK, Thomas (STFC - UKRI)
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An application-agnostic AI platform to accelerate
Machine Learning adoption for basic to hard ML/DL

scientific use cases. (Remote Presentation)
Tuesday, March 26, 2024 4:30 PM (30 minutes)

Researchers at INFN (National Institute for Nuclear Physics) face challenges from basic to hard
science use cases (e.g., big-data latest generation experiments) in many areas: HEP (High Energy
Physics), Astrophysics, Quantum Computing, Genomics, etc.

Machine Learning (ML) adoption is ubiquitous in these areas, requiring researchers to solve prob-
lems related to the specificity of applications (e.g., tailored models and intricate domain knowl-
edge), but also requiring solving general infrastructure-level and ML-workflow related problems.

As the demand for ML solutions continues to rise across the diverse research domains, there exists
a critical need for an innovative approach to accelerate ML adoption.

In this regard we propose an AI platform designed as an application-agnostic MLaaS (Ma-
chine Learning as a Service) solution, which provides a paradigm shift by offering a flexible and
generalized infrastructure that decouples the ML development process from specific use cases.

The AI platform is implemented as a software layer on top of our cloud serviceplatform, the INFN
Cloud, which offers composable, scalable, and open-source solutions on a dedicated geographi-
cally distributed infrastructure. The INFN Cloud core mission is to facilitate resource sharing and
enhance accessibility for INFN users, encompassing a wide range of resources, including GPUs
and storage.

The AI platform leverages INFN Cloud resources and principles, gathering and orchestrating tech-
nologies to support end-to-end scalable ML solutions: Kubernetes, Kubeflow, KServe, KNative,
Kueue, Horovod, etc., ensuring support for many ML frameworks: TensorFlow, PyTorch, Apache
MXNet, XGBoost, etc.

This contribution will describeTogether with the platform’s design and principles, we presentas
well as some selected use cases from NLP and HEP domains that benefitted from the “aaS” ap-
proach.

The platform’s agnostic nature extends beyond model compatibility to address the practical chal-
lenges associated with deploying ML solutions in real hard science scenarios: streaming services,
exabyte-scale storage solutions, high-bandwidth networking, support for native HEP data (e.g.,
CERN ROOT data format), etc.

Furthermore, the AI platform promotes transfer learning and model reuse, to accelerate the ML de-
velopment lifecycle. Developers can leverage pre-trained models and share knowledge across dif-
ferent applications, reducing the time and resources required for training new models from scratch.
This collaborative aspect not only enhances efficiency but also promotes a collective learning en-
vironment within the research community.

In conclusion, the application-agnostic AI platform serves as a unified ecosystem where develop-
ers, data scientists, and domain experts can collaborate seamlessly. By providing a standardized
framework for ML model development, training, and deployment, the platform eliminates the need
for extensive domain expertise in every application area. This democratization of ML empowers a
broader audience to leverage the benefits of machine learning, breaking down barriers and foster-
ing innovation across diverse research domains.
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UniNuvola: the computing portal of the Perugia
University
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An innovative, distributed, and elastic computing ecosystem, called UniNuvola,
is being deployed at the University of Perugia, involving the Department of
Chemistry, Biology and Biotechnologies, the Department of Physics and Geol-
ogy, the Department of Mathematics and Informatics and the Department of
Engineering. The aim of the project is the creation of a federated and scalable
computing infrastructure, providing scientific services to end users belonging
to both academic structures and, in perspective, SMEs. It represents a proof
of concept of a distributed computing infrastructure empowered with software-
defined networking capabilities, with every node laying transparently its virtual
resources, services, and microservices on a virtual backbone. Our main objective
is to design a virtual distributed networking infrastructure to federate an inno-
vative architecture, with dynamical resource allocation, intelligent management
of large volumes of data and compliant with present European federated com-
putation paradigm and data protection policies. The federation also manages
a heterogeneous collection of virtual application environments by organizing
them into well tested and auto-consistent packages, ready to be used by orga-
nizations guaranteeing, at the same time, the requested performance and result accuracy features.
To this end, a first prototype of four Dell Power Edge R940
nVME servers, each equipped with 2 Intel Xeon Gold CPU, 512 GB of RAM,
and 16 TB of disk space, has been configured with the most recent software
solutions for pursuing the above mentioned objectives. More in detail, a Kuber-
netes cluster has been installed, using the Rook operator for deploying a CEPH
scalable distributed storage. We have also investigated the adoption of both
Metallb and OVN load balancers. User authentication has been managed with
the Vault server interfaced to the University LDAP, while Jupyter Hub has been
containerized into Kubernetes to serve Notebooks for multiple users. On the
other hand, for those workloads already running in virtual environments that
are difficult to containerize into Kubernetes pods, KubeVirt technology provides
us with the possibility of enabling KVM-based virtual machine workloads to be
managed as pods.
Upon this (virtual) infrastructure a ready-to-use collection of scientific pack-
ages, for both research and education purposes, is being developed. To this
end, the capabilities of UniNuvola will be firstly benchmarked with various use
cases, built upon computational chemistry and machine learning applications.
Computational chemistry applications are widely recognized for their high de-
mands on CPUs and storage, making them the ideal candidates for testing the
scalability of the architecture. The significance of machine learning lies not
only in its wide range of applications but also in its high memory requirements.
Applications ranging from image recognition to intrusion detection algorithms,
tested on well-known datasets or from live interaction with external sources, will
allow benchmarking the capability of the platform with respect to the commercial,
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widespread alternatives. In addition, both cases can be utilized to test future
improvements to the infrastructure, such as the inclusion of GPUs and quantum
computing. In fact, during the second phase of the project, both high-end nodes
with GPUs (Nvidia A100) and a solid-state SpinQ Triangulum NMR quantum
computer will be integrated into the UniNuvola cluster to realize an academic
across-the-board data center able to serve a variety of instances.

Primary authors: Prof. FANO’, Livio (Department of Physics and Geology, University of Peru-
gia); Prof. FEMMINELLA, Mauro (Department of Engineering, University of Perugia); Prof. POG-
GIONI, Valentina (Department of Mathematics and Informatics, University of Perugia); Prof. BAT-
TISTONI, Michele (Department of Engineering, University of Perugia); Dr PACIFICI, Leonardo (De-
partment of Chemistry, Biology and Biotechnologies, University of Perugia); Prof. ANGELONI, Laura
(Department of Mathematics and Informatics, University of Perugia); Prof. COSTANTE, Gabriele (De-
partment of Engineering, University of Perugia); Dr MARIOTTI, Mirko (Department of Physics and
Geology, University of Perugia); Dr PEZZELLA, Marco (Department of Physics and Geology, Univer-
sity of Perugia); Prof. FAGINAS LAGO, Maria Noelia (Department of Chemistry, Biology and Biotech-
nologies, University of Perugia); Prof. LOMBARDI, Andrea (Department of Chemistry, Biology and
Biotechnologies, University of Perugia); Dr VITILLARO, Giuseppe (CNR-SCITEC)

Presenter: Dr PEZZELLA, Marco (Department of Physics and Geology, University of Perugia)

Session Classification: Converging High Performance infrastructures: Supercomputers,
clouds, accelerators

Track Classification: Track 9: Converging High Performance Computing Infrastructures:
Supercomputers, clouds, accelerators

February 8, 2026 Page 68



International Sy … / Report of Contributions Participatory Artificial Intelligenc …

Contribution ID: 51 Type: Oral Presentation

Participatory Artificial Intelligence Generated Music
for Pressure Healing
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Abstract
This study investigates the therapeutic potential of using Artificial Intelligence Generated Music
in addressing the impacts of societal pressures on mental well-being. After the 2020 COVID-19
epidemic, industrial and economic uncertainty increased dramatically, and the emotional and psy-
chological state of the individual became a stressful phenomenon. The WHO recognizes that 70%
to 90% of psychosomatic disorders are primarily due to emotional stress and psychological. Music
can uplift the heart, beat depression, relieve pain, and promote physical and mental health. The
“emotional” medicine of the mind is music. Thus, this study focuses on the issue of 1) addressing
the psychological aspects of preventive care and reducing stress, anxiety, and potential physical
risks, 2) using music as an emotionally connected tool to integrate psychological preventive care
and mental health impacts, 3) enhancing overall health prevention, and to promote psychologi-
cal well-being. This study employs a participatory framework. Individuals actively engage with
AI algorithms to co-create personalized content tailored for pressure healing. The study utilizes
a mixed-methods approach, combining quantitative assessments and text analysis techniques to
evaluate the impact of participatory AI interventions comprehensively. Participants collabora-
tively contribute to the customization process, providing input and preferences that guide the
generation of AI-generated content. The study also employs a structured process to ensure mean-
ingful participant engagement, leveraging AI algorithms to analyze user feedback and preferences,
facilitating a personalized content creation experience. The quantitative assessments involve text
analysis techniques applied to user-generated content, utilizing natural language processing to
extract sentiments, themes, and contextual insights related to pressure, well-being, and the effec-
tiveness of pressure healing. This comprehensive analysis aims to capture quantitative metrics
and the nuanced qualitative aspects embedded within participant narratives. Preliminary findings
from the pilot study indicate a positive impact of participatory AI-generated music on pressure
healing. Quantitative data reveal trends suggesting reductions in self-reported pressure levels,
while qualitative insights provide a nuanced understanding of participants’ subjective experiences
and perceptions. These initial results underscore the potential efficacy of the intervention. Fu-
ture research should refine text analysis methodologies to enhance sentiment extraction accuracy
and thematic identification. Expanding the study across diverse populations and cultural contexts
will contribute to the generalizability of the intervention. Longitudinal studies are recommended
to explore the sustained effects of participatory AI interventions over time. Incorporating real-
time physiological feedback mechanisms and exploring ethical considerations associated with AI
in mental health interventions constitute critical areas for future exploration. Additionally, in-
tegrating participatory AI within broader mental health frameworks and treatment plans offers
promising avenues for advancing the field.

Keywords: Artificial Intelligence Generated Music, Pressure Healing, Participatory Framework,
Text Analysis, Quantitative and Qualitative insights
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INFN Cloud User Support: the link between research
and IT
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With a rich heritage in cutting-edge distributed IT technologies, ranging from initial small clusters
to Grid and Cloud-based computing, INFN has introduced “INFN Cloud” about three years ago.
This user-friendly, distributed cloud infrastructure and services portfolio is designed for scientific
communities, providing easy access and utilization.

Given the decentralized nature of the infrastructure and the extensive array of services and techni-
cal solutions in its service catalog, it is crucial to establish a dependable system, supported by both
staff and services. This system should facilitate the satisfaction and monitoring of interactions
between users and INFN Cloud administrators. In addressing this need, INFN Cloud employs a
multi-level structure. The first level (L1) is responsible for managing user registration requests,
enrolling new use-cases, and guiding users in utilizing the services available in the INFN Cloud
portfolio. The second level (L2) addresses issues requiring higher privileges than those granted to
L1, involving experienced and proficient technicians.

Additionally, comprehensive training initiatives have been established and offered to various user
categories, aiming to address intricate scientific and technological challenges. This includes train-
ing for cloud site administrators who wish to federate their resources with INFN Cloud. This is
precisely what has been happening in recent months: INFN Cloud was initially hosted by a couple
of data centers (CNAF and ReCaS), but over time new sites, always belonging to INFN, were added
to the initial federation, thus increasing the total computational resources available. Moreover,
training programs are accompanied by a robust collection of user guides and technical documenta-
tion, designed to facilitate the utilization and integration of the services offered through the INFN
Cloud PaaS.

This presentation will offer an overview of INFN Cloud and its evolution, DATACLOUD, along
with insights into support and training initiatives. Specifically, the discussion will focus on activ-
ities dedicated to aiding users in the selection of the most fitting cloud services for their require-
ments. Additionally, attention will be given to enhancing the INFN Cloud portfolio by gathering
new requirements, which can be transformed into dependable solutions for community use. An-
ticipated modifications in the support and training processes, aligning with the progression of
INFN Cloud activities within the newly established INFN DATACLOUD working group, will also
be outlined.
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This research investigates the impact of AI-generated scenario-based videos on the English-speaking
learning experience and motivation, particularly within the context of Environment, Society, and
Governance (ESG) initiatives. Recognizing the global significance of ESG initiatives for long-term
corporate value and sustainability, the study emphasizes the need to integrate theoretical frame-
works, practical insights, and diverse knowledge systems. In the Taiwanese context, English edu-
cation has traditionally been influenced by cultural norms and exam-centric approaches, empha-
sizing written expression and reading skills over oral communication. However, effective English
communication is crucial for advancing environmental protection initiatives, necessitating a shift
in educational focus. Current research indicates a significant gap between engineering tasks and
the predominant need for writing and communication in professional settings. Scenario-based
learning is proposed to bridge this gap, fostering 21st-century skills such as problem-solving, com-
munication, critical thinking, and creativity.

The research aims to assess whether AI-generated scenario-based videos, enriched with anima-
tion and realistic static images, can enhance the learning experience in English-speaking scenar-
ios. Utilizing the AI video generation tools Steve.ai and Flex Clip, the study employs ChatGPT
to create contextually rich English-speaking learning content. The content is structured using a
prompt template from ChatGPT and adapted from MovieFactory, a robust system for generating
high-resolution cinematic images and multi-modal films based on natural language input. The
study employs a within-subject experimental design to evaluate the effectiveness of AI-generated
videos, comparing the outcomes of the same content regarding picture quality, audio, voices, and
animations. The evaluation of the learning experience is based on individual survey question-
naires gauging learning engagement and motivation. Individual differences in prior knowledge
significantly influence the preference for static images or animations within specific domains of
knowledge or skills. The hypothesis is that individuals with proficient English skills would better
comprehend AI-generated animation content. The participants in this pilot study are thirteen grad-
uate students with experience working and speaking English with foreigners, including six men
and seven women from 22-27 years old. The experiment procedure contains three main parts, in-
cluding the first interview part, which is about the difficulty of speaking English. The second part
of the interview uses videos to learn English speaking. The third part is watching two types of vi-
sual representation AI-generated videos for learning English speaking in the scenario of ESG. The
findings from the descriptive analysis and interview transcriptions indicate that individuals with
advanced English proficiency (C1 and C2 levels) exhibit better comprehension of the animation
learning material. This finding is attributed to the clarity, coherence, and interactivity facilitated
by the characters’ actions and eye contact in the AI-generated video. In contrast, participants pos-
sessing intermediate proficiency (B2 level) indicate that the primary issue with videos featuring
static AI-generated images lies in the inconsistency between the content and the static images.
On the other hand, those with lower proficiency (A2 and B1 levels) prefer realistic images, empha-
sizing the reduced cognitive load and enhanced focus on subtitles. Additionally, they note that
static real images serve as visual aids, aiding content comprehension. However, the AI-generated
images may need to align better with the learning material.

Future work will explore the impact of AI-generated videos on learning motivation using the ARCS
model, which will specifically explore the relationship between input and output prompts, provid-
ing insights for future scenario-based learning video generations. Overall, the study contributes
valuable findings of prior knowledge that can lead to different learning experiences of using AI-
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generated scenario-based videos for English-speaking learning experiences.
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This study aims to investigate the potential of future public bicycle services in Taipei to achieve net-
zero emission strategies and Sustainable Development Goals (SDGs) by using a speculative design.
It proposes a sustainable energy model for future public bicycle service. Given the challenges
of global environmental change, issues such as sustainable development and net-zero emission
strategies have attracted much attention in recent years. More than 130 countries worldwide have
put forward the “2050 net-zero emission” declaration and action. Taiwan is no exception, and
in this case, the target strategies for electrification of vehicles and power storage are mentioned,
emphasizing the importance of sustainable transportation. The study aims to conceptualize the
future of e-bikes as a pivotal element in achieving sustainable development in urban settings.

This study uses the User Experience Questionnaire (UEQ) and the System Usability Scale (SUS)
to explore the public’s perceptions of the YouBike 2.0 service and its apps in Taipei City. It was
found that users perceived YouBike to be supportive and environmentally friendly. The overall
acceptance was positive but prioritized fun over utility and had poor perceptions of the current
app. These results validate the critical role of YouBike in encouraging people to gradually switch
from cars to bicycles and significantly reduce carbon emissions. Still, they also reveal the potential
for promoting more environmentally friendly E-Bikes in the future. At the same time, it highlights
the importance of optimizing the app service to achieve a better user experience.

Afterward, this study implemented a pilot survey on the bicycle pedal power through data-integrated
micro-electricity calculations, which apply micro electricity generation technology to bicycle charg-
ing and micro electricity installations in the city, such as traffic signals and streetlights. In addi-
tion, advanced technologies such as artificial intelligence, geo-location, and real-time data are
integrated with applications to promote sustainable urban mobility, with a particular emphasis on
the reconciliation of thick data and big data to provide a more comprehensive and in-depth under-
standing of the needs of urban mobility, thereby optimizing service strategies and enhancing user
experience.

Finally, this study ventures into speculative design to address the pressing need for sustainable
urban mobility solutions, focusing on integrating e-bikes within the framework of net-zero emis-
sion goals, public bike systems, and smart city transportation. The study aims to conceptualize the
future of e-bikes as a pivotal element in achieving sustainable development in urban settings. At
the heart of this research is exploring speculative design scenarios that incorporate future e-bike
design and data-driven analysis into a comprehensive public bike system, aligning with net-zero
emission targets. This involves reimagining where e-bikes are seamlessly integrated into the fab-
ric of smart city transportation networks, offering an eco-friendly, efficient, and accessible mode
of transport. By projecting into speculative future scenarios, the study provides valuable insights
for policymakers, urban planners, and technologists, guiding them toward strategic decisions that
balance technological innovation with the broader objectives of sustainable urban development
and environmental stewardship.

This study contributes a visionary perspective on the role of e-bikes in transforming urban mobility,
presenting a roadmap for cities to navigate towards a sustainable, efficient, and net-zero emission
future through the application of speculative design and data-driven Innovation.
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The National Institute for Nuclear Physics (INFN) has been operating and supporting Italy’s largest
research and academic distributed infrastructure for several decades. In March 2021, INFN launched
“INFN Cloud” which provides a federated cloud infrastructure and a customizable service portfolio
tailored for the scientific communities supported by the institute. The portfolio assortment com-
prises standard IaaS options and more advanced PaaS and SaaS solutions, all crafted to suit the
distinct needs of specific communities. All PaaS services in the portfolio are described through
an Infrastructure as Code paradigm based on a declarative approach, via a combination of TOSCA
templates (to model an application stack), Ansible roles (to manage the automated configuration
of virtual environments), and Docker containers (to encapsulate high-level application software
and runtime).
The federation middleware of the INFN Cloud platform is built upon the INDIGO PaaS Orches-
tration system, which consists of interconnected open-source microservices. Among them, there
is the INDIGO PaaS Orchestrator which receives high-level deployment requests from users and
coordinates the deployment process over IaaS platforms.

In this work, we address an issue within INFN Cloud concerning the proliferation of INDIGO Iden-
tity Access Management (INDIGO-IAM) clients and S3 buckets. Specifically, these resources are
created during the on-demand deployment of high-level services, such as PaaS and SaaS offerings
like Jupyter Hub or File Sync&Share solutions like ownCloud or NextCloud. These services re-
quire the creation of an INDIGO-IAM client to authenticate users and authorize them to access
the service. Currently, this process is performed through Ansible recipes, with no transmission
of client information to the INDIGO PaaS Orchestrator. This results in a scenario where, upon
deployment deletion or failure, the related INDIGO-IAM client is not removed. This leads to an
increasing number of unused clients, consequently causing a decrease in the performance of the
INDIGO-IAM Service (an issue that has already been confirmed to exist).
Our proposed resolution involves delegating to the INDIGO PaaS Orchestrator the creation (and
the deletion) of any INDIGO-IAM clients. The implemented feature offers users enhanced flexibil-
ity, enabling them to create multiple clients, select the identity provider, define scopes, and assign
the client owner so that its configuration can be managed even later.

A similar problem was identified concerning the proliferation of S3 buckets. Some services that
integrate S3 storage as a backend (such as Sync&Share as a Service), usually write a lot of data into
these buckets. Also in this case, when the deletion of the deployment is triggered, the associated
buckets (and their contents) persist, resulting in a continuous increase in disk space consumption.
To address this, we found it convenient to delegate to the INDIGO PaaS Orchestrator both the
creation and the deletion of the buckets.

This work presents the solution we developed for both challenges, along with a comprehensive
overview of the new functionalities introduced in the code.
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The intersection of participatory design and digital learning with artificial intelligence (AI) presents
a transformative opportunity for costume art and craft education. This research explores the ef-
ficacy of combining AI-generated content (AIGC) with participatory design and digital learning
platforms to enhance the educational experience in costume arts and crafts disciplines. Digital
learning combined with AI rapidly advances the current educational landscape and is widely ap-
plied in various design and technology fields. However, traditional arts and crafts design education
needs to be more noticed. The study aims to develop a pedagogical framework in which learners
actively engage with AI tools to create and understand AIGC pertinent to costume design. This
study also aims to revolutionize traditional craft learning by integrating participatory design meth-
ods and incorporating CLO3D digital learning and AI-driven design results. Explore the potential
of incorporating AI-generated content into digital learning to enhance the learning experience
and nurture creativity among costume arts and crafts students. The study started with embroi-
dery craft exercises. It then introduces the CLO3D software in digital learning, integrating AI
technology into design content creation activities within the education environment.

Using participatory elements, the study shapes collaborative learning experiences and evaluates
how the CLO3D digital software presents the texture of embroidery and its virtual representation in
fashion design. Additionally, it considers the quality, creativity, and educational effectiveness of AI-
generated visual stories. Through quantitative and qualitative analysis, the research evaluates the
impact of AI-generated content on student engagement, understanding, and creative performance.
The findings offer valuable information on digital learning and AI in craft and design education.
Analysis of participatory digital learning and AI-generated visual storytelling reveals the potential
benefits of improving creativity and learning outcomes. It addresses the challenges in integrating
craft design creation, digital learning, and AIGC applications in the educational environment.

In conclusion, this study investigates the impact of this novel approach on students’ learning out-
comes, engagement, and creativity, shedding light on the potential of AI in fostering co-creation
in creative disciplines. The results of the pilot study open avenues for future research, highlight-
ing the possibilities to improve digital learning with AIGC while exploring participatory design
methods in costume and craft education. The impact extends to broader intersections of technol-
ogy and education, emphasizing the ongoing need for research and development to fully harness
the potential of combining participatory design, digital learning, and AIGC in the context of craft
design education. Future studies build upon the initial findings and expand the knowledge base in
this innovative field, including 1) conducting longitudinal studies to assess the long-term effects,
2) comparing the effectiveness of different AI models and platforms, and 3) investigating how the
co-creation design process can be further optimized to be more student-centred, ensuring that
students have agency and a sense of ownership in designing their learning experiences.
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A proposal for a Post-Pandemic Educational
Paradigm to Improve the sustainability of a global
learner community consisting of learners with

different time zones, spaces, cultures, and languages

In response to the global issues surrounding SDGs and rapid changes in the global and social envi-
ronments, it is necessary for future generations to develop skills to build consensus on solutions
and strategies in terms of global-level discussions and negotiations for their own benefits. Educa-
tion for the future bears such mission to raise such citizens. On the other hands, the traditional
practices in education has seen the handwriting on the wall in Post Pandemic era. Although the
learner-centered active learning to nurture future skills through PBL in the agile way is the key
to the future education, the traditional approach involves time-consuming processes and is not ca-
pable to respond to the needs for the rapidly and constantly changing values and decisions in the
global society. Therefore, it is proposed in this paper that multi-ethnic communication to foster
global negotiation be incorporated in the future education. With the advance of AI technologies,
it is further proposed that human communication and negotiation are investigated in the light of
data science incorporating physical as well as cyber learning data. In other words, it is an LLM
approach to assist humans to make many decisions at a time in the long term. For example, when
a disaster happens, a community must make multi-faceted decisions in a short time for saving
lives, say, within 74 hours, and afterwards resilience of the community for a few months or years
to come. In case of a disaster involving many global communities, human decision making capa-
bilities are limited and cannot cope with multifaceted decision making processes in a short time.
This research is an attempt to build an AI to support humans to make decisions in multifaceted
problems among global citizens with diverse values for the benefit of the future global society. It
is an AI assisted decision making process in the course of problem-solving learning.
As a first step in our research, we will start from the academic field focusing on the consensus
building mechanism of the university students, i.e., young adults. It is curious how young global
learners with different time zones spaces, cultures, languages and values can reach consensus at
the global level. Based on the negotiation model by Roger Fisher and the cultural diversity model
by Richard Lewis, global consensus method is proposed.
As a beginning stage of our research, goals here are two-fold:
[1] To standardize authentic learning content items toward a proposal (learning objectives) that
everyone can agree on.
[2] To calculate and realize the degree of contribution of learners in collaborative activities both
in real space and online, i.e., virtual learning space using cyber physical systems.
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Design and Implementation of a Container-based
Public Service Cloud Platform for HEPS (Remote

Presentation)
Tuesday, March 26, 2024 2:30 PM (30 minutes)

High Energy Photon Source (HEPS) is a crucial scientific research facility that necessitates efficient,
reliable, and secure services to support a wide range of experiments and applications. However,
traditional physical server-based deployment methods suffer from issues such as low resource uti-
lization, limited scalability, and high maintenance costs.Therefore, the objective of this study is
to design and develop a container-based public service cloud platform that caters to the experi-
mental and application needs of synchrotron radiation sources. By leveraging Kubernetes as the
container orchestration technology, the platform achieves elastic scalability, multi-tenancy sup-
port, and dynamic resource allocation, thereby enhancing resource utilization and system scalabil-
ity. Furthermore, incorporating robust security measures such as access control, authentication,
and data encryption ensures the safety and integrity of users’ applications and data.This research
also focuses on the design, application, and deployment of Continuous Integration and Continu-
ous Delivery (CICD). By implementing CICD workflows, the platform automates the build, testing,
and deployment processes of applications, resulting in improved efficiency and quality throughout
the development and deployment lifecycle.HEPS Container Public Service Cloud offers a compre-
hensive range of services including ganglia and nagios monitoring, puppet, cluster login nodes,
nginx proxy, user service system, LADP and AD domain authentication nodes, KRB5 slave nodes,
and more.The research findings demonstrate that the container-based public service cloud design
and application deliver high-performance, stable, and secure services, effectively meeting the de-
mands of synchrotron radiation source experiments and applications. Additionally, the utilization
of CICD further enhances the efficiency and quality of development and deployment processes.
Future work should focus on optimizing and expanding the capabilities of the container-based
public service cloud to accommodate diverse user requirements and scenarios.
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MANIFOLD RANKINGS IN CONTENT-BASED

MEDICAL IMAGE RETRIEVAL
Tuesday, March 26, 2024 3:00 PM (30 minutes)

ABSTRACT:
The efficient manifold ranking (EMR) algorithm has been widely applied in content-based image
retrieval (CBIR). For this algorithm, each image is represented by low-level features, describing
color, texture, and shape. The characteristics of low-level features include the ability to quickly
detect differences in color, texture, and shape, and the invariance to rotations and translations
without the need for learning. However, low-level features are limited in describing the meaning
of the image. To enhance the performance of EMR in CBMIR, in this research, we propose utilizing
the fusion methods that combines the multi-rankings on low-level features with embedded vectors
from a Deep Metric Learning (DML) model to enhance the discriminative power of a query image
compared to images in the dataset. Experiments were conducted to demonstrate the effectiveness
of the proposed methods in improving the quality of EMR.
Key words: Content-based medical image retrieval, Efficient manifold ranking, Deep Metric Learn-
ing, Contrastive loss, Triplet loss.

1. List item

Primary authors: Dr NGO, HOANG HUY (CMC University); Mr NGO, NGUYEN KHOI (Con-
estoga College); Mr HUY, TRAN VAN (HONG DUC UNIVERSITY); Dr DAO, VAN TUYET (Saigon
International University)

Presenter: Dr DAO, VAN TUYET (Saigon International University)

Session Classification: Artificial Intelligence (AI)

Track Classification: Track 10: Artificial Intelligence (AI)

February 8, 2026 Page 83



International Sy … / Report of Contributions A workunit scheduling system of t …

Contribution ID: 61 Type: Poster Presentation

A workunit scheduling system of the HEP@home
project for reliable volunteer computers

To run workunits effectively, the BOINC server will stop sending workunits to those volunteer
computers that make too many errors for some time. However, during BOINC apps development,
workunit errors may arise from time to time. Therefore, to make development and debug not af-
fected by errors, a workunit scheduling system is designed for the HEP@home project. With this
scheduling system, reliable volunteer computers, especially those only for BOINC app develop-
ment will get new workunits as soon errors get corrected but not waiting for quite a long time.
This scheduling system consists with a new scheduling algorithm for reliable computers, an in-
terface for volunteers to report errors are corrected, and a pilot App to verify the reports from
volunteers. This paper will present the design and development details of the scheduling system.
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The Coherent Multirepresentation Problem in
Protein Structure Determination

Wednesday, March 27, 2024 2:30 PM (30 minutes)

The Coherent Multirepresentation Problem (CMP) was recently proposed as a generalization of
the well-known and widely studied Distance Geometry Problem (DGP). Given a simple directed
graph G, the idea is to associate various types of representations to each arc of the graph, where
the source vertices are supposed to play the role of reference for the corresponding destination
vertices. Each representation is in charge to transform a given set of internal variables (spherical
coordinates, angles, etc) into Cartesian coordinates. In the applications, these internal variables
are not precisely known but generally only an approximated value is given, and sometimes bounds
on the feasible values are actually available. Since these representations are associated to arcs (and
not directly to the vertices) in the CMP, multiple Cartesian coordinates can be computed for every
vertex, every time the same vertex appears as a destination vertex for a given arc. Naturally, these
Cartesian coordinates obtained for the same vertex may not be compatible with one another. The
CMP asks therefore whether a subset of feasible values exists for the internal variables used in the
various representations that is able to ensure that all the vertex Cartesian coordinates are identical
(or at least close enough to each other). In this situation, we say that the multi-representation
associated to the graph G is coherent. In this work, we focus our attention on CMPs arising in
the context of protein structure determination, and we explore the possibility to introduce novel
representations where several vertices are involved at the same time, for example for modeling the
protein secondary structures.
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New Security Trust and Policies - for WLCG and
other Research Infrastructures

Tuesday, March 26, 2024 11:00 AM (20 minutes)

Many years ago, the Joint WLCG/OSG/EGEE security policy group successfully developed a suite
of Security Policies for use by WLCG, EGEE, EGI and others. These in turn formed the basis
of the AARC Policy Development Kit, published in 2019. Many infrastructures have since used
the template policies in the AARC PDK but found they had to modify them to meet their needs.
The Policy Templates are gradually being modified, taking feedback from others into account. The
work on new template versions in the WISE Community Security for Collaborating Infrastructures
working group was presented at ISGC2023. In future, work on this will continue in WISE but also
be influenced by AARC TREE, the new EU Horizon Europe funded project presented in another
abstract to this conference.

Standard best practice on the development and maintenance of a Cybersecurity Program includes
the management of risks, the mitigations for which include the use of appropriate security controls.
The use of Security Policies is one essential component of such controls. This is well described in
the Trusted CI Framework and guidance published at https://www.trustedci.org/framework .

In WLCG, the IT infrastructure for the CERN Large Hadron Collider experiments, many of the
security policies are now in need of update and revision. The work to use existing policy templates,
and modify where necessary, for the update of WLCG security policies will be presented in this
talk. This is essential for building trust within WLCG and also externally with other Infrastructures.
All of this work will be fed back into discussions within WISE and AARC TREE to help produce
new AARC policy templates.
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Exploring the conformational space of proteins by
enumeration in the frame of the Distance Geometry

Problem
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The continuous development of the methods for the protein structure prediction was taking ad-
vantage from the precious experimental information obtained by structural biology as well as by
sequencing of multiple organisms. Indeed, the general developed pipeline is based on determin-
ing conformations of protein fragments, and then using multiple sequence alignments to obtain
long-range distances allowing to get predicted protein conformations. The introduction of the
deep learning techniques has recently permitted a important jump in the results obtained in this
framework, as illustrated by the success of AlphaFold2, RoseTTAFold and ESMFold. Nevertheless,
in some cases, long-range restraints cannot be obtained, as for intrinsically disordered proteins or
regions (IDP/IDR), or in the case of orphan proteins for which not enough statistical signal can be
obtained by sequence alignment. Here, we propose to investigate another point of view, in which
local information would be mainly used to determine the protein folding, this local conformational
information being extracted directly from the primary sequence. Two major obstacles arise from:
(i) the variability in protein stereochemistry, inducing a drift of the protein backbone when the
residues are successively added; (ii) the size of the protein conformational space described by local
conformations, as it would not be reduced by the long-range proximity information. In the frame-
work of the Distance Geometry Problem (DGP), the Branch-and-Prune (BP) approach, based on a
graph description of proteins, brings an answer to the problem of the size of the conformational
space by performing a systematic enumeration of all protein conformations satisfying a given set
of geometric constraints. Applications of the BP approach will thus be presented for the recon-
struction
of folded structures of proteins, with propositions for dealing with the variability of stereochem-
istry. The efficiency of the BP approach will be also demonstrated on the cases of disordered or
flexible proteins, in particular on the Small EDRK-rich factor 1.
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A lexicon for social media-based cultural heritage
information in crisis situations: a proposal (Remote

Presentation)
Wednesday, March 27, 2024 4:30 PM (30 minutes)

Social media can play a crucial role in disseminating information about cultural heritage if a proper
lexicon is available and able to identify valuable data for the management of crises that are caused
by either natural or human-induced disasters. A literature review has been conducted, encompass-
ing existing attempts to define terminology within the cultural heritage domain. A Review of the
Role of Social Media in Cultural Heritage Sustainability reveals that there is ongoing interest in
the investigation of the role and impact of social media platforms on cultural heritage sustainabil-
ity and culture preservation. However, the lack of published studies concerning terminological
resources for cultural heritage (neither generally, nor in the context of social media discussion)
and the absence of a lexicon dedicated to detecting cultural heritage-related tweets on social me-
dia during crisis events pushed us to investigate such area of research. For such reason we have
undertaken the task of creating our lexicon that provides essential information, comprehends the
domain, and facilitates further research in the field. In particular, the lexicon has been defined
according to keywords that are commonly used on social media for a specific discussion, and are
represented in a list of unigram and bigram terms from natural language processing solutions:
e.g., culture or ancient site are keywords for cultural heritage discussion, while vandal or property
damage are keywords for vandalism discussion. Furthermore, the defined lexicon can be represen-
tative of the domain but also accurately reflect the specific vocabulary commonly utilized within
social media platforms, such as Twitter.

Developing a representative lexicon is an essential preliminary step in this study because we have
to devise a method for identifying Twitter messages that are related to the field of cultural heritage
management in crises. The raw datasets have been collected from January 1 to April 27, 2023,
with the Twitter API, in the context of the 4CH project (European Competence Centre for the
Conservation of Cultural Heritage) that aims at setting up the methodological, procedural, and
organizational framework of a Competence Centre able to seamlessly work with a network of
national, regional, and local Cultural Institutions. The collected data, despite being downloaded
based on keywords, contain numerous irrelevant tweets and are not suitable for investigation
within the context of cultural heritage management in crises. Additionally, the lexicon can enhance
the utility of machine learning classification algorithms by serving as a reference point for manual
labeling and semi-supervised classification techniques. Consequently, they can be applied to other
similar datasets of tweets.

Our dataset is extensive and originates from diverse periods, events, and geographical locations.
These distinct locations encompass various nations and institutions, each with its distinct inter-
pretations and definitions of culture and its elements. Questions regarding the nature of culture
and what constitutes heritage lack general clear answers on an international scope. In addition,
we take into account that the texts collected are in English. This implies that users either come
from English-speaking countries or, if they come from other regions, communicate in English due
to their connection with an international community or a desire to address global issues using an
international language. Given this complexity, we have chosen to create a lexicon that provides
the most general framework as possible, relying on the documents of The United Nations Educa-
tional, Scientific and Cultural Organization (UNESCO) whose vocabulary is assumed to be close
to the one we intend to create for cultural heritage.
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The Vesuvius Challenge: Competitive Science as a
Vehicle for Scientific Breakthroughs
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The Vesuvius Challenge (scrollprize.org) is a current machine learning and data science compe-
tition built around the goal of making visible the evidence of ink captured in micro computed
tomography scans of damaged Herculaneum scrolls. The prize pool for the competition is more
than $1M. The website for the challenge states as its objective that it intends “…to make history
by reading an unopened Herculaneum scroll for the very first time. We believe that an open com-
petition will accelerate progress and enable us to achieve this goal in 2023.” It is very unusual to
see researchers from academia using open competitions to further their research and to accelerate
progress. While there are other barriers, funding a prize pool large enough to attract many com-
petitors is one major hurdle. This paper explores the concept of competitive science through the
lens of the Vesuvius Challenge as a case study.

The promise of a large community of talented scientists and engineers working long hours without
pay on a significant research project seems quite compelling. Imagine a group of several thousand
people all working on the same goal, sharing code and ideas and progress, for the purpose of
meeting an overall challenge. There have been competitions in the past that have produced amaz-
ing results, perhaps the most famous of which is the “Longitude Prize of 1714”. The problem of
navigating at sea was turned over to a government-sponsored prize called “The Longitude Act,”
which offered a £20,000 prize (approx £1.5m today) for a solution. Other more recent prizes (Mil-
lenium Prize; X Prizes; XTX Markets Math Olympiad Prize) hope to exploit the idea of realizing
breakthrough, accelerated results through the inducements of large monetary prizes.

But there are barriers to making such offerings successful. Competitions are, well, competitive.
There is no guarantee that winners can succeed, or that competitors will share innovations. It is
also risky to assume large numbers of people will be able or willing to spend time working on a
project that may in fact produce no return on the investment. How can talented and energetic
people be convinced to spend time when the chances of winning might be very low? Of course
any competition needs to offer prizes. It can be difficult or even impossible to secure a prize
pool that is attractive enough to engage a substantial number of competitors. There is also the
question of opening up research for the purpose of supporting a competition when research itself is
competitive. What is the incentive for a research team to deliver to the open community everything
that might be its own competitive advantage in the research arena? What if there is intellectual
property at stake, or competing research teams that are unwilling to share and/or offer credit?

In this paper we detail the landscape and the crucial elements that make a competition a viable
approach. We show how many of the hurdles and barriers can be overcome. We also discuss how
the digital era facilitates the concept of competitive science like never before through the use of
cloud-based computing systems, social media sharing platforms, global finance systems that make
electronic transfers of prize money simple, and tutorial schemes that lower the barrier to entry for
contestants who show interest.
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analyzing and prediction model on using VIIRS night
data in Indonesia 2023

Forest fires that occurred in Indonesia, especially in the areas of Sumatra, Kalimantan and Sulawesi,
have had many impacts on the environment. One of these fires was triggered by peatlands and
the conversion of forests in Indonesia. Apart from that, climate change, for example in 2023, the
El Nino phenomenon will have quite a significant impact.

One of the data that can be used is data from VIIRS (Visible Infrared Imaging Radiometer Suite)
Night issued by the Earth Observatory Group, Colorado. This data is quite accurate and can be
used as a reference for detecting changes that occur in the emergence of fire during the night.

With daily observations at several locations, it will be possible to analyze using machine learning
to get predictions about the causes of forest fires or identify points where fires occur, even if they
do not originate from forest fires but, for example, from landfills.

keywords
machine learning
data preparation
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Sustainable Computing in High-Energy Physics:
HEPScore and the HEP Benchmark Suite
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In the contemporary era, where scientific progress meets the imperative of responsible resource
utilization, the need for innovative tools is paramount. This paper explores the pivotal role of
a new benchmark for High-Energy Physics (HEP), HEPScore, and the HEP Benchmark Suite in
steering the HEP community toward sustainable computing practices. As exemplified by projects
like the Large Hadron Collider (LHC), HEP demands massive computational resources, making it
imperative to strike a balance between scientific excellence and environmental responsibility.

The HEP Benchmark Suite, a toolkit for benchmark orchestration, shares the center stage in this
paradigm shift alongside HEPscore. Developed to manage benchmarks from a single application,
the Suite characterizes the performance of individual and clustered heterogeneous hardware. Its
modular design enables users to configure and run a diverse range of benchmarks, including HEP
SPEC06, SPEC 2017, HEPscore23 (HS23), and DB12. Distributed under the GNU General Public
License v3, the Suite is open-source, inviting the community to scrutinize and enhance its code.

Modularity extends to the suite’s add-ons, enhancing configurability. Existing plugins are able to
retrieve hardware and software metadata, offering deeper insights into benchmark running condi-
tions. The prime example of it is the actively developed Energy Plugin, which reports benchmark
consumption. This information is critical for the hardware procurement process, as it makes it
possible to deliver maximal performance at the lowest energy consumption, reducing at the same
time the energy cost.

While plugins may be configured with any compatible benchmark, in the field of High-Energy
Physics, HEPscore 23 appears to provide an accurate performance score, taking into account the
latest technological advances. The benchmark is composed of seven underlying workloads, con-
tainerized applications based on the current applications being used at CERN and the World-Wide
LHC Computing Grid. A thorough study led to this final configuration as the best compromise
between runtime and accuracy when representing the present applications of the HEP community.

A central database, following the containerized nature of benchmarks, further augments the Suite’s
capabilities. Reports generated by the Suite can be published to a message broker, facilitating stor-
age in CERN’s central benchmarking OpenSearch database. With over 90,000 entries for reference,
users can easily query and compare results. The graphical user interface atop the database enables
users to create visualizations and dashboards as well.

This paper delves into the architectural design and capabilities of HEPScore and the HEP Bench-
mark Suite, showcasing their potential to revolutionize benchmarking practices within the HEP
community, in particular in terms of energy consumption. Drawing on experiences from world-
wide deployments across the Worldwide LHC Computing Grid, we present evidence of the tools’
effectiveness in gathering and analyzing measurements globally.

As the HEP community embraces these tools, we anticipate a transformative shift towards a future
where scientific progress harmonizes with environmental responsibility, setting a precedent for
sustainable computing in the domain of big science.
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Status of IHEP Grid Data Management System
(Remote Presentation)

Friday, March 29, 2024 9:00 AM (30 minutes)

With the increase in the number of large-scale international collaborative experiments supported
by the Institute of High Energy Physics (IHEP) of the Chinese Academy of Sciences, IHEP and
collaborators face challenges in various application scenarios such as different data volumes, mul-
tiple data management needs, and various data authentication requirements. At the same time,
new technologies and applications for international grid computing are developing rapidly. Grid
services such as Rucio and IAM are gradually being widely used due to their high flexibility and
reliability, while distributed computing systems like DIRAC are expanding their support for new
grid components. In order to meet the needs of experiments such as JUNO, HERD, CEPC, IHEP
Computing Center has established a grid data distribution and management system based on dis-
tributed computing systems like Rucio and DIRAC. This report will introduce recent research and
progress made by IHEP in grid data management services, including research and application of
new systems or components related to experimental software development grid data management
interface and non-grid site data transmission system components. It will also present the planning
and construction status of site-level operation statistics and monitoring systems at experimental
centers.
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The adoption of user-friendly solutions aimed at sharing data as well as software and related config-
uration files, among heterogeneous and distributed resources, becomes a necessity for the scientific
community. By adopting and using software products dedicated to this purpose, it is possible to
facilitate the distribution of software, configurations and files. To this extent, the CernVM-File
System has been adopted and integrated with other technologies such as S3 object storage, Vault
identity-based secrets and encryption management system and RABBitMQ open source message
broker.

The CernVM File System (CVMFS) provides a scalable, reliable and low-maintace software distri-
bution service. It was developed to assist High Energy Physics (HEP) collaborations in deploying
software on the worldwide-distributed computing infratructure used for running data processing
applications. It is a network file system implemented as a POSIX read-only file system in user
space (a FUSE model) and it uses a standard HTTP transport, thereby avoiding most of the fire-
wall issues. Files and directories available via CernVM-FS are hosted on standard web servers and
are always mounted in the universal namespace /cvmfs.

The integration with Vault provides encryption services that are gated by authentication and au-
thorization methods to ensure secure, auditable and restricted access to secrets and to store the
CVMFS keys. On the other hand, RABBitMQ collects events used to process the creation and /or
the update of new repositories.

The objective of the present work is to design and to develop a cloud-oriented service aimed at
enabling the final user to require a personal or a group CVMFS repository. At a later time the
user can upload data to the dedicated object storage space and access it in his personal CVMFS
repository in a transparent way. The whole system will provide an abstraction layer enabling the
final user to distribute data, software, libraries and related depedences from an S3 object storage
to different resources, having them installed under a proper path of the file system, and having
a POSIX access. Hiding the complexity of the above mentioned system, in fact, will shorten the
learning curve by improving the user experience in the adoption of the service itself.

In the present work, the deployment of the different services on the INFN Cloud distributed in-
frastructure is presented, together with the integration process. Also, some practical examples are
presented to demonstrate both the high level of reproducibility and the usability of the deployed
solution suitable to be adopted by other communities.
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Content Delivery Network solutions for the CMS
experiment: the evolution towards HL-LHC
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The Large Hadron Collider at CERN in Geneva is poised for a transformative upgrade, preparing
to enhance both its accelerator and particle detectors. This strategic initiative is driven by the
tenfold increase in proton-proton collisions anticipated for the forthcoming high-luminosity phase
scheduled to start by 2029. The vital role played by the underlying computational infrastructure,
the World-Wide LHC Computing Grid, in processing the data generated during these collisions
underlines the need for its expansion and adaptation to meet the demands of the new accelerator
phase. The provision of these computational resources by the worldwide community remains
essential, all within a constant budgetary framework. While technological advancements offer
some relief for the expected increase, numerous research and development projects are underway.
Their aim is to bring future resources to manageable levels and provide cost-effective solutions to
effectively handle the expanding volume of generated data. In the quest for optimised data access
and resource utilisation, the LHC community is actively investigating Content Delivery Network
(CDN) techniques. These techniques serve as a mechanism for the cost-effective deployment of
lightweight storage systems that support both, traditional and opportunistic compute resources.
Furthermore, they aim to enhance the performance of executing tasks by facilitating the efficient
reading of input data via caching content near the end user. A comprehensive study is presented
to assess the benefits of implementing data cache solutions for the Compact Muon Solenoid (CMS)
experiment. This in-depth examination serves as a use-case study specifically conducted for the
Spanish compute facilities, playing a crucial role in supporting CMS activities. Data access patterns
and popularity studies suggest that user analysis tasks benefit the most from CDN techniques.
Consequently, a data cache has been introduced in the region to acquire a deeper understanding
of these effects. In this contribution, the details of the implementation of a data cache system in
the PIC Tier-1 compute facility is presented. It includes insights into the developed monitoring
tools and discusses the positive impact on CPU usage for analysis tasks executed in the region. The
study is augmented by simulations of data caches, with the objective of discerning the most optimal
requirements in both size and network connectivity for a data cache serving the Spanish region.
Additionally, the study delves into the cost benefits associated with deploying such a solution in
a production environment. Furthermore, it investigates the potential impact of incorporating this
solution into other regions of the CMS computing infrastructure.
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Porting the IRCCS Sant’Orsola Computational
Genomic platform on INFN Cloud: a first proof of

concept (Remote Presentation)
Wednesday, March 27, 2024 4:00 PM (30 minutes)

Modern technologies for DNA and RNA sequencing allow for fast, parallel reading of multiple DNA
lines. While sequencing the first genome took 32 years, today with Next Generation Sequencing
technologies we are able to sequence 40 genomes in about 2 days, producing 4 TB of text data
(a file of about 100 GB per genome). This ability poses a challenge to computing infrastructures,
which need to be able to ingest this amount of data and to process it through efficient genomic
pipelines, exploiting heterogenous resources such CPUs, GPUs, HPC clusters and storage expos-
ing different Quality of Service (QoS) to perform the analysis with the optimal cost-performance
balance. At the same time, the computing platform needs to have user friendly interfaces to be
exploited by a plethora of different scientists like biologists, physicists, engineers, medical doctors
and others. Finally, the API and data formats need to meet international de-facto standard and to
be interoperable, to maximize their portability and to be runnable on cloud federations.

In this talk we describe the status of the Computational Genomic platform under development in
the context of the collaboration between INFN and IRCCS AOU Sant’Orsola (the main research
hospital in Bologna, Italy). The platform is deployed as a series of Openstack projects on EPIC
(Enhanced PrIvacy and Compliance) Cloud: the high security partition of INFN Cloud certified
ISO 27001 27017 27018. Presently it consists of about 1000 CPU cores with 5,8 TB RAM, 2 NVIDIA
A100 GPU and 320 TB of storage (HDD, SSD, tape). We’ll provide information about the perfor-
mance reached on some sample genomic pipelines and on security measures adopted to guarantee
GDPR compliance. Finally, we’ll discuss possible synergies and interactions with other similar and
broader initiatives at both national and international level.

Primary authors: COSTANTINI, Alessandro (INFN CNAF); MARTELLI, Barbara (INFN - CNAF); MICH-
ELOTTO, Diego; SINISI, Francesco (INFN); SERGI, Giusy (INFN CNAF ); GASPARETTO, Jacopo (INFN
CNAF ); MAGENTA, Letizia (INFN CNAF); GIANGREGORIO, Tania (IRCCS AOUBO); PIPPUCCI,
Tommaso (IRCCS AOUBO)

Presenter: GASPARETTO, Jacopo (INFN CNAF )

Session Classification: Health & Life Science Applications

Track Classification: Track 2: Health & Life Sciences (including Pandemic Preparedness
Applications)

February 8, 2026 Page 98



International Sy … / Report of Contributions Towards the Future: DiracX - A M …

Contribution ID: 74 Type: Oral Presentation

Towards the Future: DiracX - A Modern Incarnation
of the DIRAC Framework

Tuesday, March 26, 2024 2:40 PM (20 minutes)

DIRAC has been a cornerstone in providing comprehensive solutions for user communities re-
quiring access to distributed resources. Originally initiated by the LHCb collaboration at CERN
in 2000, DIRAC underwent significant changes over the years. In 2008, a major refactoring re-
sulted in the creation of the experiment-agnostic “core” DIRAC, allowing custom extensions such
as LHCbDIRAC.

Despite its success in meeting experiment requirements, DIRAC has accumulated technical debt
over 15 years. Managing installations is complex, with a high entry barrier and reliance on custom
machinery. The software development lacks adherence to modern standards, hindering onboard-
ing for new developers. Key components like the network protocol and authentication are custom
and challenging to integrate with other applications.

To address these challenges, the DIRAC consortium has initiated the development of DiracX. Build-
ing on two decades of experience and battle-tested technological choices, DiracX represents a new
era. While still in its early stages, the roadmap and timelines are well-established.

This paper outlines the architecture of DiracX and discusses the technological decisions made. Con-
sidering the critical importance of a continuously running DIRAC system for many communities,
we delve into the migration procedure from DIRAC to DiracX.
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2024 and Beyond: FIM4R’s Contributions to the AAI
landscape for Research

Friday, March 29, 2024 11:50 AM (20 minutes)

The Federated Identity Management for Research (FIM4R) community is a forum where research
communities convene to establish common requirements, combining their voices to convey a
strong message to Federated Identity Management (FIM) stakeholders. FIM4R produced two whitepa-
pers on the combined Authentication and Authorization Infrastructure (AAI) requirements for
research communities in 2012 and 2018, which contributed to the two Authentication and Autho-
rization for Research Collaboration (AARC) projects, with as outcome the AARC Blueprint Archi-
tecture (BPA) and accompanying guidelines. In 2020, FIM4R led the effort to produce a position
paper on the EOSC identity management strategy from the perspective of research communities.

Post-pandemic, FIM4R organised two workshops at the end of 2022 (US) and early 2023 (Europe),
and we will organise a new workshop in early 2024 in Copenhagen. The AAI topics include work
on requirements regarding challenges for small and midsize communities, policies on multi-proxy
setups, and OpenID federation. Additionally, a third iteration of the AARC project (AARC Tech-
nical Revision to Enhance Effectiveness, or AARC-TREE project) will address the AAI challenges
that were being raised meanwhile, among others, by FIM4R,

In the Copenhagen meeting and during the duration of the AARC TREE project, FIM4R will be the
sounding board for requirements and outcomes of the AARC work.

In our presentation, we will focus on outcomes of the meeting in January and previous post-
pandemic workshops, as well as the upcoming collaboration with AARC TREE.

Our target audience are the research communities and the infrastructures providing their services.

Aims of the presentation:

• The audience will learn about the work done in FIM4R

• Share the outcomes from the Copenhagen meeting (Jan 2024)

• Share the and ongoing work with AARC TREE

• Promote participation in FIM4R from the asian-pacific region
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Remote S3 storage access using CEPH Rados
Gateway (Remote Presentation)

Thursday, March 28, 2024 5:00 PM (30 minutes)

INFN-CNAF is one of the Worldwide LHC Computing Grid (WLCG) Tier-1 data centers, providing
support in terms of computing, networking, storage resources and services also to a wide variety
of scientific collaborations, ranging from physics to bioinformatics and industrial engineering.
Recently, several collaborations working with our data center have developed computing and data
management workflows that require access to object storage services and the integration with
POSIX capabilities.
To accomplish this requirement in distributed environments, where computing and storage re-
sources are located at geographically distant physical sites, the possibility to locally mount a file
system from a remote site to directly perform operations on files and directories becomes crucial.
Nevertheless, accessing data must be regulated by standard, federated authentication and autho-
rization mechanisms, such as OpenID Connect (OIDC), which is already adopted within WLCG
and the European Open Science Cloud (EOSC).
Starting from such principles, we have implemented a solution that provides fine-grained data ac-
cess by integrating JSON Web Token (JWT) authentication, provided by INDIGO-IAM as Identity
Provider (IdP), Open Policy Agent (OPA) , CEPH Rados Gateway supporting the S3 compatible API
and the Security Token Service (STS) for cross-account operations and sts-wire, a Rclone wrap-up
to mount cloud storage as a disk.
CEPH RADOS Gateway allows access via OIDC Identity Provider and cross-account operations
by offering Security Token Service (STS). In addition, the integration with OPA allows an autho-
rization policy reinforcement: while CEPH administrator creates a role to define both location and
type of storage resources available for the identity provider’s users, the fine-grained policies are
handled by OPA to manage buckets and objects, and to perform S3 operations. This design has
allowed us to decouple authorization enforcement from the storage service. Hence, modifying
user’s access can be executed independently ensuring the availability of the service. Moreover,
the policy engine offers scalability that can accommodate increasing resource demanding on ge-
ographically distributed infrastructures. The S3 storage made available with the present solution
is also accessible via a wide range of client applications such as SDK (Boto3), CLI (s3cmd and
sts-wire) and the in-house designed Web Application, developed upon ReactJS, able to exploit the
official AWS SDK for JavaScript. The WebApp allows easy access to RADOS Gateway resources,
giving the user the ability to list, upload and download file objects, providing authentication with
both plain credentials and OpenID connect. In this work, the design and integration process of the
above mentioned solution is presented, together with some examples and related advancements.
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Opportunistic computing resources for the Czech
WLCG Tier-2

The Czech WLCG Tier-2 center is hosted in the Computing Center of the Institute of Physics of
the Czech Academy of Sciences (FZU) in Prague. Resources at the FZU are supplemented by disk
servers at Institute of Nuclear Physics (NPI) and by compute servers at the Faculty of Mathematics
and Physics of Charles University. The available dedicated computing capacity for supported LHC
projects ALICE and ATLAS are not sufficient to fulfill required share of CPU resources. Therefore,
we use all other possibilities to increase the total computing power. The biggest external contri-
bution is from supercomputers operated by the National Supercomputing Center IT4Innovations
in Ostrava. Access to these supercomputers is subject to competition in the open calls and is not
guaranteed in the long term. Also, when we use dedicated CPU time, we can access those super-
computers only in very restricted mode in preemptive queues.
The FZU Computing Center hosts clusters dedicated to different groups with separate manage-
ment and different batch systems. Since two such clusters for local users have some periods with
lower usage, we integrated them to the automatic submission system of the ATLAS experiment in
a very similar way as the distant supercomputers in the IT4Innovations. The clusters availability
for local users is not affected, they observe only a short increase in the waiting time of the queued
jobs. We compare the usage of the local system to the longer experience with running jobs at
IT4Innovations.
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INDIGO IAM migration to Spring Authorization
Server framework with a new customizable React

user dashboard
Friday, March 29, 2024 9:40 AM (20 minutes)

INDIGO Identity and Access Management (IAM) is a comprehensive solution that enables organi-
zations to manage and control access to their resources and systems effectively. It is a Spring Boot
application, based on OAuth/OpenID Connect technologies and the MITREid Connect library. IN-
DIGO IAM has been chosen as the AAI solution by the WLCG community and has been used for
years by the INFN DataCloud services, as well as by several other projects and experiments. The
constant evolution of identity and access management systems like INDIGO IAM is imperative
in the rapidly advancing landscape of cybersecurity and software development. This abstract en-
capsulates the transformative journey of the INDIGO IAM software, transitioning from its existing
frameworks, MITREid Connect and AngularJS web user interface, to the robust and contemporary
Spring Authorization Server with a React-based new dashboard.

The MITREid framework has served as a reliable foundation for INDIGO IAM, providing essential
identity management capabilities. However, recognizing the need for enhanced security, scalabil-
ity, and modern features, the decision was made to migrate to the Spring Authorization Server, a
powerful and flexible IAM framework built on the widely adopted Spring Security. This migration
represents a strategic move towards aligning INDIGO IAM with cutting-edge industry standards
and best practices. The Spring Authorization Server offers a comprehensive set of features, in-
cluding OAuth 2.1 draft and OpenID Connect support, adaptive authentication, and a modular
architecture that facilitates seamless integration with other Spring ecosystem components. This
abstract highlights the migration benefits, such as improved security protocols, simplified devel-
opment workflows, and enhanced scalability.

The decision to migrate to React was driven by a desire to harness the latest advancements in
User Interface (UI) development, improve performance, and elevate the overall user experience.
React, known for its declarative and component-based architecture, offers a modern and efficient
approach for building interactive and responsive user interfaces. The abstract addresses the im-
pact of the UI transformation on end-users, highlighting the commitment to preserving a familiar
and intuitive experience while introducing new features and improvements. The benefits of Re-
act, including virtual DOM efficiency and state management, are underscored as pivotal elements
contributing to the enhanced responsiveness and interactivity of the INDIGO IAM Dashboard.

Finally, this abstract elucidates the technical considerations and architectural decisions made dur-
ing the development process to facilitate multi-backend support. The commitment to a standard-
ized and modular design is highlighted as a key enabler for developers to seamlessly integrate and
configure the UI with different backend implementations.
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Blockchain-Enabled Secure Management of
Scientific Data in Permissioned Networks: a

Metadata-Centric Approach (Remote Presentation)
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In recent years, blockchain has emerged as a promising new technology to manage trusted in-
formation, making it easier for companies to access and use critical data while maintaining the
security of this information.
Permissioned blockchains, unlike permissionless ones, restrict access to a select group of certified
entities. They ensure a controlled and secure environment where only authorized participants can
join the network and perform operations, a peculiar aspect in sectors where data sensitivity, con-
fidentiality, and limited access are crucial.
In this work, we present the implementation of a permissioned blockchain system aimed at ensur-
ing data immutability, operations traceability, and the ability to reproduce workflows.
Tracking operations performed on the data and guaranteeing reproducibility of research through
workflow reconstruction upon data processing become very important in different sectors ranging
from scientific communities to private companies and health.
In such regards, we work with Hyperledger Fabric, an enterprise-grade permissioned distributed
ledger platform that offers modularity and versatility for a broad set of industry use cases.
Among its features, Fabric supports the generation of digital certificates and the possibility to im-
port externally provided X.509 format to ensure participant identity; smart contract development
in different programming languages (such as Go, Javascript or Java); provides a REST API for
communication with off-chain service; its modular architecture allows various components and
features to be replaced or extended based on the specific needs of a blockchain network.
In our implementation of the private and permissioned blockchain network, we decided to operate
with the hash of the data and the related metadata instead of the whole data. In such a way, storage
space usage can be optimised, providing the possibility to delete data. In a blockchain framework,
in fact, data are not removable. By storing only the metadata, we store essential information on
the blockchain, and leave the possibility to manage and delete specific data entries stored off-chain
efficiently.
Moreover, the support of a data lake to store data enables the possibility to trigger events when
the data is modified.
Furthermore, we take into consideration also aspects such as data tampering and how blockchain
can help in capturing and storing the modification, revealing the owner and timestamp of the op-
eration. As already mentioned, including hashes of the data allows a faithful reconstruction and
reproduction of the entire workflow, making the data processing management trustable.
In the present work, the blockchain implementation is explained, with some examples, and possi-
ble improvements are presented, including the design of a cloud-enabled blockchain as a service
on the INFN Cloud infrastructure.

Primary author: RANIERI, Domingo

Co-authors: Mr COSTANTINI, Alessandro (INFN CNAF); Mrs MARTELLI, Barbara (INFN CNAF)

February 8, 2026 Page 106



International Sy … / Report of Contributions Blockchain-Enabled Secure Manag …

Presenter: RANIERI, Domingo

Session Classification: Data Management & Big Data

Track Classification: Track 6: Data Management & Big Data

February 8, 2026 Page 107



International Sy … / Report of Contributions Lockers: An Innovative and Secure …

Contribution ID: 80 Type: Oral Presentation

Lockers: An Innovative and Secure Solution for
Managing Secrets in the EGI Cloud Infrastructure

Thursday, March 28, 2024 4:20 PM (20 minutes)

Secret management stands as an important security service within the EGI Cloud federation. This
service encompasses the management of various types of secrets, including tokens and certificates,
and their secure delivery to the target cloud environment. Historically, accessing secrets from
virtual machines (VMs) has relied on OIDC access tokens, a method that harbors potential security
vulnerabilities. In the event of VM compromise, these access tokens can be pilfered, enabling
attackers to gain access to all user secrets.

The Locker mechanism introduces an innovative and robust approach to securely deliver secrets
to VMs. Users can effortlessly create a locker, deposit their secrets within it, and then furnish the
locker’s token to their VMs. Key security attributes of the locker system include:

• Temporary and Autoclean: Lockers have a limited lifespan and quantity. Upon expiration,
lockers are automatically purged, along with all the secrets contained within them.

• Isolation: Access to the secrets within a locker is exclusively through its associated token,
which can solely be used for accessing the locker’s secrets—nothing more. This isolation
allows users to store tokens in Continuous Integration/Continuous Deployment (CI/CD)
pipelines and similar tools, mitigating the risk of exposing personal secrets.

• Malfeasance Detection: The locker mechanism possesses the capability to detect if a token
has been compromised and is being misused.

By adopting the locker approach, users can securely deliver secrets to VMs within the EGI Cloud
federation, all while safeguarding their personal credentials from exposure. This innovative solu-
tion enhances the overall security posture of the cloud infrastructure, providing a robust founda-
tion for secret management.
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Service Migration and High Availability Using
Dynamic DNS Service

The Dynamic DNS service offered by IISAS plays a pivotal role in providing comprehensive, federation-
wide Dynamic DNS support for virtual machines within the EGI Cloud infrastructure. This ser-
vice allows users to register their preferred host names within designated domains (e.g., my-
server.vo.fedcloud.eu) and associate them with public IP addresses of their servers.

The Dynamic DNS service brings about a significant enhancement in both the usability and secu-
rity of services within the Cloud environment. Users can conveniently access services or virtual
machines deployed in Clouds using pre-registered, meaningful, and memorable hostnames instead
of raw IP addresses. Furthermore, with appropriately configured hostnames, users can obtain valid
SSL certificates for the services hosted in the Cloud.

However, the true power of the Dynamic DNS service lies in its ability to facilitate service migra-
tion and ensure high availability. It can seamlessly redirect the service endpoint from one service
instance to another in a mere minute, all without causing disruptions to end-users. By integrating
with a monitoring service or utilizing a cron script, the Dynamic DNS service can automatically
shift the service endpoint from a faulty instance to a healthy one, thus ensuring uninterrupted
availability.

In summary, the Dynamic DNS service not only simplifies accessibility and security but also serves
as a robust tool for achieving service continuity and high availability, making it an invaluable asset
within the EGI Cloud infrastructure.
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Supporting Native Cloud Tools in the EGI Federated
Cloud via the FedCloud Client
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The EGI Federated Cloud (FedCloud) is a multinational cloud system that seamlessly integrates
community, private, and public clouds into a scalable computing platform dedicated to research.
Each cloud within this federated infrastructure configures its Cloud Management Framework
(CMF) based on its preferences and constraints. The inherent heterogeneity among cloud sites
can pose challenges when attempting to use native cloud tools such as Terraform at the federation
level.

The FedCloud client, the official client of the EGI Federated Cloud, plays a crucial role in simplifying
the use of these tools. It offers the following capabilities:

• Creating a working environment for the tools:

• It generates site-specific configuration files (cloud.yaml).

• Sets up essential environment variables to ensure seamless tool integration.

• Making the tools federation-aware:

• Utilizes site IDs and Virtual Organization (VO) names for streamlined access to individual
sites within the federation.

• Facilitates global, all-site operations to enhance tool functionality.

• Selecting suitable resources and configurations:

• Efficiently searches for local cloud images.

• Helps in selecting the most appropriate cloud flavors to optimize resource utilization.

In essence, the FedCloud client serves as a valuable bridge, simplifying the use of native cloud
tools within the EGI Federated Cloud environment. Its features contribute to a more user-friendly
and efficient cloud computing experience, particularly when dealing with the diverse cloud infras-
tructure found within the federation.
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Enhanced StoRMWebDAV data transfer
performance with a new deployment architecture

behind NGINX reverse proxy
Thursday, March 28, 2024 2:40 PM (20 minutes)

StoRM WebDAV is a component of StoRM (Storage Resource Manager) which is designed to pro-
vide a scalable and efficient solution for managing data storage and access in Grid computing
environments. StoRM WebDAV specifically focuses on enabling access to stored data through the
WebDAV (Web Distributed Authoring and Versioning) protocol. WebDAV is an extension of the
HTTP protocol that allows users to create, change and move resources on a web server.

StoRM WebDAV is designed to follow the requirements set forth by the WLCG (Worldwide LHC
Computing Grid) community, in particular it supports: Third Party Copies (TPC), authorization
based on JWT tokens or X.509 certificates (often VOMS proxies), and fine-grained access policies.
Third-party copy has been one of main GridFTP features used by LHC experiments data man-
agement frameworks to implement scalable data transfer and management. In 2017 the Globus
Alliance announced that the open-source Globus Toolkit would no longer be supported. This seri-
ously impacted the WLCG community because of the central role of the Globus Security Infrastruc-
ture and GridFTP in the context of data transfer frameworks. As a natural consequence, WLCG is
moving towards HTTP-based data transfers. In this HTTP-based context, an extension of the Web-
DAV COPY verb has been defined by the WLCG community and consists of bulk transfer requests
between two remote storage endpoints.

This contribution highlights how data transfer (TPC or direct upload/download) performance can
be enhanced by delegating them to NGINX. This strategic decision is driven by the proven relia-
bility, scalability, and performance capabilities of NGINX in handling such critical functions.
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Federation-registry: the renovated Configuration
Management Database for dynamic cloud federation

(Remote Presentation)
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The INDIGO PaaS orchestration system is an open-source middleware designed to seamlessly
federate heterogeneous computing environments, including public and private clouds, container
platforms, and more. Its primary function lies in orchestrating the deployment of virtual infras-
tructures, ranging from simple to intricate setups. These virtual infrastructures can implement
high-level services, such as Jupyter Hub, Kubernetes, Spark, and HTCondor clusters, providing
users with convenient access and operational control.
At the heart of the orchestration system lies its core component, the Orchestrator, supported by
a suite of micro-services. These micro-services play a crucial role in assisting the Orchestrator by
facilitating the selection of the optimal provider from the federated environments, based on the
specific deployment request.
Within this architecture, a pivotal micro-service is dedicated to implement the information system
of the federation. This crucial component records comprehensive details about all the providers,
encompassing their characteristics and capabilities. The information stored plays a central role in
the matchmaking process between user deployment requests and available providers.
For instance, if a deployment request specifies the allocation of one or more GPUs, the Orchestra-
tor relies on the information system to identify which providers within the federation, for which
the user is entitled to allocate resources, offer GPU capabilities.
Currently, this functionality is implemented by the Configuration Management Database (CMDB)
service, which stores and organizes information about resource providers, and the Service Level
Agreement Manager (SLAM) which retains SLAs signed by users and resource provider adminis-
trators.
We have opted to replace the existing services due to the discontinuation of maintenance for the
CMDB developed during the INDIGO-DataCloud project, which relies on outdated components.
The forthcoming solution, the Federation-Registry, is a state-of-the-art web application built on
the FastAPI framework. It features a REST API secured by OpenID-Connect/OAuth2 authentica-
tion and authorization technologies and policies. This upgrade ensures a more robust and secure
foundation for managing federation-related information.
The Federation-Registry leverages neo4j, a highly flexible graph database, as opposed to the legacy
CouchDB - a non-relational database - for storing and organizing data related to resource providers.
Additionally, it adopts S3 object storage to securely store the signed SLA agreements. The imple-
mentation of a new population script becomes essential to retrieve information from the target
resource providers and feed the database with relevant data.
This upgrade promises several advantages, including improved data organization, independence
from outdated and unmaintained software, adherence to test-driven code practices, enhanced flex-
ibility for accommodating various types of providers, and simplified database structure updates for
the incorporation of new provider types. This contribution will outline the architectural decisions
and delve into the specifics of the implementation.
The newly implemented Federation-registry service will be integrated into the INFN Cloud plat-
form, which is already exploiting the INDIGO PaaS middleware to provide INFN scientific commu-
nities with a portfolio of high-level services supplied on-demand across geographically distributed
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High availability Kubernetes cluster using Octavia
Ingress Controller (Remote Presentation)
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With the widespread adoption of containers by various organizations and companies, Kubernetes
(K8s), an open-source software dedicated to container management, has in recent years become
de-facto the standard for the deployment and operation of applications focused on this techno-
logical solution. K8s offers several advantages: workload balancing, dynamic resource allocation,
automated rollout and rollback, storage orchestration, management of sensitive information, self-
healing, etc. Such a resilient infrastructure allows us, for example, to deploy authentication sys-
tems used in the WLCG world. Furthermore, the same infrastructure will be used in the future
to provide services to the developer group. Obviously K8s has some limitations that can be sup-
planted by the easy integration with many external software.

Thanks to its flexibility and scalability features, K8s can be integrated with cloud native solutions
such as Openstack, a modular cloud operating system capable to offer computing and storage
management services according to the Infrastructure as a Service (IaaS) paradigm, deployed at
INFN CNAF.

The inner complementary relationship between K8s and Openstack has pushed us to widely use
this solution in our Cloud infrastructure. An interesting aspect of the integration between the two
software, which we are investigating, is the possibility of exposing K8s services externally via a
Load Balancer (LB), by making use of the Octavia service. Octavia is an open source, operator-
scale load balancing solution designed to work with OpenStack. Octavia achieves load balancing
services by overseeing a fleet of virtual machines, containers, or bare metal servers, referred to
collectively as amphorae. These amphorae are dynamically deployed as needed, distinguishing
Octavia from alternative load balancing solutions and making it particularly well-suited for cloud
environments.

Using Octavia to publish a service externally will enable a sort of service resilience given by the
adoption of a Master-Backup HAProxy. In the event of a master downtime, the backup will assume
the role of master, keeping external communication alive. The advantage of using the Octavia
service is to limit the resources (e.g. FloatingIPs) used. Furthermore, delegating the creation of the
LB, and therefore the VMs, to Octavia may allow us to speed up the process and avoid any human
errors resulting from manual installation.

In the present work the deployment of the functionality is shown and performance of the whole
system will be provided to prove the solidity of the adopted technological solutions.
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Carbon life cycle modelling of scientific computing
Thursday, March 28, 2024 4:40 PM (20 minutes)

Summary: We propose a model to estimate and minimise full life cycle emissions of scientific com-
puting centres based on server embodied carbon, PUE, projected next-generation performance-
per-Watt improvements and actual/projected carbon intensity of the location.

In this paper we present a model for the assessment of the replacement cycle of a compute cluster
as a function of the carbon intensity of the region where it is deployed and the embodied carbon
in the manufacturing of the server. The model allows to take into account facility PUE or cooling
emissions, server load and energy efficiency gains through replacement by the latest models.

The embodied carbon in the manufacturing of the server is estimated based on public historical
data reported by manufacturers for some models, together with average transport emissions. These
carbon emissions for acquiring new hardware is weighed against the ongoing emissions for run-
ning older hardware, and we provide a model to optimize replacement cycles for minimal carbon
footprint given that newer equipment will have greater energy efficiency for equivalent scientific
compute work.

We show the results of this model for several real world sites to provide an equivalent scientific
computing capacity, using actual conditions for their power and cooling emissions, which gives
us a tailored strategy for the site on replacement cycle for hardware to minimize carbon footprint.

For instance, the model shows that with current estimates for embodied carbon, to minimise the
full life cycle emissions, clusters in countries with moderate electricity carbon intensity (<200
gCO2e/kWh) should ideally be kept in operation for several decades.

Since running computers for several decades provide practical and financial challenges, we also
discuss limits to the applicability of the model outcomes to practical site operations and procure-
ments. In a addition we also come with some community and industry recommendations that
from our work indicate they would be helpful to lower the total carbon emissions from scientific
computing.
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posture of open-source software (Remote
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Protecting information assets has become a top priority for organizations in the ever- changing
landscape of digital security.
INFN is deeply committed to security, being a major player in the research world with distributed
computing infrastructures across the entire territory and being involved in numerous research
projects that deal with health and sensitive data.
The Datacloud project aims to develop a portfolio of IaaS and PaaS cloud services, that will allow
research partners to deploy innovative services by easily and transparently accessing geographi-
cally distributed computing and storage resources.
The middleware developed by Datacloud reflects the uniqueness of our technology compared to
common public clouds in the market: our core strength lies in the middleware and cloud-native
applications tailored to the needs of research communities and our ability to co-design solutions
with our research partners.
Considering this, we are currently undertaking a comprehensive and strategic initiative to assess
and enhance the security posture of our open-source components within the Datacloud produc-
tion middleware. This middleware encompasses Platform-as-a-Service (PaaS) Orchestration sys-
tem, Identity and Access Management (IAM), and TOSCA-based services.
Over the years, the accelerating pace of software development has, at times, led to security aspects
being overshadowed in favour of expeditious feature releases.
Recognizing this oversight from the past, we intend to correct the situation, reinforcing security
as a fundamental pillar in the development lifecycle.
The initiative is motivated by a compelling need to align with best practices and industry standards,
namely the OWASP SAMM (Software Assurance Maturity Model) and ISO/IEC 27002 frameworks.
The collaboration of these frameworks serves as the foundation for a robust and harmonized secu-
rity posture. OWASP SAMM provides a maturity model specifically tailored for software security
assurance programs, offering guidance on creating and evolving an organization-wide software se-
curity initiative. ISO/IEC 27002, on the other hand, focuses on information security management,
providing a comprehensive set of controls and guidelines.
We acknowledge the need of a collaborative effort within our organization, which will actively
involve development leads, “security champions”, and other key stakeholders.
We have identified a set of tasks to be implemented to establish virtuous processes aimed at en-
hancing our security posture.
In the initial phase of the plan, we will focus on the definition of security standards and policies,
roles and responsibilities, and security training and awareness. The overarching goal is to create
a robust governance framework that permeates the entire software development lifecycle.
Following that, the plan delves into the security self-assessment, which involves creating a com-
prehensive projects inventory and the initiating an evaluation and improvement plan. This stage
integrates code reviews and initial implementation strategies, acknowledging the importance of
automated security checks, continuous assessment, and code quality reviews.
A subsequent focus will be on setting up continuous monitoring processes to establish and main-
tain frameworks and processes for ongoing control and enhancement of software quality. This
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includes proactive measures for timely updates of dependencies and swift responses to emerging
vulnerabilities.
This contribution will provide an overview of this pragmatic roadmap for realizing a more secure
and resilient software ecosystem, ultimately leading to the implementation of inherently secure
end user services tailored to scientific data analysis.
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3D Ultrasound Computer Tomography - a data &
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Wednesday, March 27, 2024 4:30 PM (30 minutes)

Background & Motivation

3D Ultrasound Computer Tomography (3D USCT) is developed at the
Karlsruhe Institute of Technology for early breast cancer detection.
Unlike conventional ultrasound sonography methods with manual guided
ultrasound (US) probes, the patient is placed on a patient bed with a
stable and reproducible measurement configuration. A reproducible stable
measurement configuration is achieved by surrounding the patient’s breast
with many spherical placed ultrasound transducers – 2304 individual US
transducer elements. This allows screening and diagnosis in a
reproducible way – long term, longitudinal tracking of a patient’s
status of it’s breast health is possible with a non-ionizing, 3D and
easy to delivery imaging modality is now becoming thinkable.

Method

Despite the promising design and vision of the project, early
pre-studies in hospitals (Hospital Jena, Hospital Mannheim) indicated
that there are still some technical challenges to be tackled to realise
the full potential of the method - the enormous computational burden of
the various imaging approaches is hindering the scientific progress and
the method.

More specifically, on challenge is the large amount of data (40 to
80 GB per measurement of pressure of time signals, so called a-scans)
combined with large three dimensional imaging domain, the
Region-of-interest, of 20x20x20cm\^3. With the desired resolution
of \~0.2mm this leads to an image volume of 1GVoxel in need of being
computed. In case of reflectivity image reconstruction with SAFT
(Synthetic Aperture Focussing Technique) both combined lead to 0.112
Terabyte (double floatingpoint data type) in write and read accesses in
the computing process of the image.

While the SAFT algorithm is parallelised in GPU, the other modalities
imaging methods having their challenges in the dimensionality and
non-trivial partitioning schemes - the transmission based tomography is
formulated as optimization problem, which is challenging due to the
inherent three dimensional nature oft he USCT’s aperture.

Even more demanding approaches of promising full wave inversion schemes,
inspired also from prior work in the field of geo-science, which struggle
with high-frequency nature of the data provided by the USCT device and
method.
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Next Steps

HPC and grid computing should be offering the infrastructure and
interfaces to tackle the multifold computational partitioning and big data
challenges of USCT. The USCT project tries now to enable fellow scientist
and associated communities and kick off collaborations. We are committed
to open science, open access and open data: example data sets and access
code are provided available under liberal licenses on github and an
webserver.

A Matlab script with some reference imaging and visualization code:

“3D-USCT-III-access-script” KIT-3DUSCT/3D-USCT-III-access-script
(github.com)

The following datasets are provided:

1: Gelatine phantom with four inclusions made from PVC (spheres of
different size 8 mm to 22 mm)

2: Empty measurement with the same acquisition parameters as the
gelatin phantom.

3D KIT USCT – USCT data exchange and
collaboration

• Contact:

• https://www.ipe.kit.edu/projekte_2833.php (Michael Zapf / Nicole Ruiter)

Keywords: HPC, Bioinformatics, Medical imaging, open science, open data
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JUNO Distributed Computing Infrastructure status
Thursday, March 28, 2024 12:00 PM (20 minutes)

The Jiangmen Underground Neutrino Observatory (JUNO) is an underground 20 kton liquid scin-
tillator detector being built in the south of China and expected to start data taking in late 2024.
The JUNO physics program is focused on exploring neutrino properties, by means of electron anti-
neutrinos emitted from two nuclear power complexes at a baseline of about 53km. Targeting an
unprecedented relative energy resolution of 3% at 1 MeV, JUNO will be able to study neutrino os-
cillation phenomena and determine neutrino mass ordering with a statistical significance of about
3 sigma within six years.

These physics challenges are addressed by a large Collaboration localized in three continents. In
this context, key to the success of JUNO will be the realization of a distributed computing infras-
tructure (DCI), which will satisfy its predicted computing needs.

The development of the computing infrastructure is performed jointly by the Institute of High
Energy Physics (IHEP), and a number of Italian, French and Russian data centers, already part of
WLCG.

Upon its start, JUNO is expected to deliver 2 PB of data per year, which is to be stored in the above
mentioned data centers in China and Europe. Data analysis activities will be also carried out in
cooperation, according to a coordinated joint effort.

This contribution reports on the design and deployment of the JUNO DCI. It will describe its main
characteristics and requirements.
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INFN CNAF data center provides a huge amount of heterogeneous data through the adoption
of dedicated monitoring systems. Having to provide a 24/7 availability, it has started to assess
artificial intelligence solutions to detect anomalies aimed to predict possible failures.

In this study, the main goal is to define an artificial intelligence framework able to classify and
predict anomalies in time series data obtained from different sensors and systems within the data
center (i.e. electrical plant, cooling system, UPS system, and others). The framework takes into
consideration the following data characteristics: the majority of the collected data has a time win-
dow that begins on January 6, 2022, and ends on July 7, 2023; the number of entries per file varies
from 5000 up to 50000; most of the sensors values are sampled every 15 minutes, but some sensors
(like the UPS system) are sampled every 10 minutes; during the merging phase of sensors data,
using the timestamp as key, a tolerance of 15 minutes to get entries where every timestamp have
the values of each sensor.

Having to deal with unlabeled data, the proposed framework performs as a first step a regression
task to learn the behavior of the sensors and, given the previous 5 timestamps, provides the values
of the sensors in the next timestamp. As a second step, it performs a classification task. Comparing
the predicted and the actual behaviors of the sensors, in fact, evaluates the status of the system
and possible anomalies.

The regression task can detect the relationship with other sensors with the usage of GATv2, Long-
short term memory, and linear layers, and provide the trend of each sensor by using LSTM lay-
ers. To make the training phase faster and less influenced by the initial random initialization of
the parameters, batch normalization has been performed after each GATv2 layer and LSTM layer.
Once the regression network has provided the expected behavior of the sensors, the outcome is
compared with the observed one by using two linear layers: after the first one, there is a batch
normalization and a ReLU, providing two numbers between 0 and 1, that represents the probability
that the timestamp is anomalous and the probability that it is not anomalous. The two layers have
been trained with the mean squared error and the cross entropy as loss functions respectively. The
network can properly learn from this unbalanced dataset.

To train the regression model we have only used the non-anomalous timestamps, instead to train
the classifier we have considered both types of entries. To avoid missing data between timestamps,
the samples for training, validation, and testing have not been created randomly, furthermore, the
ratio between non-anomalous and anomalous timestamps has been preserved in all the sets. So to
achieve all these points, the dataset has been divided into six different parts of equal length, and
then the training set, the validation set, and the test set of each part have been created.
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A Study of Credential Policy and Credential Practice
Statement for an Authentication Proxy Service

Friday, March 29, 2024 10:00 AM (20 minutes)

Authentication proxy services are becoming increasingly important in existing ID infrastructure
linkage. It is necessary to clarify how the service identifies and authenticates end entities and to
strictly operate the service. In this paper, we discuss a credential policy and credential practice
statement of Orthros, an authentication proxy service that has begun trial operation.
Identification and authentication in authentication proxy services have a complex structure be-
cause they have a method themselves and delegate it to multiple ID infrastructures. We will sum-
marize its characteristics and introduce the credential policy and credential practices statement of
the authentication proxy service, Orthros.

Primary authors: Dr SAKANE, Eisaku (National Institute of Informatics); Prof. NAKAMURA,
Motonori (Kyoto University); Mr MIZUMOTO, Akinori (National Institute of Informatics)

Presenter: Dr SAKANE, Eisaku (National Institute of Informatics)

Session Classification: Network, Security, Infrastructure & Operations

Track Classification: Track 7: Network, Security, Infrastructure & Operations

February 8, 2026 Page 123



International Sy … / Report of Contributions Text Classification on COVID-19: …

Contribution ID: 92 Type: Oral Presentation

Text Classification on COVID-19: a
Transformer-based Approach
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During the COVID-19 pandemic, there has been a rapid growth of literature and the need to access
useful information quickly to understand its disease mechanisms, define prevention techniques,
and propose treatments, therefore text classification has become an essential and challenging ac-
tivity. LitCovid represents an example of the extent to which a COVID-19 literature database can
grow: it has accumulated over 390,000 articles with millions of accesses since 2020. Approximately
10,000 new articles have been added to LitCovid every month since May 2020.

Text classification is the process of assigning predefined labels to text by its content. Label selec-
tion is a demanding task due to various factors. Firstly, a deep knowledge of the topic domain is
compulsory. Secondly, a label structure has to be established since a label may be connected or
imply other labels, i.e. diagnosis implies tomographic, medical imaging, and radiation. Finally, the
depth of this label structure has to be defined and be consistent for every topic, i.e. treatment and
prevention must be described using the same level of detail.
For text classification, we have considered transformer models that have achieved unprecedented
breakthroughs in the field of Natural Language Processing. The core function that drives the suc-
cess is the attention mechanism, which provides the ability to dynamically focus on different parts
of the input sequence when producing the predictions and capturing the relationships between
words in the sentence.

In this study, we have proposed labels that can satisfy the need to assist title and abstract screen-
ing for supporting COVID-19 research on detection, diagnosis, treatment, and prediction. Our
labels extend what LitCovid and CORONA Central corpora provide for COVID-19 literature. Fur-
thermore, we have classified literature by using different pre-trained transformer models, mainly
based on BERT and ELECTRA models, such as BioBERT, PubMedELECTRA, and BioFormer. The
selected papers have been identified through the usage of PRISMA, the Preferred Reporting Items
for Systematic Reviews and Meta-Analysis, an incident approach originally developed in the chem-
ical process industry and afterward well-distinguished in the medical field.

All the models have been compared by considering micro average, weighted average, and sample
average methods for performance metrics. During this study, we have tackled the problem of the
computational requirements, e.g. 10 hours per 5 epochs (2 hours per epoch) with a GPU P100 for
PubMedBERT-large; and of the domain specificity of the model performances.
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In the context of the Italian National Recovery and Resilience Plan (NRRP), the High-Performance
Computing, Big Data e Quantum Computing Research Centre, created and managed by the ICSC
Foundation, has been recently established as one of the five Italian “National Centres” to address
designated strategic sectors for the development of the country, including simulations, comput-
ing, and high-performance data analysis, agritech, development of gene therapy and drugs via
RNA technology, sustainable mobility, biodiversity. The focus of this specific National Supercom-
puting Centre is on maintenance and upgrade of the Italian HPC and Big Data infrastructure, as
well as on the development of advanced methods and numerical applications and software tools to
integrate computing, simulation, collection, and analysis of data of interest for research, manufac-
turing, and society, also through cloud and distributed approaches. In particular, in a hub-spoke
set-up, the so-called “Spoke 2” is devoted to research at the frontiers of theoretical and experimental
physics, mainly on experimental particle physics research, conducted with or without accelerat-
ing machines, as well as detectors studying gravitational waves, and more. The talk will present
the organisation and activity status of this spoke and elaborate on its scientific and technological
contributions to the overall innovation ecosystem.
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Fundamental Research and Space Economy: the
Italian strategy in the new High-Performance
Computing, Big Data eQuantum Computing

Research Centre

In the context of the Italian National Recovery and Resilience Plan (NRRP), the High-Performance
Computing, Big Data e Quantum Computing Research Centre, created and managed by the ICSC
Foundation, has been recently established as one of the five Italian “National Centres” to address
designated strategic sectors for the development of the country, including simulations, comput-
ing, and high-performance data analysis, agritech, development of gene therapy and drugs via
RNA technology, sustainable mobility, biodiversity. The focus of this specific National Supercom-
puting Centre is on maintenance and upgrade of the Italian HPC and Big Data infrastructure, as
well as on the development of advanced methods and numerical applications and software tools to
integrate computing, simulation, collection, and analysis of data of interest for research, manufac-
turing, and society, also through cloud and distributed approaches. In particular, in a hub-spoke
set-up, the so-called “Spoke 2” is devoted to research at the frontiers of theoretical and experimental
physics, mainly on experimental particle physics research, conducted with or without accelerat-
ing machines, as well as detectors studying gravitational waves, and more. The talk will present
the organization and activity status of this spoke and elaborate on its scientific and technological
contributions to the overall innovation ecosystem.
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Security exercises, which questions to ask and what
to do with the answers

Tuesday, March 26, 2024 11:40 AM (20 minutes)

ecurity exercises can be seen as an experiment, one wants to investigate how
good, for example, the expected computer security incident response activities of an
organisation described in the procedures and policies match with real (measured)
activities in an -as realistic as possible, but contained- created security
incident situation.

The complexity of the created security situation depends on what to
investigate. It ranges from measuring various aspects of incident response, like
the security communication infrastructure used by the involved security teams,
to “shaking the whole tree” situations where also the borders of the primarily
addressed infrastructure and the interfaces to the security teams
of depending or supporting infrastructures are challenged. An example would be Identity
Providers that manage identities which can be used at compute services (like EGI
FedCloud).

Since security exercises are costly and in addition even bare the risk to be
harmful to collaborations in the area of operational security, we will focus in this
talk rather on our experiences gained through organizing security exercises, or
being part of campaigns, on what went wrong, what can be improved, what should
be avoided in future runs.

For that purpose, and taking into account the similarity to scientific
experiments we will also talk about how to design a security exercise, i.e. what
are the questions you want to answer, how to identify and measure the relevant
parameters, and finally what to do with the results.
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Alps: cloud-native HPC at the Swiss National
Supercomputing Centre

Tuesday, March 26, 2024 9:50 AM (40 minutes)

The Swiss National Supercomputing Centre (CSCS) is commissioning the future multi-region flag-
ship infrastructure codenamed Alps, an HPE Cray EX system based on NVIDIA GH200 Grace-
Hopper superchip. The Centre has been heavily investing in the concept of Infrastructure as Code,
and it is embracing the multi-tenancy paradigm for its infrastructure. Alps will serve multiple
partners, characterised by different development and operational requirements, through the use
of versatile software-defined clusters (vClusters). Exemplified by the collaborative partnership
with the Paul Scherrer Institut, CSCS is also able to deliver Infrastructure-as-a-Service solution on
Alps, enabling organisations to construct and manage vClusters tailored to their specific demands.
Furthermore, in close collaboration with the Swiss Institute for Particle Physics, CSCS has met the
computing requirements of the WLCG project with cutting-edge resources via a Tier-2 Grid site
vCluster. This baseline is also exploited by other projects such as the Cherenkov Telescope Array
and the Square Kilometre Array.
Leveraging modern approaches and technologies borrowed from the cloud, CSCS is now empow-
ered with enhanced flexibility to deliver first-class High Performance Computing to a variety of
users and partners.

Presenter: DI MARIA, Riccardo (Swiss National Supercomputing Centre (CSCS))
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Exploring Computational Science Towards the Era of
Quantum Computing

Thursday, March 28, 2024 9:00 AM (40 minutes)

Presenter: TERASHI, Koji (University of Tokyo)
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Presenter: LIN, Jung-Hsin (Research Center for Applied Science, Academia Sinica)
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Building a superconducting quantum computer
Tuesday, March 26, 2024 9:10 AM (40 minutes)

Quantum computers offer the potential to address complex problems that exceed the capabilities
of current high-performance computers. Although fault-tolerant quantum computers have yet to
be realized, numerous countries are actively engaged in their development. Among the various
platforms under consideration, superconducting quantum computers utilizing Josephson junction
qubits emerge as particularly promising candidates. In this presentation, I will delve into the
fundamental principles of quantum gates and elucidate the construction process of a 5-qubit su-
perconducting quantum computer. Additionally, I would like to discuss an open topic regarding
the future integration of QPU with diverse data processing technologies, involving CPU, GPU and
TPU, to expand the landscape of our current problem-solving capabilities.

Presenter: CHEN, ChiiDong (Academia Sinica)
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Accelerating Science and Learning, Part 2: The
Breakthrough and the Next Stages in the Digital
Restoration of Damaged Historical Material

Wednesday, March 27, 2024 9:00 AM (40 minutes)

This talk continues the story of virtual unwrapping with a victorious return to the stage at ISGC
2024. Last year we predicted an unprecedented breakthrough with the help of an international
competition called the Vesuvius Challenge. This talk will fulfil that promise and describe how we
have captured the imagination of a diverse, global audience, through the virtual unwrapping of one
of the iconic scrolls from Herculaneum. Aligned with the theme of ISGC, I will describe the crucial
role that cloud computing has played in the application of computationally intensive AI techniques
applied to this problem at scale within the competitive scheme of the Vesuvius Challenge. I will
conclude by revealing the upcoming activities we are planning in order to deliver a corpus of
material from the ancient world that stands to be the largest revelation of classical material since
Italian Scholar and Renaissance Humanist Poggio Bracciolini was rescuing manuscripts in 1416.

Presenter: SEALES, Brent (University of Kentucky)
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Using Network Architecture Virtualization Concepts
to Build Tunnel-based BGP Emulation Testbed: A

Study Case
Wednesday, March 27, 2024 12:00 PM (30 minutes)

Since the global network continues to grow at a fast pace, the
inter-connection becomes more and more complicated to support reliable transmission. Mean-
while, the prosperity of network application service is getting increasing expanding as well. This
brings more concerns and attractions on using software-defined concepts to make wide-area net-
work to
be optimized and secured. However, collecting and manipulating BGP routes from/to global net-
work for experiment is a challenge. Researchers may have to spend lots of time and cost in testbed
conduction, and they also have to establish peering connections to other networks. Hence, this
research aims to use an essential way to develop a tunnel-based BGP testbed to support Software-
Defined WAN experiments, trying to satisfy the research and education purposes of global network
exploration.

Primary author: TSAI, Pang-Wei (NCKU)
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Session Classification: Network, Security, Infrastructure & Operations

February 8, 2026 Page 144



International Sy … / Report of Contributions Emergent Value-Added Product Pr …

Contribution ID: 113 Type: Oral Presentation

Emergent Value-Added Product Processing by
Gaussian Statistical Approach for Sentinel-2 Data
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Funding opportunities Asia - Europe
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e-Sciences Activities in Vietnam
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Archive storage in SDCC of BNL
Thursday, March 28, 2024 3:00 PM (20 minutes)

The Scientific Data and Computing Center (SDCC) at Brookhaven National Laboratory provides
data storage, transfer, and computing resources to scientific experiments and communities at
Brookhaven National Lab and worldwide.
A significant amount of scientific data has been stored and retrieved daily from the multiple tiered
storage systems. My presentation covers the infrastructure of the data archiving operations on
disk and tape infrastructures.

Presenter: CHOU, Tim (Brookhaven National Laboratory)
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Juno update
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