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Agenda

• SOC Hackathons
• December 2024
• Next SOC Hackathon September 2025

• Status updates
• CERN
• STFC

•Collaborative Threat Intelligence Sharing
• Training
•Next steps



SOC Hackathon Late 2024

• Hosted by JISC in London in early December 2024
• 17 participants in person, 4 online
• 11 organisations from 5 countries represented



SOC Hackathon Late 2024

•Work addressed during the hackathon includes:
• Status updates from participating organisations
• Opensearch deployments for operational security
• Configuration management, with an emphasis on Ansible
• MISP OIDC authentication
• MISP documentation
• Malware analysis lab and reverse engineering
• Zeek + network monitoring setup



SOC Hackathon 2025

• Next WLCG SOC WG Hackathon will be hosted by 
University Politehnica of Bucharest / National University 
of Science and Technology Politehnica Bucharest
• Taking place on the UPB campus in Bucharest, Romania
• From Monday morning until Wednesday lunch time
• Two possible set of dates:
• September 15-17
• September 22-24



CERN Status [Design]



CERN Status [Recent work]

• Zeek work, including packaging of recent versions for 
EL9 and making packages available to the community
• Logging infrastructure:
• Endpoint logging already migrated from Flume to Fluent Bit
• Security logging pipeline migration from Flume to Fluent Bit 

ongoing
•Opensearch, Kafka and Hadoop cluster upgrades



STFC Status [Process]

•Now styled as SOC-NDR service as part of suite of 
SOC developments for STFC
• Including investigation of approaches to 24x7 

response and other tooling
•Service V1.0 available for broader sharing with 
other security teams in STFC ~end of March
•Workshops later in April



STFC Status [Design]

•Monitoring 6 x 100Gb/s links
• 2 x 100 Gb/s LHCOPN -> CERN
• 4 x 100 GB/S Janet -> General internet

• (In fact 8 links including Primary/Secondary links)

•Optical taps
• 50/50 data/mirror

• Aggregating data using Mellanox SN2700, load balanced across 
analysis nodes



STFC Status [Design]



MISP
- Specific 

UKRI 
instance

- Pulling 
from CERN, 
SAFER-
TRUST, Jisc

Zeek
- 7.3
- CERN-built 

RPMs
- Rocky9

FluentBit
- 3.0
- Rocky9
- Lua filters

OpenSearch
- 2.4*
- Docker
- Base OS is 

Rocky9

OpenSearch 
Dashboards
- 2.4*
- Docker
- Base OS is 

Rocky9

Zeek 
Alerting 
Framework
- ZeekJS
- Focus on 

webhooks/
API calls

* Graduate project 
in progress to work 
on upgrade paths

STFC Status [Design]



STFC Status [Next steps]

• Data now flowing into OpenSearch
• Need to complete initial notification flows

• Will add OpenSearch alerting later

• Notably with OpenSearch Dashboards access coming available, 
have appropriate interface to share with security teams across 
organization
• Current team deploying service gaining “system expert” role
• Examine role in incident management/playbooks



Cyber Threat Intelligence

•One key aspect of having operational security 
monitoring in place is that cyber threat intelligence plays 
fullest role
•When (potentially) using as part of local incident 

response, build experience creating timely, accurate and 
actionable events
• For example in STFC case, MISP initially integrated with 

Zeek, but can be expanded across other tools
• Firewall threat feeds, etc



Cyber Threat Intelligence

• CERN continues to maintain a central academic MISP 
instance
• The central instance has been extended to additional 

sources of threat intelligence:
• More than 28 million Indicators of Compromise from more than 840 org.

• Working Group members can use the available threat 
intelligence for protecting their organisations.



Training

• Previously discussed PocketSOC containerised training 
rig built on the same SOC WG reference design 
• Reworked by graduate over 6-month project to improve 

deployment over ~40 seat class size
• Designed around single HAProxy entrypoint behind 

which sits individual training VMs
• Scope for use in training operators of production system



Next Steps

• Continue work on SOC tools and processes
• Provide training to various WLCG sites at various events, 

such as:
• Thematic CERN School of Computing on Security in April
• Next WCLG SOC WG Hackathon in September

• Looking for more sites eager to make use of available 
threat intelligence and for implementing the different 
building blocks of the reference model



Contact details

•Website
• wlcg-soc-wg.web.cern.ch

• Documentation
• wlcg-soc-wg-doc.web.cern.ch

• Mailing list
• wlcg-soc-wg@cern.ch

• Access to academic MISP instance
• wlcg-security-officer@cern.ch

https://wlcg-soc-wg.web.cern.ch/
https://wlcg-soc-wg-doc.web.cern.ch/
mailto:wlcg-soc-wg@cern.ch
mailto:wlcg-security-officer@cern.ch

