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Context




General concepts

le19] * Tracks resource usage e Continuous observation (Dl ° Monitoring focuses on

C and user activities. of systems, networks, O real-time system health

-I: Essential for cost and applications. (- and performance.

(- management, auditing, ¢ Helps detect anomalies, Of ° Accounting focuses on

= and compliance. performance issues, — tracking and reporting
Often used in cloud and security threats. O resource usage over

O computing and e Uses tools like logs, o time.

& enterprise metrics, and alerts. o m—

&) environments. D
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INFN Cloud project

For almost 5 years INFN made available to its users INFN Cloud: an
easy to use, distributed, user-centric cloud infrastructure and services
portfolio targeted to scientific communities.

INFN offers to its users a comprehensive and integrated set of Cloud
services through its dedicated INFN Cloud infrastructure. The INFN
Cloud portfolio, available via an easy-to-use web interface, is defined
upon clear users’ requirements. It is based on composable, open-
source solutions and can be easily extended either by the INFN Cloud
support team or directly by end users.

The INFN Cloud infrastructure is based on a core backbone connecting
the large data centers of CNAF and Bari, and on several federated sites
connecting to the backbone
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DARE project and connection with INFN

DARE (DigitAl lifelong pRevEntion) is a project part of the Italian National Recovery and Resilience Plan
(NRRP). The initiative, taking advantage of new digital technologies, is aimed at creating and developing a
community of knowledge, connected and distributed, which encourages the establishment of models and
solutions for surveillance, prevention, health promotion and health safety.

The collaboration with INFN includes both the supply of computational resources (hardware) and technical
support for their use and the technologies that can be deployed on them.

Considering the special nature of the data, i.e. personal data belonging to the medical field, we need a
secure infrastructure, capable of dealing with any malicious attacks coming from the outside. Our platform
was designed to meet these security needs.
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Infrastructure (—~

INEN)
M | ocal collector Centralcollectnr
(( INFN

* Same on every cloud |
* Collect metrics | ReCaS
G
(‘
e Collect metrics from all LDCE, ollector INFN J a

clouds

e St d displav dat |_BACKBONE _ cloudveneto
ore an ISplay data Local collector Local collector
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Central collector

Infrastructure

= | ocal collector
INFN :

* Same on every cloud oy~ — u
* Collect metrics | ReCaS

anal collector
Central collector J

e Collect metrics from all
clouds

 Store and display data

cloudveneio

Local collector
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Schema

Local Collector

. APEL SSM (sender) -
@ influxdb —[d, M1 Dit
APEL SSM
(receiver)
‘ v
APEL wijm ,J
Hypervisors Controller 1 MariaDB
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Schema

Local Collector

@ influxdb —p{d | Ny 1 [ FEERSMbsenden L, 1 RAbbit

OPENSTACK ACCOUNTING EXTRACTOR

APEL SSM
cASO extracts information from (receiver)

Openstack tenants (namespaces)
such as Wall Time, num. CPU,
RAM, Disk, ecc. ,J
Hypervisors Controller Tenants managed by accounting MariaDB

must be appropriately labeled.
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Schema

Local Collector

&) influxdb

Hypervisors
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OpenStack Site

Central Collector

tnsn APEL SSM (sender)

OPENSTACK ACCOUNTING EXTRACTOR

The actual CPU usage (CPU Time)

of the VM is taken directly from
the HVs, thanks to Collectd, and
saved in InfluxDB.
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Schema

Local Collector

@ influxdb —p>{d | WY1 | FEERSMbenden L, 1 RAbbit

OPENSTACK ACCOUNTING EXTRACTOR

(receiver)

Parameters retrieved from Tenants

are stored in RabbitMQ via APEL
SSM. AeL o aoff

Hypervisors Controlle 1 MariaDB

m Grafana
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Schema

Local Collector

@ influxdb —{d N1} FEELSMbenden L, b RAbbit

OPENSTACK ACCOUNTING EXTRACTOR
APEL SSM
(receiver)

Periodically APEL SSM takes care

of emptying the RabbitMQ
qgueues. The data is saved in a h
APEL wiim

database after being aggregated MariaDB

Hypervisors Contro by APEL. Finally, it is conveniently 1
visualized via a Grafana
dashboard. 1 Y Grafana
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Dashboard output

Number of VM (instances, per month) Total number of VM (by Provider)

500 VMs BARIBACKBOMNE
VMs CLOUD-INFN-CATANIA
VMs CLOUDVENETO

M

VMs CNAFBEACKBOME

er of V

VMs INFN-CLOUD-CNAF

VMs LNGS

otal nu:

VMs NAPOLI

S ——

12 127 12/23 12/28 01/o4 010 01A6 0122 01/28 02/03 02/08 0215 0221 02/27 03/05

Ephemeral Disk Used (GB, per month) Total Disk Used (GB by provider)

6K Disk BARIBACKEONE
Disk CLOUD-INFN-CATANIA
Disk CLOUDVENETO
Disk CNAFBACKBONE
Disk INFN-CLOUD-CNAF
Disk LNGS
Disk NAPOLI

N

2Mm 127 1223 12/29 Ojoa 0110 N6 0v/22 01/28  02/03 02/09 0215 02/21  02/27 03/05

Memory used (GB, per month) Total Memory used (GB by provider)

RAM BARIBACKBONE

RAM CLOUD-INFN-CATANIA
RAM CLOUDVENETO

RAM CNAFEACKBOMNE

RAM INFN-CLOUD-CNAF
RAM LNGS

RAM NAPOLI

I I

o
121 127 1223 1229 0104 0110 " 11/28 ( 02/08 0215 0221 027 03/05
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VMs MAPOL!

Disk INFN-CLOUD-CNAF
Disk BARIBACKEONE

Disk CNAFBACKBONE

Disk CLOUD-INFN-CATANIA
Disk CLOUDVENETO

Disk LNGS

Disk NAPOLI

RAM INFN-CLOUD-CNAF
RAM BARIBACKEONE

RAM CNAFEACKBONE

RAM CLOUD-INFN-CATANIA
RAM CLOUDVENETO

RAM LNGS
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Dashboard output

CPU used (CPU, per month)

CPUs BARIBACKBOMNE
BOO CPUs CLOUD-INFN-CATANIA
CPUs CLOUDVENETO

700
CPUs CNAFBACKBONE
, 600 CPUs INFN-CLOUD-CNAF
) 500 CPUs LNGS

CPUs NAPOLI
400
 — ——
300 | —————

12 12h7 12/23 12/29 01fo4 0110 01N6 01/22 01/28 02/03 02/09 0215 0221 02/27 03/05

WallClockTime * Number of Processors (hours, per month)

800 K WallClock BARIBACKBONE
WallClock CLOUD-INFN-CATANIA
WallClock CLOUDVENETO
WallClock CNAFBACKBONE
WallClock INFN-CLOUD-CNAF
WallClock LNGS
WallClock NAPOLI

®
3
=}
£

®
E

]
=

1zm 1218 12/25 010 0/o8 0115 01/22 01/29 02/05 0212 0219 02/26 03/05

CPUTime (hours, per month)

CPUtime EARIBACKEONE
CPUtime CLOUD-INFN-CATANIA
CPUtime CLOUDVENETO
CPUtime CNAFBEACKBONE
CPUtime INFN-CLOUD-CNAF
CPUtime LNGS

PU time (hours)

CPUtime NAPOLI

0
12/ 127 12/23 12/29 01/o4 010 0106 01/22 01/28 02/03 02/09 0215 02/21 02/27 03/05
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Total CPUs used (by provider)

CPUs CNAFEACKBONE
CPUs BARIBACKEONE

CPUs INFN-CLOUD-CNAF
CPUs CLOUD-INFN-CATANIA
CPUs CLOUDVENETO

CPUs LNGS

CPUs NAPOLI

Total WallClockTime * Number of Processors (hours by provider)

WallClock INFN-CLOUD-CNAF
WallClock BARIBACKBONE
WallClock CNAFEACKEONE
WallClock CLOUD-INFN-CATANIA
WallClock CLOUDVENETO
WallClock LNGS

WallClock NAPOLI

Total CPUTime (hours by provider)

CPUtime INFN-CLOUD-CNAF
CPUitime BARIBEACKEONE
CPUtime CNAFBACKBONE
CPUtime CLOUDVENETO
CPUtime CLOUD-INFN-CATANIA
CPUtime LNGS

CPUtima NAPOLI
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Monitoring




Zabbix

Openstack site

]
]
]
]

TENANT

TENANT

ZABBIX
PROXY
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* On the VMs there is an agent

Za bbix (installed with Puppet) that sends

metrics to the proxy present in the

Openstack tenant
Openstack site * Proxies send the metrics to the
central server, that exposes the

frontend

ZABBIX

PROXY

P - /ZABBIX
p
=
I 7 ABBIX SERVER
PROXY
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Zabbix

Openstack site

|_
pd
<
=2
o
* Host metrics (CPU, memory, disk, network, etc.)

and plugin for service metrics (CEPH, DNS, other

basic services)
= * Notifications via mailing list and messaging systems 2 A B B I X
=
L SERVER
~ ZABBIX

PROXY
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Network traffic

Disk
space
/- Total space  [last] u Sage

[ Used space  [last]

11:30 &M
12:30 PM
02:30 PM
03:30 M
04:30 PM
05:30 PM
06:30 PM
07:30 M

*Tr"AIl ARANIT

100 %

RAM utilization
CPU utilization \B B I X

SERVER

-=r=Aai A A1

11:30 AM

12:30 PM
01:30 PM
02:30 PM
03:30 PM
11:30 AM

12:30 PM
01:30 PM
02:30 PM
03:30 PM
04:30 PM
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Ceph Storage

i
@ o+

ceph

Ceph Monitoring

/9 Prometheus

—@ //
) G Grafana

Exporter
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Ceph Storage

FLamlea Alecndaa

Monitoring

Folders in coreservices bucket - Size

224 GiB
192 GIB
160 GIB
28 GIB
96 GIB
64 GIB
32 GIB

12:30  13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 GrCIfCInQ

cmdb-couch-schema-backup-root-backup == dbd-bari-root-db-backups == dbd-cnaf-root-db-backups

dbl2-bari-data-backups dbl2-cnaf-data-backups dcim-data-backup == dns-db-backup

icsc-dashboard-data icsc-dashboard-etc == jenkins-backup-var-lib-jenkins ldap-backup-bari-etc
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Task overview

. Load duration Full duration Iterations Runner Errors Hooks Success
Scenario
R a I I y {s) (s) (SLA)

Authenticate keystone 0.276 1172 1 constant 0 0 W
CinderVolumes.create_and_attach_volume 230.214 2465967 1 constant 1 0 *
: - H CinderVolumes.create_and_delete_snapshot 4,581 14.586 1 constant 0 0 v
Ra I Iy IS a benCh ma rkl ng-as-a-serVIce CinderVolumes.create_and_delete_volume 4 588 7.888 1 constant 0 0 o
. CinderVolumes.create_and_delete_volume-2 4674 9146 1 constant 0 0 W
fra m eWO r k d e S I g n e d to test a n d m e a S u re CinderVolumes.create_and_delete_volume-3 4.567 7772 1 constant 0 0 4
CinderVolumes.create_and_extend_volume 5.396 9.944 1 constant 0 0 W
L]
p e rfo r m a n Ce a C rOSS Va rl O u S CO m p O n e nts CinderVolumes.create_and_list_snapshots 2.435 15.430 1 constant 0 0 vy
CinderVolumes.create_and_list_volume 2775 9.448 1 constant 0 0 W
: CinderVolumes.create_and_list_volume-2 2.605 8.268 1 constant 0 0 o
( N Ova Vi N e Ut ro n ) CI n d e r} KeyStO n e) etc . ) Of CinderVolumes.create_and_upload_volume_to_image 33.593 37.959 1 constant O 0 N
- CinderVolumes.create_from_volume_and_delete_volume  4.650 15.310 1 constant 0 0 W
a n O p e n Sta C k I n Sta n Ce . Glancelmages.create_and_delete_image 4735 6.480 1 constant 0 0 W
Glancelmages.create_and_list_image 3.976 8.883 1 constant 0 0 W
° Glancelmages.list_images 0.067 1.570 1 constant 0 0 W
I t r u n S p reco nflg u red te Sts ( C re a te/d e I ete MeutronMetworks_create_and_delete_networks 0.634 5793 1 constant 0 0 W
NeutronNetworks_create_and_delete_ports 0.836 7.083 1 constant 0 0 v
V M I h t t k NeutronNetworks_create_and_delete_routers 6.916 15.296 1 constant 0 0 W
) VO u m eS’ S n a ps O ] n e WO r S’ NeutronNetworks_create_and_delete_subnets 0.841 7.527 1 constant 0 0 J
ro u te rS etc ) 0 n O e n S a C k CO m 0 n e n S MNeutronMetworks_create_and_list_networks 0.566 717 1 constant 0 0 W
) . p t p t ) NeutronNetworks_create_and_list_ports 0.756 8.804 1 constant 0 0 W
. - MeutronMetworks_create_and_list_routers 3.076 15.815 1 constant 0 0 W
SI m u Iatl ng re a I u Se r WO r kI Oa d S . MeutronMNetworks_create_and_list_subnets 0.703 9.049 1 constant 0 0 W
MeutronNetworks_create_and_update_networks 0.552 7.365 1 constant 0 0 W
NeutronNetworks.create_and_update_ports 0.994 9.454 1 constant 0 0 v
L
At t h d f t h t t t t MNeutronMetworks_create_and_update_routers 4582 16.508 1 constant 0 0 o
e e n O e e S ’ I ge n e ra e S Neutronhetworks create_and_update_subnets 1.149 9833 1 constant 0 0 W
4 ° ° MovaKeypairboot_and_delete_server_with_keypair 9.867 20 366 1 constant 0 0 W
d Eta I Ie d re po rts W It h m et rl CS O n t h e NovaKeypair.create_and_delete_keypair 0.445 3.397 1 constant 0 0 v
MovakKeypair.create_and_list_keypairs 0.675 5.143 1 constant 0 0 W
exe C u te d t e St S . MovaServers.boot_and_bounce_server 288752 319.464 1 constant 0 0 W
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Summary, issues and future prospects

o
D
oS

WORK IN
PROGRESS

e Accounting and Monitoring are ) e APEL incompatible with new s * Trying to make a PR to the APEL
useful tools for controlling an Q cASO versions, which "d repository to manage the
infrastructure ) introduces new metrics Q metrics collected by cASO

e Easy scalability V) regarding FloatinglIP, volumes }of] ° Use monitoring to

ﬂ and accelerators (GPU and automatically failover
Cry 8 geographically duplicated
¢ Organize the monitoring part, Pl services
divided into too many different (@Ml ° Integrate Rally and Zabbix
tools metrics to help the orchestrator
8 scheduling algorithm find the
best federated cloud to deploy
) a service
=)
-
L
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