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 Introduction

* Artificial intelligence (Al) literacy

* Al ethics

* Cybersecurity

* Who need to be Al literate ?

* Al literacy for Al builders

* Nothing to mistify or be afraid of Al
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Introduction

* Al literacy is one of the
most important key
words as Al is
incorporated with
everyday life of
individuals.

UN News

Global perspective Human stories

* UN recognizes its
importance, labelling it
as ’crucial’’.

Al literacy is ‘crucial’ for individuals and more regulation
is needed

UN Women | Young women participate in a coding workshop in in Kigali, Rwanda.




Introduction

* Cybersecurity is also a big

issue among international @) OECD

organizations : OECD > Publications > OECD Policy Framework on Digital Security
* OECD demanded to sustain .

trust in digital security, which OECP lfollcy Frar_nework

is regarded as the economic on Digital Security

and social dimension of

Cybersecurity for Prosperit
cybersecurity. / / ey

Report

More info o
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Introduction

* Both Al literacy and cybersecurity have Al ethics as their essential part.

Al Literacy Cybersecurity




* Whatis Al literacy ?

* An earliest and most common definitions for Al literacy was that it is

"a set of competencies that enables individuals to critically evaluate Al
technologies; communicate and collaborate effectively with Al; and use Al as a
tool online, at home, and in the workplace."

* Thus, a key point appears : Evaluate Al critically.
* For whom is it required ?

 The Al users, for the moment.
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* Note that there are other literacy related to cyberspace.

* Digital literacy is a prerequisite Al literacy. One should know and use digital
environment.

* Data literacy is overlapping somewhat with Al literacy, but they are generally
regarded as different. Al literacy is the ability to use Al, while data literacy is
the ability to work with data.

* A simple example to ilustrate the difference may be that the ability to search
Google to find a certain answer for a keyword is data literacy whereas the
ability to use photoshop or ChatGPT is Al literacy.
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* Indeed, there are a number of Al apps.
* For generating
- text = ChatGPT or Gemini

- images = Leonardo Al

Gemini @

ChatGPT

Make a song with Suno. (ﬂ

Gamma Al

- music = Suno

- presentation = Gamma

may be a few examples.




* The main concepts of Al
literacy are discussed by
many international
organizations as well as by IT
experts.

* For example, an organization
described the Al literacy as
the ability to recognize,
grasp, use, and critically
assess Al technologies and
their impacts.

—
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~ Al Literacy

the ability to recognize, grasp,
use, and critically assess
artificial intelligence
technologies and their impacts.




B View PDF Download full issue

A systematic review of Al literacy

* Also, in an article in Computers and conceptualization, constructs, and
Educations Open on the Al literacy : implementation and assessment
« The authors suggested six key concepts of efforts (2019-2023)
Al literacy : know and understand, use and Omaima Almatrafi © & B, Aditya Johri *, Hyuna Lee
apply, evaluate, create, and navigate o -
ethically.

T PUPOIAtioNs, ITUIIl PICTIN SCOUCTIICS (U auUUIcs 111 CIIC VWUIRIUICC, VWWCIC Al gCCCU. TIT  |h 2024, Available
the second stage, we conducted a thorough content analysis to synthesize six

key constructs of Al literacy: Recognize, Know and Understand, Use and Apply,
Evaluate, Create, and Navigate Ethically. We then applied this framework to
categorize a range of empirical studies and identify the prevalence of each
construct across the studies. We subsequently review assessment

instruments developed for Al literacy and discuss them. The findings of this
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* Further, UNESCO noted that

“Al is becoming increasingly integrated in user-facing technology, but
public understanding of these technologies is often limited.”

* In order to enhance the Al literacy, UNESCO remarks that there is a need
for additional Human-Computer Interaction (HCI) research investigating

a) what competencies users need in order to effectively interact with and
critically evaluate Al and

b) how to design learner-centered Al technologies that foster increased
user understanding of Al.
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Why is UNESCO focusing on Al separately
from other digital technologies in
education?

Al is distinct from other digital technologies due to its potential to
profoundly reshape societies, economies and education systems.
Unlike conventional information and communication technologies
(ICTs), Al poses unique ethical and social challenges, such as issues of
fairness, transparency, privacy and accountability. Additionally, Al's
unique ability to mimic human behavior directly impacts human agency.

These challenges require dedicated competencies beyond the scope of
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Because UNESCO is
interested in Al
literacy for
educational
purpose.

UNESCO pointed
three issues on Al.

Understand, apply,
and create.

»

These competencies span three progression levels:
® Understand
* Apply

® Create

The framework details curricular goals and domain-specific

pedagogical methodologies.




* |In education, according to UNESCO, Al literacy usually refers to teaching
skills and knowledge to the general public, particularly those who are not
adeptin Al.

* Some think Al literacy is essential for school and college students, while
some professors ban Al in the classroom and from all assignments with
stern punishments for using Al, classifying it as cheating.

* Anyway, the ability to understand, use, monitor, and critically reflect
on Al applications may have an impact on the students’ future employment

prospects.

ﬁ
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company Our framework defines three interconnected Modes of Engagement
suggested that : to support robust engagement in Al literacy, including:

- Understand, e Understand: Acquiring basic knowledge of what Al can do and
- Evaluate, how it works in order to make informed decisions about

evaluating and using Al systems and tools.

- Use. e Evaluate: Centering human judgment and justice to critically

consider the benefits and/or costs of Al to individuals, society,

and the environment.

e Use: Interacting, creating, and problem-solving with Al as a
progression of use for distinct contexts and purposes.
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* Januam.org
listed critical
elements of Al
literacy : know,
apply, think
critically, and
ethically aware.

chnology

Al Literacy

&, BY JANUAMBLOGGER

Unpacking Al Literacy

’

Al Literacy
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Last but not the least, Department of Homeland Security of USA also set up its

own princip

les of Al literacy.

N

Homeland
Security

Artificial
Intelligence at
DHS

Leading the responsible use of

Artificial Intelligence




* The US government emphasized
that Al literacy is a prerequisite
for the future of Al and
automation in Homeland
Security.

* Since Al literacy can empower
officials to understand the
mechanics of Al systems, ask
pertinent questions, and ensure
these systems are used
responsibly and ethically.

ﬁ

HOME INDUSTRY v SUBJECT MATTER AREAS v FEDERAL PAGES ¥ EVENTS v THE EDITORS ¥

INVASION OF UKRAINE

Al AND ADVANCED TECH INFORMATION TECHNOLOGY CYBERSECURITY

Al Literacy: A Prerequisite for the
Future of Al and Automation in
Homeland Security

% By Michael J. Keegan And Ignacio F. Cruz  July 31, 2024

< Share f | Facebook in | Linkedin




* The US government remarked that

- Al literacy extends beyond basic familiarity with data analytics tools.

- It encompasses a comprehensive approach that includes workflow
implementation, future use case anticipation, and strategic investment
decisions.

- Thus, it is vital for interpreting Al-generated data and deploying resources
effectively.
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Let us summarize these concepts on Al literacy.

UNESCO Understand Apply Create
usS Recognize Use Evaluate
Januam.org Know Apply Critically |Ethically
think aware
Digital Promise |Understand Use Evaluate
Data Literacy Recognize Use Grasp Critically
Access

Article Know and Use and Evaluate Navigate Create

understand apply ethically

ﬂ




* These may be summarized as three parts :
- Perceive knowledgeably Al
- Access and use Al
- Critically evaluate Al

* The third partis related to Al ethics.

= (= =)
Al Ethics
cioonis i S —
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Al ethics

* Indeed, Al ethics is always mentioned when Al literacy is discussed.

Transdisciplinary AT Literacy:

0T

Al Thinking Inter-disciplinars Demystlfymg AI:
kmow lege Al Ethics and the Law

Al Eihics *1. f'ﬁﬁl" i.'-ﬂ “remmmt ot nn
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|
N
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* A recently published
article may be an
example of Al ethics
issue in Al literacy.

* |t deals with the
chatbot incident which
took place some years
ago.

1) View PDF

Download full issue

ELSEVIER

Al literacy for ethical use of chatbot:
Will students accept Al ethics?

Yusuke Kajiwara A B, Kouhei Kawabata

Computers and Education: Artificial

Intelligence
Volume 6, June 2024, 100251

0

Show more ~

:= Outline + Addto Mendeley o Share 99 Cite
https://doi.org/10.1016/j.caeai.2024.100251 A Get rights and content 2
Under a Creative Commons license 7 ® Open access
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* There were three chatbots.

 Based on chatGPT [Chat Generative Pre-trained Transformer] Xiaoice (2014),
Tay (2016), Luda (2020) were introduced.

* All were staged as young females on SNS platforms. (a kind of gender issue)




* These chatbots were designed
- to make conversations with users

- by analyzing and incorporating the
language of users who chat with them.

* The more they chat, the more they
become fluent as they learn the
conversational skills of the users.

* However, their responses turned quickly
offensive and inappropriate, because of
the offensive words of the users.




Al ethics

* Hence, the sevices had to be
closed.

* Tay stopped chatting after 16
hours, and Luda stepped down in
a few days.

= @©CBSNEWS

X-SCITECH

Mlcrosoft shuts down Al chatbot after it
turned into a Nazi

Support the Guardian Th
Fund independent journalism with $5 per month e

Guardian

News | Opinion | Sport Culture | Lifestyle e

World » Europe US Americas Asia Australia Middle East Africa Inequality

South Korea

South Korean Al chatbot pulled from
Facebook after hate speech towards
minorities

Lee Luda, built to emulate a 20-year-old Korean university student,
engaged in homophobic shars on social media

uu4ﬂmn



* |tis the users who misuse or abuse
those chatbots.

* The sinister attitudes of the users in
cyberspace may harm the real
society.

* Hence, it is essentially a matter of
the ethics for Al users.

* The users should be ethically
awaken and responsible.

* Thatis, Al literacy matters.

ANF | Crrer

= News Watch Live First Alert Weather First Alert Traffic ANF Investigates The Sixth

Experts warn about possible misuse of
new Al tool ChatGPT

By Vanessa Yurkevich
Published: Jan. 25, 2023 at 2:44 AM UTC+9

Oxy@MD

(CNN) - A new artificial intelligence tool can write research papers and answer almost any question

in seconds.

The powerful new technology, known as ChatGPT, is gaining popularity and has extraordinary
potential, but there are also warnings about the huge risk of misuse.

ﬂ




* The users involved in the chatbot incidents did not commit in crimes, but they
led to unpleasant, offensive results.

* Thus, they somehow violated the Al ethics.

* In cyberspace, we can find a lot of incidents in which users do not obey the
ethics.

« Some of the incidents may be harmless but unpleasant. Some others may be
offensive but not illegal.

* Further, there are also some activities in cyberspace which are illegal and
criminal.

ﬂ



* Suppose one knows Al-based apps such as photoshop or deepfake. Then,
she/he may create or render images.

=
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* Chatbots are evolved to become Al avatars. There are now several companies
that provide Al avatar chatbots.

* The gender issue is still there.

‘ Roplika

Need someone

to talk to?
Prissing Yok,

Create Al avatar
chatbot

elai.




* Some of the created images or video clips by photoshops may be funny and
interesting.

* |n particular, the caricaturing of politicians are regarded as jokes or political
metaphors.




Al ehtics

* Well, there are also some disinformative images of politicians.

Q E E Sign In

Fake Trump arrest photos: How to spot rnj -Fak
cenerated ima | @ )

B

mforrﬂa
ny ‘%’L by

a._L','

Fake images of Japan's PM Kishida
highlight growing risks
® Monday Feb. 19, 2024 ﬁ@ <

Fake images and disinformation about Japanese Prime Minister Kishida Fumio have
been spreading on social media. And an expert is warning that such political fakes are




Also, there is a question of Al ethics in
schools and universities.

Suppose students exploit LLM apps such

as ChatGPT for their articles and reports.

It may be regarded as plagiarism.

Such LLM apps may be used for FFP
(falsification, fabrication, plagiarism), as
many scientists worry.

Already, there are some apps for
detecting plagiarism, and many
universities adopt them.

IS
OR A PIECE UI;',

A USEFUL RESOURCE

How to Avoid

While Using
ChatGPT

PLAGIARISM
CHECKER




Al ethics

* |n the field, some teachers | B
support the idea of using %‘ N T
LLM in their classrooms,
whereas most professors

in universities oppose it.

ARTIFICIAL INTELLIGENCE

ChatGPT is going to change education, not

IT people are of course in destroy it

favour of Al.

MIT noted that ChatGPT The narrative around cheating students doesn’t

tell the whole story. Meet the teachers who think

would not destroy generative Al could actually make learning
education but transform it better.

n novat'vely' By Will Douglas Heaven

April 6,2023




Cybersecurity

* Now, cybersecurity.

* Cybersecurity covers a wide range of e j s - E smemee &
issues from smartphones wifi to cyber " d

. . (a) Text-to-image generation MirrorGAN [55] (b) Scene-graph-to-image generation [26]
crimes in general .

* What can be a simple definition of

Cy b e r-s e C u rity ? (c) Sketch-to- lmager g;;era;;;n EdgeGAN [97] (d) Layout-to-image generatloC AN [74]
=
* It aims to protect the resilience and ﬁ ‘ . 2 ﬂ 2
A¢ = 4

Safety Of CyberSpace. (e) Pose-Guided-image generation MsCGAN [94] (f) Image-to-image Translation C2GAN [39]
* Therefore, for example, image

issues of cybersecurity. (£) Foce generation (63

generation is also included in the
(h) Image generation PNAPGAN [89]

ﬂ




Cybersecurity

* Hence, the chatbots and the fake
images aforementioned within
the context of Al literacy are also
issues of cybersecurity.

*  While some of generated images
may be tolerable yet unpleasant,
some other images such as
“deepfakes’’, ‘“‘cyber
defamation’’ or ‘‘revenge porns”’
may be illegal and criminal.

* A “deepfake’ image of Obama is
shown on the right.

ﬂ



Cybersecurity

The ““cyber defamation’’ is an act of making false statements about someone
online that harm their reputation, by spreading rumours, making false
accusations, or impersonation, which is punishable in many countries such as
India, South Korea, and in a number of states in USA.

It can include posting defamatory content on social media, blogs, forums, or
other online platforms.

Social liledia Amount to g ,
CYBER

DEFAMATION r\
U/S 356 BNS ,

‘0




Cybersecurity

* ‘““Revenge porns’’ are the illegal acts of creating explicitly sexual images or
video clips of victims without their consent, in order to raise public humiliation
or character assassinations out of revenge against the victims.




Cybersecurity

* Further, there are conventional cyber crimes.

- Hackings, or breaking into other peoples’ devices to steal or fraud their
personal information.

- Phishings and pharmings, or blackmailings.
- Installing malwares on other peoples’ devices.
- Spreading digital viruses randomly.

* These crimes may also be adapted to Al environment, which are clearly beyond
the matter of Al ethics but the essential issues of cybersecurity.

* Examples are:

ﬂ



Cybersecurity

* Data collection: Al can collect and analyze private data illegally.

* Deepfakes: Al can create synthetic media that can be used to impersonate
people or extort money.

* Malware: Al can create malware that can adapt and evade detection.
* Phishing: Al can create convincing emails that can bypass spam filters.

* Social engineering: Al can create human-like text to manipulate victims.

ﬂ



Cybersecurity

. Download full issue
* To commit as well as to detect ,
these activities need knowldge c .
. . e omputers and Education Open
of Al, that is, they require Al Volume 5, June 2024, 100177
literacy.

 Hence, Al literacy is essential Developing a holistic Al literacy

for both the law breakers and assessment matrix - Bridging generic,
the law enforcers domain-specific, and ethical

. competencies
* And there are innocent Al

Nils Knoth @ & &, Marie Decker ®, Matthias Carl Laupichler ¢, Marc Pinski d

users, who should not violate Nils Buchholtz %, Katharina Bata /, Ben Schultz ®

the laws and regulations, and Show more v

who should stay ethically right. i= Outline | + AddtoMendeley o2 Share 93 Cite
https://doi.org/10.1016/j.caeo.2024.100177 » Get rights and content 7
Under a Creative Commons license 7 ® Open access
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Who need to be Al literate ?

Dec 9, 2024

2025 Cybersecurity Outlook: The Year of
Al Literacy and Hands-On Cybersecurity
Skills

In a rapidly shifting digital landscape, 2025 is shaping up to be a defining year for artificial
intelligence (Al) and cybersecurity. Keatron Evans, Vice President of Al Strategy at
, recently shared insights that highlight how tech professionals must evolve to stay

relevant in the face of increasingly complex challenges.

The Push for Al Fluency
“People that are serious about maintaining an edge in cyber need to get themselves closer
to the technology, not just the consumer usage of it,” Evans emphasized. His prediction that

the coming year will focus on understanding Al's underlying technologies reflects a broader

trend: simply knowing how to use Al tools won't cut it anymore. Professionals will need to

ﬂ




Who need to be Al literate ?

* The previous examples seem to require Al users be equipped with Al literacy.
* Passively, they may be the targets of cybercrimes.

* Actively, they may be engaged in abusing or misusing Al.

Fake images of Japan's PM Kishida
highlight growing risks

00 -




Who need to be Al literate ?

* Such users as senior citizen, for example ?

DIGITAL
Al oea imeracy

Older Americans prepare
themselves for a world altered DM g/ o
by artificial intelligence (A P




Who need to be Al literate ?

* |International organizations such as UNESCO, OECD or European Union focus
on Al builders rather than Al users.

* The Al builders are those who develop and provide Al platforms in cyberspace.

* The concept of Al builders vs Al users was established by OECD.

USE PHASE (once the model is built):

BUILD PHASE:
An Al system is a machine-based system, that An Al system is a machine-based system, that

Al SYSTEM Perceive Al SYSTEM
Ll o e aoon
Step 1) BUILD PHASE omriux,\

Objectives
SET o explc
B (U Pl — = — — — ——— — — — 3.2 USEPHASE

- niuence -

- for explicit or implicit objectives

- infers, from the input it receives

- How to generate outputs such as predictions, content, recommendations, or decisions
- that [can] influence physical or virtual environments;

Different Al systems vary in their levels of autonomy and adaptiveness [after deployment]. E

- for explicit or implicit objectives
- infers, from the input it receives
- How to generate outputs such as predictions, content, recommendations, or decisions




Who need to be Al literate ?

e OECD recommnded the Al principles in 2019.

* These principles are for the Al developers and providers, i.e., Al builders.

To date, there are 47 governments that have committed to the OECD Al Principles,
including the U.S. Its value-based principles include:

® inclusive growth, sustainable development, and well-being;

® human rights and democratic values, including fairness and privacy;
B transparency and explainability;

® robustness, security, and safety; and

® accountability.

ﬂ




Who need to be Al literate ?

* EUAIActsetin 2023 is a regulation that establishes rules for the development,
use, and marketing of Al in the EU.

* The act aims to make Al in the EU safe, trustworthy, and respectful of
fundamental rights.

. . . EU Artificial Intelligence Act: Risk levels
* |t mainly aims Al builders,

Social scoring, mass
. surveillance, manipulation of Prohibited
N ot | ts users. behaviour causing harm

Access to employment, Conformity
education and public services,

safety components of vehicles, assessment

law enforcement, etc.
Impersonation, Chatbots, ) Qﬂe? Trans parency
emotion recognition, F— . vsbo'\'-.-- . .
Frte e 5 Limited risk \%o% "7 Q| obligation
deep fake

:8; No
Remaining Minimal risk Wr o
@ |obligation




Al literacy for Al builders

* Hence, the answer is the Al builders.

* They should know and understand OECD principles, UNESCO
recommendations, and EU Al Act, and comply with them.

N U.S. DEPARTMENT of STATE
OECDpublishing of ST

E unhesco
Sas " o

INITIAL POLICY Home > ... > United Nations General Assembly Adopts by Cons.
CONSIDERATIONS
FOR GENERATIVE H XKk
ARTIFICIAL United Nations General
INTELLIGENCE
OECD ARTIFICIAL E U A I Ac t Assembly AdOptS by Consensus
ENIELLIOENCE PARERS _— U.S.-Led Resolution on Seizing
Regnleion o the Sisepesm Puroment o of the Opportunities of Safe,
ot Aol o ko Loles A Secure and Trustworthy
2021/0108 (0D) Artificial Intelligence Systems
Recommendatio.n on for Sustainable DeVelOpment
the Ethics e
IoftA:It.lﬁCIal Eumpﬁan OFFICE OF THE SPOKESPERSON
ntelligence Commission T
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Closing comment

* |wouldliketo ask IT T P, :
v ’ | il oy P Al and you: de-mystifying

experts who are Al ALFDFNEW - L artificial intelligence
builders : ;

d 12 e L Are you concerned
X I: i f about Al and its

1LH 1 effects on your life?

| JTUE Is it just the latest
Il E

* Please do not
- Mystify Al

Povereragoerale Al p— gy TIANIRNIL =
(@)

° = N i Sign in
- Almighty Al O pusines Al

’
- Threaten users e o iy e EVERYWHE___ -
ALL AT ONG

Al could pose ‘extinction-level’ threat to
humans and the US must intervene, e LA L
State Dept.-commissioned report warns

fad, or here to stay?

Markets > Fear & Greed Index -

MARCE. ED
By Matt Egan, CNN QUIMETTE TEATHER
@ 6 minute read - Updated 8:38 PM EDT, Tue March 12, 2024




Closing comment

* But please
- Design user-friendly Al

- Make Al accessible, accountable, transparent and responsible, according to
UNESCO recommendations, OECD principles and EU Al Act.

OECDpublishing

— ~a . INITIAL POLICY
THE RISE OF o A e R DA )
USER-FRIENDLY Al fig - % Y ..; - INTELLIGENCE

EEEEEEEEEEEEEEEEEE

Recommendation on
the Ethics
of Artificial
Intelligence

@))0ECD




Thank you very much for
your attention
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