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What is OCM?
Open Cloud Mesh (OCM) is a server federation protocol that is used to 
notify a Receiving Party that they have been granted access to some 
Resource.

Alice on System A wishes to share a resource (e.g., a file) with another 
user (e.g., Bob on System B) without transferring the resource itself or 
requiring Bob to log in to System A.
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OCM - Establishing Contact

● Direct Contact

– Use of OCM Address

– AKA Federated Cloud ID

● Address Books

– Address book of Sending 
Party

– e.g., Contacts app

● Public Link Flow

– Anonymous link for viewing 
a resource

– Add to local system

● Public Invite Flow

– Share resources via e.g., 
mailing lists

● Invite Flow

– Requires receiving party to 
accept invite

– Establish bidirectional trust
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Who uses OCM?

● Current support for OCM

– Nextcloud

– OpenCloud

– OwnCloud

– Reva/CernBox

– OpenGeoMesh

– SeaFile

● Future support? (Realistic)

– Filesender

– rclone

● Future support? (Wishlist…)

– Dropbox

– Google Drive

– OneDrive

– ...



 5

OCM Security
New security features in 1.2.0 and 
1.3.0 are:

● Request signing
● MFA signaling
● New /token endpoint
● Deprecation of less secure 

access methods
● Where are you from
● Providers and protocols
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IETF Internet Draft

https://datatracker.ietf.org/doc/draft-ietf-ocm-open-cloud-mesh/

https://datatracker.ietf.org/doc/draft-ietf-ocm-open-cloud-mesh/
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OCM Test Suite – Verification and Validation

https://cs3org.github.io/ocm-test-suite/

https://cs3org.github.io/ocm-test-suite/
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OCM and EOSC – Practical Demo

https://sunet.drive.sunet.se/s/Enjq67fGtLKwqbQ
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Security – MFA and OCM – Trust still needs 
Governance
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OCM – Providers and Protocols
Relevance to the grid computing 
community:
● Traditional sync and share can 

be used
● Protocols have been proposed 

and can be implemented: ssh, 
webapp, webdav

● Data movement and data 
mobility can be simplified
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OCM – Get Involved!

• https://github.com/cs3org/OCM-API

• https://matrix.to/#/#cs3org_OCM:gitter.im 

• https://datatracker.ietf.org/doc/draft-lopresti-open-cloud-mesh/ 

• https://mailman3.ietf.org/mailman3/lists/ocm.ietf.org/  

https://github.com/cs3org/OCM-API
https://matrix.to/#/%23cs3org_OCM:gitter.im
https://datatracker.ietf.org/doc/draft-lopresti-open-cloud-mesh/
https://mailman3.ietf.org/mailman3/lists/ocm.ietf.org/
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