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INFN decided to implement a national Cloud computing infrastructure for research

➢ as a federation of existing distributed Cloud infrastructures

➢ as an “user-centric” infrastructure which makes available to the final users a dynamic 

set of services tailored on specific use cases

➢ leveraging the outcomes of several national and European Cloud projects where 

INFN actively participated, e.g. INDIGO DataCloud

INFN Cloud was officially made available to users in March 2021

e.g. Notebook as a Service

e.g. Virtual Machine, Docker compose 

e.g. Start & Stop, Hostname choice

The INFN Cloud ecosystem
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The new PaaS
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Where we are

Target 
destination
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Federation Manager: Targets and motivations

• The Federation Manager is the core component of the DataCloud PaaS, responsible for the end-to-end 

management of provider federation processes and the onboarding of scientific communities.

• It automates and governs policies, identities, and SLAs, ensuring consistency, security, and scalability 

across heterogeneous and geo-distributed cloud environments.

• It enables a user-centric and dynamic model, where resources and services are transparently integrated 

and exposed across multiple federated infrastructures.

• Through native integration with the new PaaS architecture, the Federation Manager acts as a key 

enabler for evolution, interoperability, and long-term sustainability of the DataCloud.

03.19.2026 - International Symposium on Grids & Clouds (ISCG) 2026 4



INSERIRE LOGO 

Architecture

• Frontend: React (typescript) provided by Next.js

• Backend: FastAPI (python)

• Database: MySQL

• Workflow management: Kafka 

• Authentication: Flaat library (backend) + BetterAuth 
(frontend)

• Authorization: Open Policy Agent
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New provider federation request workflow
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Dashboard
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Backend REST API and Kafka consumer

Unique access point to the MySQL DB

REST API

• All endpoints requires user authentication

• Based on the user's groups OPA can authorize or reject requests on specific operations

Kafka Consumer

• Secured communication

• Listen for kafka messages sent by the Rally tests component and update the DB
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Rally tests

• Periodic python script

• On all federated clouds (only Openstack) execute rally tests to validate the configuration

o Nova: list of OpenStack flavors, creation-elimination of a keypair.

o Neutron: association-dissociation of floating IPs, creation-elimination of security groups and security group 
rule.

o Glance: list of images, creation-elimination of an image.

o Cinder: creation-elimination and creation-attachment of a volume. 

o Keystone: The user authentication and token validation.

• Send a Kafka message to report the result

• Continuous monitoring of the provider's resources

• Can be used to perform more in-depth debug of the status of the provider 
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Deployment

Containerized deployment through 
docker Compose or Kubernetes 
(both configuration tested and 
available)
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The story so far

• We discussed a lot about the best federation workflow, the role based access, and the integration with the PaaS
architecture

• We in depth analyzed the UI navigation, the components shape and behavior and the REST API definition

• We hardened security details about secrets sharing between the federation manager components.

• In the direction of deploying the whole PaaS on kubernetes, we deployed a beta version of the application using both 
a docker-compose file and kubernetes manifests.
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Thank you
giovanni.savarese@ba.infn.it
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