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HEP Analysis Way is Deeply Changed

® Traditional way
Debug on login node - Batch task on cluster

® New development tools:

® Features-rich IDE (VSCode, JetBrains),
Interactive Programming Environment
(JupyterLab), etc..

® New coding assistance:
® Copilot, ROOT Browser, file preview, etc..

® New Demand for debugging & execution
® Online plotting and result sharing

® Simplified, on-demand runtime environment
setup (esp. for new comer)

® Runtime environments switching on demand

ssh login node

A

debug program

|

Edit job script
v
Submit batch job

N Job
inished?
Y
Check the result

T >

New shell

Login mode changed
* New terminal tool

v Coding tool changed:
Edit program * VSCode

Copilot, etc.

Debugging tool changed N
Jupyter

Root browser

File preview

Result sharing .

v Job tracing
Waiting * Intermediate result
« adjustments
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HEP Data Processing Requirements Collected

® From Users:

® |DE (such as vscode) is hard to used with SSH remote mode login farm
® Extra burden to the login node — more and more slowly
® Disconnection happened frequently

® X-forwarding always gets stuck, when drawing figure or using root browser.

® Forbidden port forwarding due to the security reason, cannot use Jupyter Lab easily outsides
campus

® From HEP Software Developers:

® Computing resource environment is hard to deploy and use.
® No way to access file from the developer’'s own machine

® Analysis Facility

® Loosely definition: infrastructure and services that provide integrated data, software and
computational resources to execute on or more elements of analysis workflow

® Batch system: infrastructure of AF
® Transition from “Closed & Backend” to “Open & Frontend”

4/25



Solution: Interactive Flatform

® Core Concept
® Run interactive tools (VSCode, Jupyter, etc.) as cluster jobs, delivered via web.
® Provide users with secure APl interfaces for cluster job management and file access

® Key Benefits
® No Lag — Tools run in cluster node, zero client-side load
® No dependency on ssh — Used without any addtional ssh login
® Guaranteed Resources — Dedicated memory/storage, no login node strain
® Dev-Friendly — Build & integrate custom apps with cluster APIs

® Web-First Access

@ Zero Setup — Browser-only,
[ FileOps Simplified — Upload/download/view/share files directly
¢8 Easy Integration — Unified APIs for lab software/web services

5/25



INK: Interactive aNalysis worKbench

® Visionary goal

® Scientific research with just a network connection

® Shift backend / offline computing and storage resources to the frontend / interactive for enhanced
accessibility

® Enable flexible integration of resources and applications
® Provide customized interactive tools for HEP experiments
® Offer plus-and-play deployment solution for the HEP computing sites

® Immediate goal
® Scientific research with just a web page

® Provide web-based interactive analysis tool based on HTCondor cluster
® | everage web technologies : VSCode, Jupyter, Rootbrowse, VNC, Enode
® Run on the dedicated HTCondor job slot : no interference each other
® Enable external file system access
® Files could be accessed via web page directly
® Upload / Download / View
® Provide API interfaces for cluster job submission and file access for the workflow of the
experiment
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Exploring INK: User Dashboard

2% ink.ihep.ac.cn/panel

aQ ¥ ©
P ] [l g, i
Navigation Bar s
o ,NK A Home Dashboard Eshell Files Ink .lahs Heln shijy
Services Ink Job Overview
o Services G‘ Ink Jobs Statistics
Current Interactive Jobs
',.\ - 120
G [‘J = 100
80
\/ 89 60
DAQ Shift Jobs - 2
Customlzed App for Enode 1 @ Jupyter 3 ® V/scode 72 ® Rootbrowse 6 =~ Vnc 7 _u_([JJo—HBD 1_7‘0(1%7-% en:)ogcigo_’)’z‘3gompir|]$‘mn_”5\}so V2
Specific Experiment Applications User Job Info
c’ Applica‘tion Cent0OS7 @ AlmaLinux9 O My Ink Jobs J
Operation Job Type = Job ID 2 OS For Job = Job Status
. . -
@ 'q oyter | ‘:3} 2% Connect v vno 35384 AlmaLinux9 « RUNNING
Y
: L £8 Connect ot jupyter 35383 AlmaLinux9 * RUNNING
Compile VScode Jupyter Root Browse E-Node
£% Connect & compile 35267 AlmaLinux9 G2 * RUNNING

[HEP Computing Overview

O Platform Overview

HTC CLUSTER HPC CLUSTER
Running Jobs Queueing Jobs
60,000 210,000
50,000 180,000
40.000 150,000
120,000
30,000
90,000
200001 | ERE [ 60,000 -
10,000 = 8 am - = N . m 30,0004 B8 =
oL =T = = ~ m um o mw H e BEew 00" 0l , st = - ===T8 : : : :
10:00:00 12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 00:00:00 02:00:00 04:00:00 06:00:00 08:00:00 10:00:00 12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 00:00:00 02:00:00 04:00:00 06:00:00 08:00:00
@ atos @ cms combination dgmjuno dyw gecam herd higgs 8 hxmt [l juno @ junodc 4 172 p @B atlas @ cms combination dgmijuno dyw gecam herd higgs hxmt ([l junc @ junodc 172 p

7/25



Exploring INK: Cluster Files Manager
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Exploring INK: EShell
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Exploring INK: VSCode
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Exploring INK: JupyterLab
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Exploring INK: ROOT Browser
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Exploring INK: VNC

VNC works as a cloud desktop, running in IHEP job cluster.
Has perfect network connection and zero I1/0 delay

Terminal

Experiment Customized
Visualization App

harge

Other
Applications
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Key Development Challenges

® Loose and flexible software architecture

® Customizable: each HEP experiment configure its own resource and applications
® Configurable: resources allocation, applications, default settings

® Ready-to-use deployment for site

® Secure authentication & authorization
® Support diverse methods (SSO, token, passwd, commercial account)

® Secure for the computing and storage resource usage

® Maintain consistent access policies for external/internal users

® Seamless resource & application integration

® Various resources integration: HTCondor, Slurm, Kubernetes, EOS, Lustre etc.

® Flexible application integration mechanism
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Loose and Flexible Architecture
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INK Modular Architecture

® Hierarchical layers structure

® Separation of frontend and backend

® Frontend:

® User interface layer: user way to connect resource
® \Web-based portals

® User software

® Viewer adapter layer: user portal generator

® Backend:

® Business logic layer: standardized API for the frontend interaction
® Adapter layer: integrates diverse resources (compute, storage, applications)
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Authentication and Authorization

® Authentication
® INK leverages the cluster’s existing authentication mechanism(SSO, IAM, Password etc.)

® Mutual trust established among INK components

® Authorization

® Dedicated INK user permission database governs

® Available resources
® Allowed Applications
@® Resources access rights
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INK Authentication and Authorization at IHEP

® |HEP cluster authentication

® Kerberos 5

® user authentication

o Computing & storage usage
® HTCondor & XRootD

® OAuth for INK frontend/
backend authentication

® A authorization mechanism
developed

® Kerberos 5 service provides
short-term user ticket

® |INK caches and refreshes user
tokens during the job execution

web page Exe /‘Scrl[:.)t | ] SSO /
‘ ‘ $ Kerberos
—
INK o
Authentication
Application API User Self Service Q)
INK Authorization /
User Token Cached <
Temporarily
— ——0—
Computing Resources API Storage Resources API
ﬂl rrCOﬂd\U,I: Authenticated by kRB5 XRootD Authenticated by KRBb
EERDERD B & l-u-st-r-e- I

~N_
=

W
W
W
(«
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Run Application ON Worker Node

® Connecting to applications running on =HEF
worker nodes via port forwarding '

[
® Nginx Server: handle port forwarding for @l -
VSCode, Jupyter, VNC, and Rootbrowser

® Iptable Server: handle port forwarding for Enode

. . . <::> /7
® File stream connection between file @ Q @
storage and frontend Iptable server .NK‘I"Sew'!’er SQL Server

® For file upload / download

s
Jupyter
® Files viewer running inside browser ‘
® Fits files o o e —o— \' vne
® Root files Worker Node Rootbrowser ——I_—

Port forwarding for application running at worker node
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Customization for Experiments & Plugin Mode for New App

® Resources and applications database records:

® Experiment-specific configuration

® Resources of the experiments

® Applications of the experiments

® User—specific configuration

—_—

— EEach experiments has its own INK web page j

® Personalized resources and applications permission - E Each user has his own INK web page j

® Plugin mode to integrate new app

® A way for users to develop their own App

® INK provide job slot to run the app

® INK provide authentication

| User’s own interactive app could be
integrated
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Current Status

® Publicly accessible at https://ink.ihep.ac.cn
® Test release: Feb. 2025
® First official release: Mar. 2025

® Open source: Nov. 2025

® |HEP user access the web page directly without any extra work
® 1 CPU core with 6GB memory for each job slots
® Limit 24 hours wall time for the INK job
® Each user can run one of each job type
® Provide special job slots for some special exp. user

® Bigger memory
® More CPU cores
® Several customized application for dedicate Exp.
® Alicpt DAQ moniter
® |HAASO GPU analysis

® Quite positive user feedback received!
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Next Plan - Job Tracing Based on eBPF

® cBPF (extended Berkeley Packet Filter)

® Safely run "microkernel modules" in the operating
system kernel

® Executing in a secure sandbox environment does not
affect kernel stability.

® \With eBPF, custom logic can be dynamically and
securely injected into the critical execution paths of the ® Metrics collection of the process in milli-second level
operating system kernel for observing or handling
various kernel events.

Resources File Write and Read

® Tracing job process based on eBPF

® The eBPF program is triggered and executed when a
specific event occurs

® The event-driven model ensures the high performance
and low overhead characteristics of eBPF

JoblD: 2003183.0 2026/03/10 13:10:12
Status CPU Usage(%) Memory Usage(GB)
110
RUNNING I
80
Start Time 60 “
3
2026-03-10 12:59:49 40
20 1 ]—————— e
0 : . . ol . . .
Runnin g Time 026-03-10 1:07:16 2026-03-10 13:08:11 2026-03-10 13:09.06 2026-03-10 13:10:01 %6-03-10 13:07:16 2026-03-10 13:08:11 2026-03-10 13:09.06 2026-03-10 13:10:01
-@- CPU Usage @ Memory Usage
10m23s
1/0 Speed(kernel-based)(MB/sec) Network Read/Write Speed(B/sec)
Monitoring Time
3mi5s 3004
15 250
2004
Execute Node 1504
junodgmO027.ihep.ac.cn Toe4
504
a 0
026-03-10 1307:16 2026-03-10 13:08:11 2026-03-10 13:09:06 2026-03-10 13:10:01 026-03-10 13:07:16 2026-03-10 13:08:11 2026-03-10 13:09:06 2026-03-10 13:10:01

-@- write speed @~ read_speed -8~ send rate @ recy_rate 22/2 5



Next Plan - Create an Agent-ready Computing Ecosystem

® MCP & Skills: Foundation for Agent Interaction

® MCP (Model Context Protocol) standardizes service communication, while SKILL packages specific platform

capabilities for easy invocation by agents.

® MCP & Skills Based Intelligent Computing Platform Infrastructure

® Transform computing platform infrastructure into MCP-enabled intelligent services

® allow direct and simplified access for external Al agents
® INK Integration for Unified Access Interacive computing platform for other ]h{

experimental users

Application Demonstration: AliCPT toaratio Intelligent orchestration of AiICPT
Interactive Computing Platform 9 data workflow

: : f

® AIlICPT as a Demonstration Agent |
i [ Interactive aNalysis worKbench(INI) } un%a?faéii%ap' AlICPT workflow
® Demonstrate how AlICPT can autonomously r
submit jobs, access data, and monitor status, [3 } ¥ ¥ ¥ ]
] . . . o o % Cluster MCP Audit MCP Device Mgt. MCP Monitor MCP Mor MCP,, .., —
® highlighting the simplicity and efficiency of the &= f f

agent-ready ecosystem 'CJ; P . — :
] [ ) ((coonee | [oowoorsn | Poiormen] (e ] —[ orte ] uservir) [ oo |

E HTC Cluster HPC Cluster Grid Site
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Summary

® Traditional batch system face limitations (Offline, closed and backend) for
HEP data analysis now

® INK focus on providing an interactive usage of the cluster
® Provides users with a “frontend usage” for “backend resources”

® |t supports global security credentials, enabling seamless and password-free access to all
resources.

® By bridging backend resources and frontend display, it allows interactive tools like VSCode to
be presented via web pages.

® Received positive feedback from users since the first release published

® Further development is ongoing based on the HEP requirements
® Job tracing based on eBPF

® Create an agent-ready computing ecosystem

24/25



Thank You!
Questions?

International Symposium on Grids & Clouds
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