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The starting point: INFN DataCloud (
INFN

11 Groups, ;-

P —— * The INFN Cloud portfolio, available via
WG o, an easy-to-use web interface but also
exploitable via command-line

interfaces

NGS-Gran Sasso Mational

N * Based on composable, scalable, open-
N~ " source solutions and can be easily
N extended either by the INFN Cloud
e, N support team or directly by end users

* Computing infrastructure distributed
throughout ltaly

https://www.cloud.infn.it/
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https://www.cloud.infn.it/

Increasing security, privacy and compliance
requirements
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https://www.nature.com/articles/sdata201618
https://www.enisa.europa.eu/sites/default/files/all_files/Keynote%20ENISA%20final%20june%202023.pdf
https://www.enisa.europa.eu/sites/default/files/all_files/02.%20EHDS%20-%20Harnessing%20the%20power%20of%20health%20data%20-%20Skander%20Mabrouk.pdf
https://www.enisa.europa.eu/about-enisa/data-protection/data-protection
https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2
https://www.infn.it/tecnologia/applicazioni-della-fisica/fisica-medica/
https://www.healthbigdata.it/en/
https://elixir-europe.org/
https://www.fondazionedare.it/en/
https://harmony-alliance.eu/
https://bosco-aosp.github.io/computational-genomics-platform/

Need for computing platforms guaranteeing INFN )

confidentiality
Integrity
availability
privacy
compliance
data sovereignty (as far as possible)
no vendor lock-in (as far as possible)



@ EPIC Cloud CNEN

EPIC

Enhanced Prlvacy and Compliance Cloud
* Region of INFN DataCloud optimized for

* medical research applications
* technology transfer

* public-private partnerships

* alluse cases with high confidentiality, integrity, availability and

t

ReCaS

INFN-UniBA
privacy requirements

e Certified ISO/IEC 27001 27017 27018 for
e Community cloud
* Provision of laaS, PaaS, SaaS solutions
* Co-development and co-design of advanced solution

* Based on INFN DataCloud technologies

Link to INFN certificateJ

Catania
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https://www.cnaf.infn.it/wp-content/uploads/2026/03/CERT_15739_ENG_ISO_27001.pdf
https://www.cnaf.infn.it/wp-content/uploads/2026/03/CERT_15739_ENG_ISO_27001.pdf

The Information Security Management System (ISMS)
Process Reference Model Based on SO/EG T3 27022

and M. Porter Value Chain Framework

CP20 Promation of scientific research agreement activities (4.2) | SPOS Procurement (8.1, 8.2, 8.3)

CP14 Design and development DataCloud solutions/applications (4.1, 4.2, 8.1, 8.2, 8.3)

DT R D WD R T -
CP13 Delivery DataCloud services (8.1, 8.2, 8.3) CP21 Users Support (8.5.5) |

CP19 Product and Technology

Development (4.1, 4.2) Data Center Management — CP16 CNAF, CP17 Bari, CP18 Catania - (8.1, 8.2, 8.3)

CPOS Implementation mgmt. (8.1)
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CPOE;O?N‘I'm CPO3 Risk assessment CPO4 Risk treatment
"v“'o wlp Moy {6.1.21 l6+‘|3]

6.2¢, 8.1)

CPO7 Awareness and compaetence (7.2, 7.3)

CPOB IS incident mgmt. (8.2, 10.1)

CPO? IS Chorrg. CP11 Performance CP121S hnpmumm

Communication SPO3 [?.4]
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https://www.iso.org/standard/61004.html
https://www.isc.hbs.edu/strategy/business-strategy/Pages/the-value-chain.aspx

(™
At - : INFN
Organizational Transparency, Accountability, Effectiveness C-/
Guaranteed by:

* Separation of Risk Assessement, Risk Treatment, Security Implementation

* Separation of ISMS management, Processes Evaluation and Improvement

* Clear Shared Responsibility Sarvica Moddl Cloud Stack Responsibilities |
Model defined in research IAAS  PAAS  SAAS
agreements -> laaS, PaaS, SaaS User

terms of use
Applications
* Data processing agreements to
. . .. Application stack
be signed before moving sensitive
data to EPIC Cloud 0

Infrastructure
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d% Deming Cycle and Risk Assessment INEN
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Plan

(contesdt, lkeadership, planning & support)

Risk
Assessment

Control
Selection

Control
Implementation
(Operations)

Monitoring
KPI

Internal Audit
External Audit



EPIC Cloud by numbers R
@ Tens of active tenants

Hundred of users, several hundreds of human genomes, hundred of thousands of patients' datasets

G

Site locations: Bologna, Bari and Catania
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Resource available today:
Bologna: about 9 PB of HDD RAW, 1.5 PB of SSD RAW, about 12500 cores, 55 TB RAM, 62 GPU (6 A100, 36

H100, 20 L40S)
Bari: 3 PB of HDD (net), 1112 cores
Catania: 3 PB of HDD (net), 600 cores

Ongoing expansion with further funds from external projects
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Some examples of computing platforms
deployed in EPIC Cloud

Virtual Imanging Trials
platform

Al training and inference platform for biobanks

Secure compute node  Sensitive data provider

MO
Uty

«.” » BEMRI-ERIC”
I Al validation service provider

19 Mar 2026

Computational Genomic
data lake

=
=
(a) Nodule (b) Nodule (c) Nodule (d) Nodule
diameter = 7.8mm diam. = 35-7Tmm diameter = 37Tmm diameter = 161mm
ToU = 0.90 ToU = 0.91 ToU = 0.93 ToU = 0.90

s European Virtual Human Twin platform 5
a3 -~ "

= / Processing of Development of : ;
Iﬂ:l sensitive c?ata models with Risk predictors
according to laws ~ Supercomputing Clinical

Quantification resources translation
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https://digital-strategy.ec.europa.eu/en/policies/virtual-human-twins

A process to extend EPIC Cloud capabilities through =~
externally funded projects and Technology Transfer  (INEN

%%bosco

ologna * sant'orsola » computational genomics
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v I C S #{BBMRI-ERI@ CLOUD e
biobanking for a healthier world
BgD der?uqunComp Hl;C N e e
(SPOke 0, 8) HARMONY ¢ ’ ;
Express requirements,
N
\\\ 1/ D/\RE funds the hardware
HealthBigData “ N
9 |\\ PeTAL LERaNG e o Co-design, co-develop

new features
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Integrate the new feature in the
DataCloud platform, extending
its capabilities and fulfilling
projects requirements11

CONTRO _ . .
) IL CANCRO Accelerating biomedical research
-
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- INFN
Conclusions

* INFN has developed a novel organizational approach to embed security, and privacy
as integral components of INFN’s organizational and operational ecosystem.

 Security and compliance are not treated as isolated functions but as value-
generating activities embedded throughout the value chain

* Exploiting the PRM, INFN has developed an interoperable, dynamic and secure
cloud that provides:

* AComputational Genomics platform, aimed at collecting data from sequencing instruments
A platform for Al training and inference platform for biobanks

A medical imaging platform based on XNAT

A platform for the European Virtual Human Twin for preventive and precision medicine

A Virtual Image Trials (VIT) platform, with the goal of building a national center for VIT

* Connectivity with EU initiatives such as ELIXIR, Genome of Europe, EOSC, and EHDS

* All of thisin compliance with the regulatory framework of the European Health Data
Spaces, including GDPR, the Al Act, and NIS2.
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