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Network security operations at the Institute of High Energy Physics (IHEP) face severe challenges, includ-
ing massive data volumes, high alarm complexity, and low manual processing efficiency. While the current
Security Operations Center (SOC) system at IHEP has improved cybersecurity operational efficiency to a cer-
tain extent through big data platforms and automated workflows, its intelligence level remains insufficient
and requires further enhancement. This work proposes integrating False Positive Reduction (FPR) and Large
Language Model (LLM)-based multi-agent technology to upgrade IHEP’s existing SOC, endowing it with au-
tonomous decision-making, collaborative reasoning, closed-loop task execution, and accurate false positive
filtering capabilities. For FPR, a transfer learning-based false alert filtering method is developed to achieve
intelligent discrimination of alert logs using limited labeled samples and a large number of unlabeled sam-
ples. For the LLM-based multi-agent system, a collaborative mechanism is designed, integrating key technolo-
gies such as Retrieval-Augmented Generation (RAG), Text-to-SQL, Text-to-Command, and Chain-of-Thought
(CoT) reasoning. This research provides a scalable and accurate technical pathway for the integration and
application of LLMs, multi-agent systems, and transfer learning in the field of network security operations.
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