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There are always many vulnerabilities in the operation system, applications and network devices, and vulner-
abilities are great threats for security. The vulnerability management and lifecycle tracking is very important
and necessary for the security team.
The paper describes the design and development of the vulnerability management system. The functional
modules of the system includes information system asserts management, vulnerability detection, vulnerabil-
ity handling and tracking, vulnerability statistics and visualization. Asserts management modules as a basic
part of this system, discovers and stores the existing IT asserts (Hardware information, Operation information,
IP address, TCP port services, URLs and so on). Vulnerability detection module discovers the vulnerabilities in
the IT asserts using some open-source and commercial tools. The vulnerability handling and tracking module
distributes and tracks the vulnerability until all the vulnerability tickets are closed. The statistics and visual-
ization module serves for the security team, which provides data analysis results diagrammatically to show
the proportion of each vulnerability category and the vulnerabilities trend during a period of time.
Partial functions of the system have been developed and deployed in IHEP information environment.

Summary
The paper describes the design and development of the vulnerability management system. The functional
modules of the system includes information system asserts management, vulnerability detection, vulnerability
handling and tracking, vulnerability statistics and visualization. Asserts management modules as a basic part
of this system, discovers and stores the existing IT asserts (Hardware information, Operation information,
IP address, TCP port services, URLs and so on). Vulnerability detection module discovers the vulnerabilities
in the IT asserts using some open-source and commercial tools. The vulnerability handling and tracking
module distributes and tracks the vulnerability until all the vulnerability tickets are closed. The statistics and
visualization module serves for the security team, which provides data analysis results diagrammatically to
show the proportion of each vulnerability category and the vulnerabilities trend during a period of time.
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