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Goal of the work

In order to increase efficiency and to remain competitive in the long run, CNAF is launching various
activities aiming at implementing a global for the site. Because of
efficient storage systems are one of the key ingredients of Tier-1 operations, at CNAF an exploratory
work started by investigating logs from the

Information about the status and the ‘ handle and to extract
progress of the requests managed by the relevant information and design it to
service is stored in log files, in a usually work automatically

complex format

Define a problematic period with ‘ Compare the two behaviors and
anomalies in the system and a for anomaly prediction
normal one
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Storage Resource Managers and StoRM

Storage Resource Managers (

allocation and file management of shared geographically distributed storage resources.

StoRM is the SRM solution adopted by the INFN-
CNAF Tier-1. StoRM has a multilayer architecture
made by two stateless components, -called
Frontend and Backend, and one database.

Frontend:

« exposes the SRM web service interface

« manages user authentication

« stores SRM requests data into the database and retrieve
the status of ongoing requests

 interacts with the Backend

Backend:

« processes the SRM requests managing files and space
« enforces authorization permissions

« can interact with other Grid services
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Current monitoring

28 StoRM -

Metric Current

storm-atlas.cr.cnaf.infn.it 2.61

values

New row

Total network utilization (IN)

16:00
current

96 «B/= 3.503 MB/s 1 356 kB/e

Number of sync SRM requests / min (sum aver hosts)

1600
max current async_ptg_time

174RK ST 713 asunc pto_time

Total network utilization (OUT)

Duration of async PTG and PTP (avg over hosts)

14:00

1600

avg current

avg

163 kB/= 5 k! 313kB/e

avg

34ma

193 ms

current

A42 kB/z

current
65ms

187 ms




More insight on events via plain log files

[61998] Fri NHov 38 B3:24:32 2818 :: Configuration read from fetc/gridftp.conf.

[61998] Fri Nov 38 83:24:32 2018 :: Server started in inetd mode.

[61998] Fri Nov 38 83:24:32 2018 :: New connection from: fts884.cern.ch:41956

[61998] Fri Nov 38 B83:24:32 2818 :: DN /DC=ch/DC=cern/0U=0rganic Units/0U=Users/CN=ddmadmin/CN=
531497/CH=Robot: ATLAS Data Management successfully authorized.

[61998] Fri Nov 38 B3:24:32 2818 :: User atlasprdB4S successfully authorized.

[61998] Fri NHov 38 B3:24:32 2818 :: Starting to transfer "/storage/gpfs_tsm_atlas/at las/at lasda
tatape/datald_hi/RAN/other/datal8_hi.B8367134.physics_MinBias.daq.RAN/datald_hi.BB367134. physic
s_MinBias.dag.RAK. _lbB166B. _SFO-1._868681.data".

[61998] Fri Nov 38 B3:24:36 2818 :: Finished transferring "/storage/gpfs_tsm_at las/at las/at lasd

atatape/datals_hi/RAH/other/datalB_hi.BB367134. physics_linBias. daq. RAH/datals_hi.BB367134. physi t8:11.781 Thread 41 - INFO [+leec2e2-8Ba7-4clb-82b4-d42ff57fBb7e]: Result for request
cs_MinBias.daq.RAN._|bB18A. _SFO-1._8081.data". itus' is 'SRNM_REQUEST_INPROGRESS'
[61998] Fri Nov 38 B83:24:36 2818 :: Closed connection from fts884.cern.ch:41956 48:11.717 Thread 13 - INFO [1b3a9db9-1325-467f-9b8b-68347dbb6ad3]: process_request :
Connection from 2881:1478:ff86:12:8e23:c32e:495d: 3646
12/81 B83:45:11.849 Thread 13 - INFO [1b3a9db9-1325-467f-9b8b-68347dbb6ad3]: Request 'BOL statu

PB:88:80.976 - INFO [xmlrpc-36531]1 - srmReleaseFiles: user</0C=ch/DC=cern/OU=Organic Units/[]'l.l=lj"°“‘ Client IP='2801:1470:ff88:12:8e23:c32e:495d:3846"' Client DN='/DC=ch/0DC=cern/0U=0rganic

sers/CN=at lpi lol/CN=614268/CN=Robot: ATLAS Pilotl> Request for [token: 79cS44f6-a4l4-4da2-bbf7-3/0U=Users/CN=at lact1/CN=555185/CN=Robot: ATLAS aCT 1' # Requested token '17b26868-7752-4e3
841cab2ed46al for [SURL: [srm://storm-fe.cr.cnaf.infn.it/atlas/at lasdatadisk/rucio/mel6_13TeV/?{b-cASd1{f72c1b9"

d/47/A00. 11188997, _80808493. pool.root.1]] succesfully done with [status: SRM_SUCCESS: Files rele| B3.48:11.852 Thread 13 - |INFO [1b3a9db9-1325-467f-ObBb-68347dbb6ad3]: Result for request

ased] L ;
B0:66:06.984 - INFO [xnlrpc-36532] - srals: user </OC=ch/DC=cern/0U=Organic Units/OU=Users/Ch=d- Status’ is 'SRMN_REQUEST_INPROGRESS

dmadmin/CN=531497/CN=Robot: ATLAS Data Management> Request for [SURL: [srm://storm-fe.cr.cnaf.i
nfn.it/at las/at lasdatatape/datal_hi/RAN/other/datald_hi.B8367321.physics_UPC.daq.RAN/datalB_hi p3:45:42 : [# 1185 lifetime=15:25:008] S [0K:684708,F:74251,E:08,m:0.000,M:612.352,Avg: 8.1

.B8367321. physics_UPC.daq.RAN. _1bB374. _SF0-4._6868681.datal] failed with: [status: SRM_FAILURE: Al [0K:61870,F:0,E:8,m:@.006,M:8.497,Avg:B8.813] Last: (S [0K:518,F:58,E:0,m:0.000,M:4.238] A
| requests failed]

H6:86:01.803 - ERAOA [xalrpc-365%1] - srefn: File doss not exist wuzvp: 42,885 - synch [(count=1679688, ml_rate=785.251823684344, mS_rate=689.8933503831365, miS_

rate=579. 1859599935228) (max=1528.83999689999995, min=8.85437299999999999, mean=7§.6584215485562¢

, p95=339.85041, p99=660.244572)] duration_units=milliseconds, rate_units=events/minute
[2818-12-86 B808:88:51,872]: [#..86878 lifetime=134:37.81] Heap Free:9 +3otuyn SYNUH L1Y2] Haynch

[PTG:5085692 PTP:494798] Last:( [#PTG=14 0K=14 M.Dur.=17] [#PTP=13 0K=13 M.Dur.=2688] )

[> select * from "one_m;nth"."iostat.avg—cpu.pct_user" where host='ds-9858.cr.cnaf.infn.it’
name: iostat.avg-cpu.pct_user
time domain duration host metric tagl tag2 value

20819-81-3087680:80: 802 cr.cnaf.infn.it 1.9276666666666664 ds-988.cr.cnaf.infn.it metrics-iostat-extended gridftp-xrootd atlas 1.97
ISGC 2019, Taipei 04.04.2019 6



ATLAS use case

— storm-fe-atlas-07
StoRM Frontend StoRM Backend
\ storm-atlas

S e

storm-frontend-server.log > monitoring.log storm-backend.log heartbeat.log storm-backend-metrics.log

= ds-808
GridFTP InfluxDB

" ds-908

==

storm-globus-gridftp.log storm-gridftp-session.log

Followed path: take the sources individually, parse log files producing csv files, investigate the
behavior of the features contained inside each log file, create a predictive ML model for each source
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Frontend Logging

The Frontend stores information about the service status and about the SRM requests received
and managed by the process.

12/81 B3:48:11.781 Thread 41 - |INFO [4leec2e2-88a7-4clb-82b4-d42ffS7fBbTe]: Result for request
'PTP status' is 'SRN_REQUEST_INPROGRESS'
12/81 B3:48:11.717 Thread 13 - |INFO [1b3a9db9-1325-467{-9b8b-66347dbbbad3]: process_request :
Connection from 26881:1478:ff808:12:8e23:c32e:495d: 3546
12/81 A3:45:11.849 Thread 13 - |INFO [1b3a9db9-1325-467f-9b8b-68347dbb6ad3]: Request 'BOL statu
s' from Client |P='2881:1470:ff580:12:8e23:c32e:495d:3846"' Client DN='/0DC=ch/DC=cern,
CN=Robot: ATLAS aCT 1' # Requested token '17b268686-7752-4e3
A-bcdb-cBS5d1f72c1b9’
12/81 A3:48:11.852 Thread 13 - INFO [1b3a9db9-1325-467f-9b8b-68347dbb6ad3]: Result for request
'BOL status' is 'SRN_REQUEST_INPROGRESS'

Example of the storm-frontend-server.log file content.
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GridFTP Logging

StoRM involves the GridFTP middleware component to perform file transfer operations.

[61998] Fri HNov
[61998] Fri Nov
[61998] Fri Nov
[61998] Fri Now

CN=Robot:

[61998] Fri Hov
[61998] Fri Nov

38 B3:24:32
38 B3:24:32
38 B3:24:32
38 B3:24:32

ATLAS Data
38 B3:24:32
38 B3:24:32

2818 ::
2818 ::
2818 ::
2818 ::

Configuration read from fetc/gridftp.conf.
Server started in inetd mode.

New connection from: fts8A4.cern.ch:41956
DN /DC=ch/DC=cern,

Management successfully authorized.

2818 ::
2818 ::

User atlasprdd4d successfully authorized.
Starting to transfer "/storage/gpfs_tsm_at las/at las/at lasda

tatape/datald_hi/RAH/other/datalB_hi.BB367134.physics_NinBias.daq.RAN/datalE_hi.BB367134.physic
s_MinBias.daq.RAN._lbB16BA. _SFO-1._686881.data".

[61998] Fri Nov 38 B83:24:36 2818 ::

Finished transferring "/storage/gpfs_tsm_at las/at las/at lasd

atatape/datalf_hi/RAN/other/datalB_hi.BB367134.physics_NinBias.daqg.RAN/datald_hi.BB367134.physi
cs_MNinBias.daq.RAH._lbA18A. _SFO-1._68681.data".

[61998] Fri Hov 38 B3:24:36 2818 ::

ISGC 2019, Taipei

Closed connection from ftsdB4.cern.ch:41956

Example of the storm-gridftp-session.log file content.
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InfluxDB Logging

The monitoring infrastructure at CNAF is based on InfluxDB as time series database to store data
gathered from sensors.

> select * from "one_ménth"."iostat.avg-cpu.pct_usen" where host='ds-988.cr.cnaf.infn.it’
name: iostat.avg-cpu.pct_user
time domain durat ion host metric tagl tag2 wvalue

2819-A1-38TAA: 88: 882 cr.cnaf.infn.it 1.9276666666666664 ds-986.cr.cnaf.infn.it metrics-iostat-extended gridftp-xrootd atlas 1.97

Example of a query to InfluxDB.

ISGC 2019, Taipei 04.04.2019 10



Choice of the critical period

NORMAL CRITICAL

| 2E e AR5 6)
'

170,000
350,000

100,000

100,000

Log entries count in storm-frontend-server.log file per 30 minutes in one day for the set of the two Frontend services.
ISGC 2019, Taipei 04.04.2019 11



What is critical about this period

Information Ticket-ID: 138686 (export XML) Add to my dashboard

Submitter: Date of issue: 2018-12-05 08:26:00 Origin SG: GGUS

Loginname: Type of issue: Other Ticket Category: Incident

E-Mail: Priority: urgent Responsible unit:  NGLIT

Concerned VO: atlas VO specific.  No Ticket Type TEAM

User notification: on Every Change Notified site:  INFN-T1 Routing Type SITE/ROC
MoU Area All other tier-1 services Status closed
Scope WLCG Support unit history

Description: INFN-T1 transfer and deletion errors

Detailed Description

For the past 4 hours, there are 2.6 efficiency is 7%) and 1.8 k(errors for deletiong)(efficiency is 19%). Error is different
from the one reported in ticket 138617

Two problems found: wrong configuration Situation back to normal the 13th December

of the file system and wrong configuration after the issues have been fixed and the
of the queues coming from the farm addition of one more GridFTP server

ISGC 2019, Taipei 04.04.2019 12



Steps followed for each source



Parse log files, converting them in the csv form
(Fontend case)

Log file
12/81 A0:00:808.0818 Thread 14 - |INFO [4c99ea76-ebfd-413e-8cd9-89253facb4e6]: process_request : Connection from 2881:948:61:1::18
12/81 AA:00:080.0832 Thread 53 - INFO [153al6cc-522d-47b1-6f5f-6eB22284cf64]: Result for request 'Put done' is 'SRM_SUCCESS'
Csv file

t imestamp,datet ime, thread, type,token,Request 0N, requested_token, num,surl,result,ip
1543622460.681,2015-12-81 A0:00:080.0168688, 14, INFO, 4c99%:a76-eb8d-413e-6cd9-839253facb4eb, Connection,,,,,,26881:9453:61:1::18
154362240808.0832,2815-12-81 B80:80:0808.08328088,53, INFO, 153alb6cc-522d-47b1-8f5f-6eB22284cf64,Put done,,,,,SRN_SUCCESS,

Table

timestamp datetime thread type token Request DN

4c99ea76-
eb8d-413e- Conriection 2001:948:61:1::10

requested _token num

2018-12-01
1.543622e+09 00:00:00.010000 14 INFO 8cdo-

89253facb4eb

153at16ce-
2018-12-01 522d-47b1-
1.543622e+09 00:00:00.032000 53 INFO 815¢- Put done SRM_SUCCESS

6e022204c164

ISGC 2019, Taipei 04.04.2019 14



Extract new features from the messages (Frontend case)

timestamp datetime

2018-12-01

1.543622e+09  5:00:00.010000

2018-12-01

1.543622e+09  4,00:00.032000

thread type

4c99ea76-
eb8d-413e-
8cdg-
89253facb4eb

14 INFO

153at6cce-
522d-47b1-
8f5f-
6e022204cf64

53 INFO

Put done

list(data[ 'Request’'].unique()

[ 'Connection’,
'"Put done',
'BOL status',
'Ls',
'PTP status',
'Release files',
'Rm',
'Ping',
'Get space tokens',
'PTP',
'"PTG',
'PTG status’',
'Get space metadata’,
'Mv',
'Mkdir',
nan,
'BOL',
'Abort request’,
'Check permission'’,
'Abort files']




One hot encoding and summary of the log content in one
row at each 15 minutes (Frontend case)

timestamp datetime thread type token Request DN requested _token num

4c99ea76-
2018-12-01 4 INFo  ®b8d413e- o NaN NaN 2001:948:61:1::10

00:00:00.010000 8cdg-
89253facb4eb

1.543622e+09

153a16¢ce-
2018-12-01 522d-47b1-
1.543622e+09  1.60,00.032000 53 INFO 851-

6e022204cf64

Put done NaN NaN SRM_SUCCESS

One hot encoding

timestamp datetime requested_token num ip DN_Atlas_Data_Management YES DN_Atlas_Data_Management_NOT

2018-12-01

1.543622e+09  4.40.00.010000

2018-12-01

1.543622e+09  1.00.00.032000

Final csv

datetime DN requested_token ip DN_Atlas_Data_Management_YES DN_Atlas_Data_Management_NOT INFO WARN ERROR

10710 28816 24371 2886 41800

2018-12-
1 0:30:0 13115 26994 32114 7608 56970




Correlation matrix (InfluxDB case)

|||||

SN Correlation matrix of the
18RS 20 oodaeat23s more interesting InfluxDB

metrics considering only
S Ee e R REE . CEEEEEE Wi “bad” days, with the absolute
SOSHEEEEEEC220000009 e value of the correlation

coefficients greater than 0.6




Build a ML model: comparison between different algorithms
(InfluxDB case)

LR

LDA

Algorithm Comparison (scorer=accuracy)

KNN GNB CART BgDT

RF

ET

AB

GB

XGB

MLP

Legend of ML algorithms

LR: LogisticRegression

LDA: LinearDiscriminantAnalysis
KNN: KNeighborsClassifier

GNB: GaussianNB

CART: DecisionTreeClassifier
BgDT: BaggingClassifier

RF: RandomForestClassifier

ET: ExtraTreesClassifier

AB: AdaBoostClassifier

GB: GradientBoostingClassifier
XGB: XGBoostClassifier

MLP: MultiLayerPerceptronClassifier



Feature selection (InfluxDB case)

user_percent.mem.storm_storm-atlas ir{ good)days

2018-12-01 00:15:00
2018-12-01 05:15:00
2018-12-01 10:15:00
2018-12-01 15:15:00
2018-12-01 20:15:00
2018-12-02 01:15:00
2018-12-02 06:15:00
2018-12-02 11:15:00
2018-12-02 16:15:00
2018-12-02 21:15:00
2018-12-03 02:15:00
2018-12-03 07:15:00
2018-12-03 12:15:00
2018-12-03 17:15:00
2018-12-03 22:15:00
2018-12-04 03:15:00
2018-12-04 08:15:00
2018-12-04 13:15:00
2018-12-04 18:15:00
2018-12-04 23:15:00

user_percent.mem.storm_storm-atlas i
s e VI VR S ——

Techniques used for the procedure:

» SelectKBest with the chi-squared statistical test

» Recursive Feature Elimination

 Principal Component Analysis (PCA)

« Feature Importance from ensembles of decision
tree methods

2018-12-05 00:15:00
2018-12-05 05:15:00
2018-12-05 10:15:00
2018-12-05 15:15:00
2018-12-05 20:15:00
2018-12-06 01:15:00
2018-12-06 06:15:00
2018-12-06 11:15:00
2018-12-06 16:15:00
2018-12-06 21:15:00
2018-12-07 02:15:00
2018-12-07 07:15:00
2018-12-07 12:15:00{,
2018-12-07 17:15:00
2018-12-07 22:15:00
2018-12-08 03:15:00
2018-12-08 08:15:00
2018-12-08 13:15:00
2018-12-08 18:15:00
2018-12-08 23:15:00



Summary of actions so far

Can be taken through ELK stack suite (Tommaso Diotalevi talk)

Handle and , lles to extract Already an improvement respect to

relevant. information and design it to work ‘ et RS

automatically

Create a for each source ‘ At each 15 minutes we have a prediction, in

individually taken terms of probability, about its belonging to a

good day or a bad day

Do the ‘ Check if there are unexpected relations between
features

Create a procedure for ‘ Define which are the most relevant features for

discrimination between good and bad days

ISGC 2019, Taipei 04.04.2019 20



What is missing

Use all the log sources. Currently missing:
* monitoring.log

« storm-backend.log

« heartbeat.log
 storm-backend-metrics.log

 Define other periods with anomalies in order
to the ML model produced
 create a model for each specific case



Thank you for the attention!

@ luca.giommisz@unibo.it



Problems in the critical period

Wrong configuration of the file system Wrong configuration of the queues coming
from the farm

The quota disk of GPFS is almost 30 PB, and the doubt quota disk

was of the order of 200-300 TB during the problematic days, “storm” (POSIX) access was not set as primary and the ‘“rucio
whereas in a normal day it is of the order of 1 TB. In this situation, copytool” was selected, this causing an abnormal increase of access
the sum of the assigned memory plus the doubt quota was almost, or through StoRM-GridFTP and overload of the system.

overcoming, the limit quota.

!

In this case, StoRM tells to GridFTP that there is free space even if
it 1s not possible to write on the file system, hence the transfers fail.

ISGC 2019, Taipei 04.04.2019 23



InfluxDB metrics

Metric

gpfs_atlas.*

interface.bond0.*xBytes

interface.bond0.*xDrops

interface.bond(.*xErrors

iostat.avg-cpu.pct_*

load_avg.five_*

storm.async_*_*_storm-atlas

storm.sync_storm-at las

user pe reent. # X *

perc_mem_free_*

Description

* (read, write) reading and writing speed from the file
system for the two GRIDFTP machines measured in
bytes per second

bytes * (r.t) received and transferred on the net
interface bond0

packet lost in * (r.t) reading and writing on the net

interface bond0 measured in bytes

¥ (r,t) reading and writing errors on the net interface
bond() measured in bytes

percentage of time where the cpuis *

(idle. 1owait, nice. user, system)

average over 5 minutes of the CPU load average for the

two GRIDFTP machines and the two Frontend services

average number of * (ptg, ptp). the average of those that
fails, of those that are successfully ended. average in
duration * (n, fail, ok, time) in the machine storm-atlas
average number of synchronous operations for the

storm user in the machine storm-atlas

* (cpu, mem) CPU time, memory used by the storm
process in the machine * (storm-atlas, storm-fe-atlas-07)
percentage of free memory of the machines where the
two GRIDFTP and the two Frontend services are located




It recursively removes attributes and it builds a
model on those attributes that remain. It uses the
model accuracy to identify which attributes (and
combination of attributes) contribute the most to

predict the target attribute.

The chi-square test measures dependence
between stochastic variables, so this
function “weeds out” the features that are
the most likely to be independent of class
and therefore irrelevant for classification.

The importance of a feature is the increase in the
prediction error of the model after we permuted the
features values. Generally, importance provides a
score that indicates how useful or valuable each
feature was in the construction of the boosted

decision trees within the model.
04.04.2019 25

uses linear algebra to transform the dataset into a
compressed form. The PCA procedure produces
eigenvectors-eigenvalues pairs where an
eigenvalue tells us how much variance there is in
the data in the direction defined by the eigenvector.

ISGC 2019, Taipei



storm-frontend-server.log

BOL status in good days BOL status in bad days
o
15000 R L - VT, .

0000 .

1 5000 _"-‘mﬂ-”w
Mgt o

5000

[

5:0
5:0
5:0
5:0
5:0
5:0
5:0
5:(C
5:C
5:(
>:0
54
5:0

Metric Scoring
BOL status
Abort request

8-12-2 21:15:0 »

8-12-2 16:15:0 V'
18-12-3 2:15:0

8-12-6 21:15:0
2018-12-7 2

2018-12-2 6:15:0
8-12-211:1
018-12-3 7
8-12-312
8-12-317
8-12-3 22

2018-12-4 3:15:0

2018-12-48

2018-12-4 13
18-12-50
18-12-5 5
8-12-510
8-12-515

2018-12-61
)18-12-6 6
8126 11
8-12-6 16:15:0

2018-12-7 7

2018-12.7 12

2018-12-8 3

2018-12-8 8

2018-12-8 13

2018-12-1 0:15:0
2018-12-1 5:15:0
2018-12-1 10:15:0
2018-12-1 15:15:0
2018-12-2 1:15:0

2018-12-1 20:15:0

(
20

2018-12-4 23:15:0
2018-12-7 17
2018-12-7 22
2018-12-8 18
2018-12-8 23

2018-12-4 18

20
20

20
2
2

20

20
20
20
20
20
20

20

(b)

—
e
-~

~—

num_surl
Rm
SRM_INTERNA L_ERROR Abort request in good days
rpcResponseHandler_ReleaseFiles
PTG

| DN_Atlas_Data_Management_NOT
rpcResponseHandler_Rm
Myv

Abort request in bad days

~

018-12-2 1:15:0 #
.

J
.
o

5:0

A

5:0
50 #5. *

5:0
5:0

50 %
o
0
2018-12-8 13:15:0

C
]

<

2

2018-12-2 6:15:0 F, "
2018-12-8 3
2018-12-8 8

2018-12-7 2:1°
2018-12-7 7:15

2018-12-1 0:15:0
2018-12-1 5:15:0
2018-12-32
2018-12-6 6:15

2018-12-37
2018-12-4 3
2018-12-48
2018-12-50
2018-12-55
2018-12-6 1

2018-12-1 15:15:0 %
”

2018-12-1 20:15:0
2018-12-8 23:15:0

2018-12-8 18:15:0

2018-12-1 10:15:0/
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Figure 9: Comparison of the number of BOL status requests between good days (9a) and bad days
(9b). Comparison of the number of Abort requests between good days (10a) and bad days (10b).
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