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Automatic Certificate Management Environment

Topics:
• Interest in ACME
• Certificate Validation Terminology
• IETF RFC 8555 - ACME
• IGTF Profile (Elm) for ACME CAs?

– Should we develop a new profile for automated CAs?
– If so, what problems must we solve?

• What additional requirements beyond DV must be implemented?
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Interest in ACME

• Popularity / Marketing of LetsEncrypt
– Non-profit CA operated by “Internet Security Research Group” (ISRG)
– Founded in 2013; now supported by >65 corporate sponsors

• Sudden decommissioning of OSG CA relied upon for 
host/service certificate issuance to U.S. DoE sites
– Urgency mitigated by allowing DoE sites to request and obtain 

certificates from the InCommon CAs
• Rapid increase in container-based web services and

automated provisioning technologies
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LetsEncrypt Statistics
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https://letsencrypt.org/stats/, accessed 2019-04-01
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LetsEncrypt Statistics
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Certificate Validation Terminology

Certificate Validation Types:
• DV (Domain Validation)
• OV (Organization Validation)
• EV (Extended Validation)
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Domain Validation

• CA verifies only that the
– Requester has effective control of the domain, OR
– Requester has the right to use their domain

• Traditionally done via e-mail to WHOIS contact for 
domain
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Organization Validation

• CA verifies that the requester’s organization identity and physical address 
in at least one of:
– Listing in an official government agency database
– Listing in a “reliable, regularly updated” 3rd party database, e.g.

• Dun & Bradstreet, Hoovers, Better Business Bureau
– Letter from a CPA, Legal Notary, or official Legal Opinion

• Some CAs will issue a DV certificate to requesters for use until OV
validation process is completed
– How long are these “temporary” DV certificates valid for?
– How soon are these “temporary” DV certificates revoked when the OV validation fails?
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OV for Individual Requesters

• CAs validate individuals (persons) requesting an OV 
certificate for themselves by verifying proof of the 
requester’s identity with:
– Government issued identity documents

• Valid Passport, State ID, driver’s license, military ID
– “Acceptable financial institution document” in the requester’s name
– Secondary documents in the requester’s name

• e.g., utility bills or tax bills at a fixed address
– Notarized “face-to-face” document attesting to examination of above 

documents by Notary in the physical presence of the requester
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Extended Validation (as defined by CABForum)
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https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-v1.6.8.pdf, accessed 2019-04-01
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Extended Validation “Excluded Purposes”
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https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-v1.6.8.pdf, accessed 2019-04-01
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IETF RFC 8555 - ACME
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https://tools.ietf.org/html/rfc8555
(95pp.)

https://tools.ietf.org/html/rfc8555


IETF RFC 8555 ACMEv2 Protocol Overview

1. Client requests account w/ACME server
a. Client generates key pair
b. Sends signed request bundle to server with contact info, terms of service agreement,

external account association data

2. Client certificate request
a. Submit signed order for request
b. Prove control of identifiers requested in certificate (HTTP-01 or DNS-01)
c. Submit CSR
d. Submit signed POST-as-GET request, await issuance and download certificate

3. Client revocation request
a. Submit signed revocation request
b. Await confirmation from server
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IETF RFC 8555 ACMEv2 Protocol Identifier Validation

• Key authorizations
– Requester (re)authentication

• Retrying challenges
– Clients do not respond to server challenges until ready

• HTTP-01 challenge
– Server validates key authorization content (constructed by client with token 

and client’s account key) placed in client’s HTTP content tree
• DNS-01 challenge

– Server validates DNS TXT resource record (constructed by client with token 
and client’s account key) provisioned by client
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IETF RFC 8555 ACMEv2 Protocol Protections

• Client / Server communications via HTTPS
– Except for HTTP-01 challenge by Server to Client, necessarily HTTP

• Request authentication
– all non-empty payloads in JSON Web Signature objects

• Replay protection
– server-side session nonce generation and updates

• POST-as-GET requests
– server reauthenticates sender and verifies access control rules

• Rate Limits
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IETF RFC 8555 ACMEv2 Protocol Protections

• External account binding
– New account requests may be bound to an existing external account 

management system
• Account deactivation

– Shut off future requests from this account
• Preauthorization

– Enable an external, non-ACME process for authorizing a client to issue 
certificates for an identifier

• IETF RFC 6844 Certificate Authority Authorization (CAA) validation
– Enable DNS Resource Record query for CAs authorized to issue certificates to a domain

16



ACME Client Example: CertBot for LetsEncrypt
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https://certbot.eff.org, accessed 2019-04-01
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ACME Client Example: CertBot for LetsEncrypt
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Questions about LetsEncrypt vs. IETF RFC 8555

Current LetsEncrypt vs. IETF RFC 8555
• Divergences list

– https://github.com/letsencrypt/boulder/blob/master/docs/acme-
divergences.md

– pre-authorization not yet supported
– POST-as-GET not yet implemented

• How are requester accounts managed?
• How to establish trust with hosting providers?
• Multi-network (DNS) validation not yet implemented (ETA Q2 2019)
• ECDSA Root and Intermediates (ETA Q3 2019)
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An IGTF Profile (Elm) for ACME CAs?

Should we develop a new authentication assurance profile “Elm” for 
ACME-like automated CAs?

• Rapid expansion of container-based web service deployment with 
automated management in R&E
– Kubernetes, Nomad, and other container orchestration infrastructures

• Browsers declining/suppressing access to non-HTTPS sites
• Must we do so for IGTF to sustain relevance to our community?

– Sites and web developers are already using LetsEncrypt for in-house and web 
services not required by (or waived from) policy for stronger validation

– Is it too late? Will anyone care by the time we get it done?
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An IGTF Profile (Elm) for ACME CAs?

• No? Then let’s stop here.

• Thanks for your kind attention. Let’s go get lunch.
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An IGTF Profile (Elm) for ACME CAs?

• Yes? OK, then:

• “Elm” is the next available assurance label in our tree
• Who is our Audience? (ACME) implementers, APs

– What are their driving Use Cases?
• Following the basic rules of design1: 

– What are the Correct Problems to Solve?  ß Requirements
– How are these Problems Solved Correctly Together?  ß Solution
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What are the Correct Problems to Solve?

Discussion:

• What problems MUST be addressed in the Elm Profile?

• Certificate Management Automation: ACME +/- what?
– Wildcard certificate support?

• GFD 225: Uniqueness of Names
• Vetting, Roles & Responsibilities of Authorized Requesters
• What else?
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How are the Problems Solved Correctly Together?

Discussion:

• What solutions are feasible for each problem?

• What feasible permutation(s) of the solutions 
sufficiently solve all problems together?
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IGTF Elm Authentication Assurance Profile

Objective: Publish Elm Profile for Automated CAs with DV
• Lead Author
• Co-authors
• Funding for this effort?
• Timeline
• Meeting schedule
• Mailing lists
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